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Abstract. The paper examines an approach to formulating the 
composition of a non-redundant and rational set of information security 
indicators for modern materials processing systems. The approach is 
focused on taking into account the hierarchical relationships that exist 
between the processes and subsystems responsible for protecting 
information, taking into account the features and boundaries of modern 
requirements for the availability, integrity and confidentiality of 
information, and also takes into account the variety of factors affecting the 
information support of materials processing processes. A variant of the 
system of information security indicators for materials processing systems 
is proposed. Practical implementation of the approach to the selection and 
substantiation of information security indicators will improve the 
efficiency of security control of information support procedures for 
modern materials processing processes. 

1 Introduction  
Modern threats to information security for materials processing systems (MPSs) are 
complex and cyber-physical in nature, and security events are often correlated [1, 2]. These 
threats affect all cybernetic and physical levels, all multifaceted aspects of the activities of 
systems of this class, they are dangerous and difficult to predict. Therefore, the problems of 
protecting MPSs from various threats, the problems of monitoring integrated security in 
MPSs and the problems of information security management continue to be relevant [3]. 

An important feature is the fact that typical MPSs in the course of their activities carry 
out automated collection and processing of information necessary to optimize the control of 
technological equipment and materials processing processes. At the same time, for the 
collection and automated processing of information, for information communication of all 
MPS subsystems, industrial telecommunication networks are used. Networks of this class 
are traditionally controlled by the main processor of an industrial controller and contain 
special network interfaces, network and application software, as well as various computing, 
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automated sensor systems and other devices, united into a unified network based on 
wireless technologies [4]. 

In other words, along with a variety of traditional resources consumed by MPSs, 
information is one of the key resources. This, in turn, emphasizes the importance of 
ensuring the information security within the MPSs and the processes they implement. That 
is why the tasks associated with the search for new methods and means of managing the 
protection of information stored and processed in MPS continue to remain important, and 
the results of solving such problems are in demand. 

One of the main stages of managing the protection of information stored and processed 
in MPSs is the stage of security analysis, i.e. the stage of assessing the quality and 
efficiency of the information security subsystem of MPS and the process it implements - 
the protection process [5, 6]. This stage makes it possible to form reliable, accurate and 
timely assessments of security indicators, and therefore, in turn, to formulate on their basis 
accurate and adequate control actions aimed at maintaining the information security of the 
MPS. It is assumed that timely, reliable, adequate, and, ultimately, efficient control actions 
will minimize the damage caused by malefactors. 

The solution to the problem of MPS security analysis is a further development of 
approaches to the multi-criteria assessment of the level of information security of complex 
controlled production and information systems. This problem requires the introduction of 
additional conditions and restrictions, as well as the construction of fundamentally new 
models of the information security process in MPSs. Therefore, the regularization of the 
formulation and solution of the MPS security analysis problem is associated with the 
implementation of all those stages that are typical for assessing the level of information 
security in conditions of local temporary stationarity, but developed for the case of current 
assessment, which opens up the possibility of taking into account the dynamic nature of the 
change in the states of the information security subsystem and the information security (IS) 
process it implements. 

All this emphasizes the importance of solving the problem of choosing and justifying 
a set of indicators of MPS information security, allowing one to take into account the 
dynamic and probabilistic nature of the process of functioning of the MPS information 
security subsystem and the process of protecting information in general, especially when 
the MPS interacts with production and information systems of general use. The paper 
examines a methodological approach aimed at obtaining a compact, non-redundant, but 
full-fledged set of information security indicators for MPSs in the interests of a reliable and 
complete assessment of the information security level of systems of this class.  

2 Related works  
A number of works [7-21] are devoted to the problems of selection and substantiation of 
information security indicators circulating in complex controlled production and 
information systems. They are aimed at increasing the reliability and adequacy of assessing 
the security level within the information security management of systems of this class. 

For example, the works [7, 8] are known, in which it is stated that the algorithms for 
information security testing and monitoring for complex systems, as well as the algorithms 
for synthesizing optimal systems of security indicators can be implemented on the basis of 
expert assessments. At the same time, this approach requires large organizational, time and 
computational costs for collecting and processing data characterizing expert opinions. 

There is a classical approach to assessing the information security on the basis of 
generalized (complex) and private security indicators [9]. But this approach is aimed at 
analyzing the vector indicators of network security, including the security indicators of 
network nodes, routers and individual links. Moreover, the analysis of such vector security 
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indicators requires the calculation of weight coefficients and the construction of probability 
density functions, which does not correspond to the general operational tasks facing the 
procedure for assessing the MPS information security. 

Some solutions for the synthesis of a system of information security indicators are 
proposed in [10, 11], but here the choice and justification of the controlled parameters of 
information security is carried out for socio-cyber-physical systems and for monitoring of 
security incidents in conditions of uncertainty. 

There are approaches that describe the methodology for choosing and justifying the 
scope and nomenclature of the set of estimated security parameters of complex systems and 
focused on mathematical (optimization) methods of decomposition, reduction and 
evolution. Their essence lies in the selection and justification of such a system of security 
indicators, which would be small, compact, but informative. 

In particular, the options for setting and solving the parametric decomposition problem 
in the interests of optimizing the set of controlled parameters of information networks and 
indicators of their information security are formulated in [12, 13]. In [14], simple heuristic 
algorithms based on combinatorial solutions are proposed. The tensor approximation and 
ranking of tensors in [15] is proposed to be used in order to reduce the complexity of 
combinatorial decomposition algorithms, but tensor models applied to the problems of 
choosing and justifying information security indicators for MPSs do not guarantee a high 
solution accuracy. In [16] and [17], the approaches based on reduction methods are 
presented, including step-by-step scaling and reduction of the dimension of controlled 
indicators for complex systems and processes. However, these procedures are considered in 
these works under the condition of symmetry of the analyzed dynamical systems and 
processes, which significantly narrows the scope of these methods. 

A variant of application of the reduction method is considered in [18]. The approach 
uses parametric reduction based on the approximating the ranks of various groups of 
indicators for a system or process. The advantages of the approach are obvious, but within 
the framework of the selection and justification of security indicators for materials 
processing systems, these methods require additional study of a variety of auxiliary 
(accompanying) parameters, which is often difficult for real MPSs. 

In our opinion, the works [19-21] deserve special attention; they prove the necessity of 
synthesizing the optimal set of controlled indicators of complex systems and processes. In 
[19], it is argued that the input of control actions is impossible without the development and 
application of synthesis algorithms for a system of monitored and evaluated quality 
indicators, and these algorithms must operate in real time. In [20], it is said that reducing 
the number of monitored indicators is an important prerequisite for optimization. It allows 
you to reduce the cost of procedures for analyzing and managing complex systems (for 
example, an information security subsystems) and processes, such as the process of 
ensuring information security. In [21] the great importance of the problem of choosing and 
justifying security indicators (moreover, based on the availability, confidentiality and 
integrity of information) is noted for assessing the degree of security of control and 
diagnostic information about technological processes. This approach will be considered in 
our paper as well. It is the basis for the selection and justification of security indicators, but 
this paper does not consider the possible composition of the set of information security 
indicators for systems like MPSs. 

Thus, the analysis of relevant works shows that the direct application of the results 
obtained in these works for the practical solution of the problems of choosing and justifying 
information security indicators for MPSs is impossible. Therefore, the unified approach 
proposed in the paper to solving the problem of formulating a hierarchical, non-redundant 
system of information security indicators, based on the interconnection of individual 
functioning processes and the information protection process as a whole, is relevant. 
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3 General formulation of the problem  
The analysis of relevant works allows us to conclude that for assessing the security of 
information within the MPS framework, the system of security indicators (SSI) is 
applicable, formed using mathematical methods of the decomposition theory [12-15]. For a 
number of features, such as the presence of a large number of interrelated elements and 
processes, the possibility of splitting into subsystems and subprocesses, the complexity and 
versatility of the information security (IS) process in MPSs, active interaction with the 
external environment, the presence of automated control of the information security 
subsystem (ISS), the information security subsystem of the MPS can be related to complex 
systems, and the IS process - to complex processes. 

Under these conditions, the generally accepted approach for complex systems and 
processes of the IS is applicable. It consists in the development of the main dominant SSI 
(DSSI) and the formulation of such a set of secondary local non-dominant SSI (NSSI), 
which corresponds to the totality of the properties of the IS process and the set of properties 
of the ISS that affect the performance of the task of ensuring the information security 
within the MPS. In this case, the DSSI, which characterizes the general, basic and unified 
task facing the ISS and the IS process, is obtained by combining the original NSSI in the 
materials processing systems. 

In our case, within the framework of the general formulation of the problem of choosing 
and justifying information security indicators for MPSs, a method for forming a typical 
system of security indicators is proposed, which is somewhat different from traditional 
methods. It is proposed, based on the mathematical methods of the theory of decomposition 
(factorization, functional and parametric decomposition), instead of defining the NSSI of a 
low level of the hierarchy and then combining them into the DSSI, to consider the problem 
of ensuring information security within the framework of the MPS as a whole. 

With this approach to assessing the MPS information security, the dimension of the 
problem being solved increases, since not one DSSI is formulated, but a set of 
hierarchically related NSSI. But on the other hand, the constructiveness of the solution to 
the problem of assessing security is ensured and the real current probabilistic characteristics 
of the ISS and the IS process are taken into account. The completeness and uniqueness of 
such an SSI is based on the fact that the initial data for its formulation are the requirements 
imposed by the user on the ISS and the IS process, mathematically correctly decomposed in 
the interests of their further use. 

Here, the NSSI of a lower level of the hierarchy detail the internal properties of the ISS 
and the information security process, and the DSSI describes the external (user) properties 
of the ISS and the IS process in MPSs. This is due to the really existing dominant value of 
one process in the ISS - the process of information protection itself, over another process - 
the information security management process in MPSs. 

In addition, in our opinion, modern international standards in the field of information 
security management, for example, ISO/IEC 27002:2013/COR 2:2015 and ISO/IEC 
27000:2018 [22, 23], should serve as the most important criteria when choosing and 
justifying a system of information security indicators for MPSs. 

Thus, using the hierarchy that characterizes the stage-by-stage decomposition of the 
general tasks of the functioning of complex systems [12, 13], it is possible to form 
a hierarchical system of security indicators for MPSs. From the point of view of the 
formulation of the general task of choosing and justifying information security indicators 
for MPSs, this hierarchy of indicators can and should include the DSSI and a number of 
hierarchical interconnected NSSI. This NSSI is the main non-dominant SSI - the system of 
indicators of the process of ensuring security (information protection process), as well as 
the NSSIs for information security management process. 
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4 Formulation of a variant of the information security indicators 
Let us formulate and justify the composition of the DSSI and the main one of the NSSI - 
the system of indicators of the process of information protection. 

The composition of the DSSI for the MPS developed for the case of security analysis is 
as follows: 

т
SoIkonfmisrrelilossaccSoI )]();(  );(  );()()( kRkKkKkKktkY


;[= ,                     (1) 

where )(acc kt  - the average time of accessing the authorized users (people and subsystems) 
of the MPS to the protected information resource at the k-th step of the functioning of the 
MPS ISS, which characterizes such a property of means and technology for secure 
processing of technological information as availability; )(reliloss kK  - the coefficient of 

information reliability loss and )(misr kK  - the coefficient of distortion characterizing the 
integrity property - the ability of the MPS ISS to keep information in a reliable and 
undistorted form, despite the presence of threats and vulnerabilities; )(konf kK – the 
coefficient of information confidentiality at the k-th step of the functioning of the MPS ISS, 
which characterizes the property of the ISS to keep information secret from subjects that do 
not have the authority to access it; as well as the vector of resource costs )(SoI kR



 for the 
construction of the ISS and the implementation of the process of protecting information 
circulating in the MPS. 

Among the NSSIs in the MPS, the leading system is the system )(isp kY


 of indicators of 

the information protection process, which includes: the vector )(avail kY


 of indicators of the 
availability of authorized users (people and subsystems) of the MPS to the protected 
information resource; the vector )(cont kY



 of indicators of the continuity of the IS process; 

the vector )(integ kY


 of information integrity indicators during the implementation of the IS 

process; the vector )(conf kY


 of information confidentiality indicators during the 

implementation of the IS process, as well as the vector )(isp kR


 of resource costs for the 
implementation of the IS process at the k-th step of its implementation: 
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Let us consider these indicators in more detail. Indeed, the internal aspects of the 
property of information security in the MPS, which characterize the quality and efficiency 
of the MPS process in terms of the degree of satisfaction of the user of the MPS with the 
services provided to him (her) for the MPS, are: the availability of authorized users of the 
MPS (people and/or subsystems) to the protected information resource during the 
implementation of the IS process, the IS continuity, the integrity of information (its 
reliability) during the implementation of the IS process, the confidentiality of information 
during the implementation of the IS process, as well as the cost of resources for the 
implementation of the IS services provided to the consumer at a certain level of hierarchy.  
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The analytical relationship of individual security indicators as part of the NSSI of the IS 
process is determined by a number of relationships. Let us consider the composition of 
these vectors from the point of view of information security analysis for MPSs. 

The vector )(avail kY


 of indicators of accessibility of authorized users (people and/or 
subsystems) of MPS to the protected information resource during the implementation of the 
IS process is one of the most important in the structure of security indicators. And the 
indicators included in this vector are designed to quantitatively describe the ability 
(property) of the information protection process to provide MPS users with the services of 
secure access to protected information when they need it and for the required time (duration 
of service provision) with the required quality. 

Temporary availability or timeliness is one of the main properties of the IS process for 
MPSs, which is considered as the ability of the IS process to provide access to the protected 
information resources of the system and the provision of the required list of secure services 
to them in a timely manner. The indicator of the timeliness of access of MPS authorized 
users to the protected information resource can be expressed in terms of the average access 
time )(acc kt  or in terms of the average waiting time )(wait kt  for access to the service. An 
analytical expression for determining the value of the average waiting time for access to 
a service, which characterizes the property of temporary accessibility of users to the 
information protected, within the framework of the MPS, has the form: 

              )),()()(()( implreqreqproctransreqwait ktktktkt ++=                          (3) 

where )(transreq kt  is the average time spent by the MPS user on the formation and 
transmission of a request for the provision of information services at the k-th step of the 
implementation of the IS process, )(reqproc kt  is the time spent by the IS process to check 
the authority of the MPS terminal or the MPS user (authentication, identification, authority, 
priority), and processing of a user's request for the provision of an information service at 
the k-th step of the implementation of the IS process within the framework of the MPS, 

)(implreq kt  is the time spent by the IS process to ensure the secure implementation of the 
request within the requested information service or to transmit a signal to the MPS user 
about the impossibility of ensuring the secure implementation of the request within the 
requested services at the k-th step of the implementation of the IS process within the MPS. 

In addition, the temporary availability of legal MPS users to the protected information 
resource can be quantitatively characterized by the intensity )(doa kλ  of access denials 
caused by failures (errors) during the implementation of the IS process, as well as the 
average time )(doa kt  between access denials. So, for example, the intensity of denials in 
access of legal MPS users to the protected information resource can be defined as the ratio 
of the number of MPS users (people and/or subsystems) received through the fault of the IS 
process by MPS users (people and/or subsystems) of denials in access to the total number 
of MPS requests for access to the protected information resource:  

.λ
)(

)()(
reqacc

doa
doa kN

Nk k
=                                                    (4) 

Thus, the vector indicator of security, which characterizes the internal property of the IS 
process within the MPS framework - the temporary availability of legal (authorized) MPS 
users to the protected information resource, contains the following indicators (parameters): 
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The vector )(cont kY


 of indicators of the continuity of the IS process characterizes the 
property of this process to continue for the required time. 

The continuity indicator can be expressed in terms of the average time )(co kt  of 
continuous (uninterrupted) implementation of the IS process when providing information 
services to MPS users. In addition, the continuity of the IS process in the MPS can be 
described using the continuity coefficient  of the IS ),(co kK  which is the ratio of the 
average time of the continuous implementation of the IS process to the total time of the 
implementation of the material processing process (the time of the MPS operation): 

,
)(

)()(
MPSf

co
co kT

ktkK =                                                   (6) 

moreover, this coefficient should tend to unity. 
Thus, the vector indicator of the continuity of the process of ensuring the protection of 

information within the framework of the MPS (continuity of the SI process), which 
characterizes the property of this process to continue for the required time, includes two 
indicators (parameters): 

.kKktkY т
cont ];[)( )()( coco=


                                             (7) 

The vector )(integ kY


 of information integrity indicators during the implementation of the 
IS process within the MPS contains indicators (parameters) that numerically characterize 
the accuracy, reliability and completeness of the protected information, as well as the 
security of the information stored, processed and transmitted in the MPS from possible 
unintentional and malicious distortions. In other words, this property of the IS process in 
MPS should be ensured without excessive deterioration, in compliance with the 
requirements (boundaries) for error-free and accurate (reliability) and undistorted 
information stored, processed and transmitted in MPS, i.e. in compliance with the 
requirements for the number of errors and distortions of information. 

Thus, the integrity )(integ kY


 of information during the implementation of the IS process 
can include two components - reliability (accuracy, error-freeness) and non-distortion in the 
IS process during its storage, processing and transmission during the processing of 
materials. 

Integrity, from the point of view of maintaining the reliability and accuracy of 
information during the implementation of the IS process in the MPS, can be assessed by the 
coefficient of loss of information reliability ),(reliloss kK  stored, processed and transmitted 
to the MPS. This coefficient, taking into account the multiservice information stored, 
processed and transmitted in the MPS, includes: loss of syllabic intelligibility А(k) in the 
form of the number of lost (misunderstood, distorted beyond recognition) words and 
phrases )(kN А  for IP telephony; the number )(iiincorr kN  of incorrectly recognized images 
during the implementation of videoconferencing within the framework of MPS, as well as 
the number )(err kN  of erroneously (distorted) received, processed, stored and transmitted 
data when implementing services within the framework of MPS, oriented to data 
transmission. 
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In general, taking into account the variety of real threats to information security 
)(real kU thr  for each specific service of the many information services )(real kN thr  implemented 

and provided to users within the MPS, the integral coefficient of information reliability loss 
can be represented as: 

),()()( errreli

)(

1

)(

1
reliloss

real real

kNkPαkK n
kN

n

kU

u

n
u

thr thr

∑ ∑
= =

=                                  (8) 

where n
uα  is the relative danger (difficulty of overcoming) the u-th threat when providing 

the n-th service at the k-th stage of the MPS functioning, and )(err kN  represents either 
)(kN А , or )(iiincorr kN , or )(err kN  depending on the type of the n-th service to be 

protected; )reli kP (  – the probability of reliable information transmission during the 
functioning of the MPS under the influence of threats at the k-th stage of the 
implementation of the IS process. 

The indicator of information non-distortion during the implementation of the IS process 
numerically characterizes the ability of this process to counter the modification or 
destruction of information stored, processed and transmitted and received in the MPS, and 
can be represented as a distortion factor (packets, data blocks, etc.). The physical meaning 
of this coefficient is the ratio of the amount of distorted data to the total number of stored, 
processed and transmitted data in MPS: 

,
)(
)(

)(
total

misr
misr kN

kN
kK =                                                        (9) 

moreover, this coefficient should be minimal (should tend to zero). 
Thus, the vector indicator of the information integrity preservation during the 

implementation of the IS process within the framework of the MPS includes an indicator of 
reliability (error-free, accuracy) and an indicator of undistorted information 

.kKkKkY т
integ ][)( )(  );( misrreliloss=


                                      (10) 

The vector )(conf kY


 of indicators of information confidentiality preservation during the 
implementation of the IS process characterizes the property of this process to ensure the 
availability of information in the MPS only for those who have the appropriate authority 
(authorized users). 

As elements of the vector of information confidentiality indicators in the 
implementation of the IS process in MPSs, indicators of security against unauthorized use 
of MPS resources can be used. They include parameters that numerically characterize the 
properties of the IS process to protect against unauthorized access to information in MPSs 
and unauthorized use of MPS equipment. 

The implementation of these properties is carried out using the mechanism of 
authentication of MPS users and identification of MPS equipment. For example, using 
passwords and user authentication modules, an individual identification number of MPS 
equipment, a user privacy mechanism and the introduction of authorization mechanisms - 
priority control, excluding access to resources for MPS users of a lower hierarchy level, i.e. 
access control by priority, control of the authority of service objects. The indicators of the 
quality of the implementation of these properties within the framework of the IS process in 
the MPS can be: 
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user authentication factor )(auth kK  that has a meaning inverse to the risk of 
compromising the algorithm and authentication data 

                              ),(1)( authcomprauth kPkK  −=                                          (11) 

where )(authcompr kP  is the probability of compromising the algorithm and authentication 
data of the served MPS users at the k-th step of the IS process implementation; 

coefficient )(ident kK  of MPS equipment identification, which has a meaning inverse to 
the risk of compromising the equipment identification number (ID) embedded in each 
terminal of the MPS 

                              ),( 1)( IDcomprident kPkK −=                                       (12) 

where )(IDcompr kP  is the probability of compromising the identification number of the 
equipment of the MPS users at the k-th step of the implementation of the IS process; 

authorization coefficient )(log kK , which has a physical meaning inverse to the risk of 
access of a user of a lower priority to information resources of the MPS, intended for the 
level of users of the system of a higher priority 

                      ),( 1)( higlog kPkK priority−=                                        (13) 

where )(hig kP priority  is the probability of access of a lower priority user to the information 
resources of the MPS, intended for the level of a higher priority user of at the k-th step of 
the implementation of the IS process. 

Thus, the vector indicator of maintaining the confidentiality of information circulating 
in the MPS includes three indicators: 

.kKkKkKkY т
conf ][)( )( );( );( logidentauth=


                           (14) 

The vector )(isp kR


 of resource consumption indicators of the IS process is intended to 
quantitatively characterize the total costs of the implementation of this process in the 
framework of MPS. At the same time, the resource spent on the implementation of the IS 
process should be understood as something that has value for the MPS from the IS point of 
view (IS information, personnel, IS services, equipment for IS, materials for IS, etc.). 

They distinguish between the types of resources spent on IS in MPSs: physical - objects 
of the MPS infrastructure, directly related to the IS during its storage, transmission and 
processing - premises, IS technical means, data transmission channels (internal and 
external); informational - documents on IS, IS software, human knowledge on IS; personnel 
assigned to implement the IS process; services for the provision of IS in the MPS - 
networks for the exchange of service data on IS, public key exchange services, electricity, 
air conditioning system, fire alarm, water supply, room access control system, etc. 

Taking into account the peculiarities of the information protection process in MPSs, the 
vector of total resource costs for the implementation of this process can be represented as: 

.kkVkUkМkIkNkR т
isppatispΣcostsserresstaffresinfresphyisp )](α);();(  );();();()( [=



  (15) 

In expression (15), all elements have the physical meaning of the total costs of a certain 
type of resource. For example: )(resphy kN  – the expenditure of physical resources for the IS 
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process at the k-th step of the MPS operation; )(resinf kI  – the cost of information resources 

for the IS process at the k-th stage of its implementation; )(resstaff kМ – the number of 
personnel called upon to carry out the IS process on the k-th of its implementation; 

)(costsser kU  – total costs of services for the IS provision at the k-th stage of its 
implementation. In addition, the vector of resource consumption indicators can include the 
total resource of the computing power of the MPS ),(ispΣ kV  used in the interests of the IS 
process and expressed in the amount of observation information, signaling, etc., transmitted 
(processed) by the MPS ISS per unit time. 

In addition, the vector of indicators of resource consumption of the IS process can 
include an indicator characterizing the costs of the computational resource of the 
automation tools of this process, which takes into account the increase in the capabilities of 
the MPS ISS with the introduction of promising information technologies and can be 
expressed through the coefficient of the automation means productivity of the IS process 

).(α isppat k  
A variant of the system of information security indicators for MPS is proposed in Fig. 1. 
 

 Dominant (global) system of information security indicators for MPS  
 

availability of legal users to 
the protected information 

resource of MPS 

Ve
ct

or
 in

di
ca

to
rs

 o
f i

nf
or

m
at

io
n 

se
cu

rit
y  

 

continuity of the information 
security process for MPS 

integrity of information              
for MPS 

confidentiality of information 
for MPS 

acceptable resource costs      
for the information security 

process in MPS 
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Fig. 1. A variant of the system of indicators of information security for materials processing systems. 

The diagram in Fig. 1 and expressions (2)-(15) have the physical meaning of a 
complete, interconnected system of information security indicators for MPSs. It includes 
the DSSI, which characterizes the requirements of the supersystem (external, user-defined 
properties), and the key NSSI, which characterizes the set of properties of the IS process 
that affect the performance of the general task of ensuring the information security within 
the MPS. 

The proposed system of indicators of information security for MPS is the initial data 
and will form the basis of the algorithm for evaluating the effectiveness of the IS of systems 
of this class. To implement the analytical method for the current assessment of the 
effectiveness of the IS for MPS, the necessary next stage is the approximation of the known 
analytical probability distribution densities of the real distribution densities of the values of 
the security indicators presented in Fig. 1. At the same time, a high level of a priori 
uncertainty regarding the statistical characteristics of the IS process and the impacts on it 
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from the opposing system (intruder) emphasizes the expediency of using the method of 
choosing and justifying approximate distribution models for solving the problem. This is 
due to the fact that obtaining accurate analytical ratios for the densities of the probability 
distribution of security indicators based on a rigorous consideration of the exact analytical 
model encounters a number of fundamental difficulties associated with the need for the 
most complete reproduction of all the specifics of stochastic processes in MPS and 
reflecting the objective complexity of information support for material processing 
processes. 

5 Conclusion 
The paper proposed an approach to the formulation (synthesis, selection) of the 
composition of a non-redundant, rational and hierarchically interconnected system of 
information security indicators for MPSs. The choice and justification of the volume and 
nomenclature of systems of information security indicators was carried out, firstly, in the 
interests of a formal parametric description of the essential properties of the information 
security process circulating in the MPS, and secondly, in the interests of the subsequent 
reliable assessment of the quality and efficiency of the MPS information security subsystem 
and the process it implements - the process of ensuring information security of such 
complex modern systems. Practical implementation of the proposed approach will, in our 
opinion, increase the efficiency of quality control for protecting the MPS information 
support procedures. This will happen by increasing the redundancy, reliability and accuracy 
of the obtained estimates and security forecasts, due to the rational redistribution of the 
costs of resources allocated in the interests of assessing only the demanded significant 
indicators. The direction of further research can be the solution for the problem of 
formulating the composition of the systems of security indicators, taking into account the 
uncertainty of the initial data due to external and internal disturbances inherent in both the 
information security process and the process of materials processing in general. 

This research is being supported by the grant of RSF #21-71-20078 in St. Petersburg Federal 
Research Center of the Russian Academy of Sciences. 
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