
November 2nd, 2008, will mark the 20th anniversary of the appearance of the first 
computer worm able to spread quickly and widely all over the Internet: the Internet 
worm, also known as the Morris Worm. This is probably a good time to briefly recap 
the observed evolution of the Internet threats since that date. We will see that the most 
recent trends seem to indicate the existence of a professional underground market to sell 
or rent malicious services and tools. In parallel, we will see how solutions have evolved 
with respect to the arising threats. We will present the classical intrusion detection 
and prevention systems and position them in the broader context of dependability 
mechanisms. We will review the problem of assessing the efficiency of these solutions 
and we will show, based on experimental results, how difficult benchmarking these tools 
can be. Last, we will try to understand why, twenty years after the Morris Worm, we have 
apparently failed in solving the Internet security issues. We will conclude by offering 
avenues for future work as well as perspectives on potential new threats.
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Through the miniaturization down to the molecular scale, the fabrication of innovative 
devices, systems and chips dedicated to medical applications becomes possible. 
The expectations are very high in terms of diagnosis at the early stage of a disease, 
for new therapies and for increasing the capabilities of medical imagery. Another 
aspect which is less visible concerns the acquisition of new knowledge in biology 
at the cellular and sub-cellular levels which can strongly impact the progresses for 
curing severe and complex diseases such as cancer. Indeed, through the micro 
and nanotechnologies the manipulation and observation of DNA, proteins and cells, 
allow for novel experiments to be conducted in the perspective of investigating, in 
a new way, basic fundamental mechanisms of biology. In this presentation, I will 
present the benefits of developing Micro and Nanoscale technologies in the field 
of biology and medicine. I will rapidly present the landscape of what is called today 
nano-medicine. I will then illustrate this scientific challenge through the presentation 
of several projects running in the Nanobiosystem research group at LAAS-CNRS 
and on the basis of major achievements obtained around the world.
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