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Trustworthy Digital Economy
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Establish trust by using technology alone,  
for a trustworthy digital economy!

Systems

❖ Trustworthy Identify 
Management

❖ Trustworthy source of 
big data

❖ Trustworthy AI
• LLM  

(e.g. ChatGPT)

Digital EconomyFoundations 

❖ Consensus
❖ Fault tolerance
❖ Privacy-enhancing 

technologies
❖ Formal verification
❖ Trusted hardware

❖ Web 3
❖ E-gov and 

public services
❖ Digital health
❖ Critical 

infrastructure
❖ Supply chain

My research vision/mission
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The 83rd meeting: Future of  blockchains
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In this talk - our observation and lessons

Social-Technical Challenges:
1. Meaningful guarantees of large scale systems

a. Diversity 
b. Trust

2. Adapting blockchains
3. Communities
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Meaningful guarantees of  large scale systems
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Meaningful guarantees of  large scale systems

- How to improve diversity?
- Given an erratic permissionless system, what is is the optimal guarantee/bound?
- How to achieve it?
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Uncertainty: Who are we trusting?

Meaningful guarantees of  large scale systems
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24-June-2023

2 mining pools control >50%;
14 mining pools control 99.5% mining power
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How to measure uncertainty?
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Adapting blockchains

Example: Digital health
- A great diversity of medical machines  

(manufactured by different companies, in different generations);
- Many don’t have open APIs, cannot export data easily

Replacing/advancing existing (critical) infrastructure is very challenging
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Community

Dependability and fault tolerance have made huge progress,  
we are everywhere! 

(e.g. awareness of dependability and fault tolerance in blockchain, 
AI, autonomous driving, smart city, etc.)
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Community

Gap between communities  
    (Dependability, Systems, Database, Security, …)

Seeing papers at Top security/database/system/AI/etc conferences, 
such as CCS, VLDB, SIGMOD, EuroSys, SOSP, NuroIPS, ICDE, etc.
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Do we need a go-to community for dependability?

Are we (or why aren’t we) the go-to community for 
dependability issues?

What’s our (IFIP WG 10.4) mission and value?
❖ What have we done? 
❖ What should/will we do?

Community
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Discussions

Social-Technical Challenges:
1. Meaningful guarantees of large scale systems

a. Diversity (Disrupt@DSN’23)
b. Trust

2. Adapting blockchains
3. Communities 

1. Do we need a go-to community for dependability?
2. Are we (or why aren’t we) the go-to community for 

dependability issues?
3. What’s our (IFIP WG 10.4) mission and value?

1. What have we done? 
2. What should/will we do?


