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20th Century Progress in Dependable Systems
▪ As the use of digital systems (hardware, software, and networks) proliferated, their many 

shortcomings created impediments in applications demanding high dependability. 
▪ Long-term efforts by the community (academia, industry, and governing bodies), resulted in 

remarkable progress in tackling 3 pillars of dependability (specifications, designs, and V&V). 
▪ Systems that can tolerate accidental faults have been successfully deployed in all walks of life and 

at huge scales and at extremely high levels of dependability: 
– Air and space travel 
– Communications 
– Defense 
– e-commerce 
– Finance 
– Ground transportation 
– Industrial production

Digital fabric of society is highly reliable, available, and safe. 
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Example Safety-Critical Computers (Draper Lab)

▪ Numerous mission and safety-critical fault 
tolerant computers 

▪ Space, Air, Ground, and Sea Platforms 
▪ Triple, Quad or Higher Redundancy 
▪ Theoretically Correct FT Architectures 
▪ Fault-Tolerant Software 
▪ Extensive Analytical & Empirical Validation



Turn of the Century: Change in Threat Landscape
▪ At the end of 20th century, having done 

enough damage for a quarter century at 
Draper, I was ready to retire from the 
dependable field. 

▪ Then something happened that gave me job 
security ☺

https://www.youtube.com/watch?v=VVJldn_MmMY
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Intrusion Tolerant Systems  
Fault Classification & ITS Scope
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From Fault-Tolerance to Cyber Survivability 
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OASIS

Self- Regenerative Systems



US Dept of Defense Policy: Cyber Survivability 
▪ Programs will employ system security engineering methods 

and practices, including cybersecurity, cyber resilience, and 
cyber survivability in design, test, manufacture, and 
sustainment. 

▪ Such methods and practices will ensure that systems function 
as intended, mitigating risks associated with known and 
exploitable vulnerabilities to provide a level of assurance 
commensurate with technology, program, system, and mission 
objectives.

Cyber Survivability is now a Key Performance Parameter (KPP):  
Must meet requirement


