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Piled Higher and Deeper by Jorge Cham
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Safety

Dependability Attributes

Availability Reliability Integrity Maintainability

Primary Security Attributes

Confidentiality
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Authenticity Authorization

Examples of Secondary Security Attributes

Non-repudiation

Privacy

Freshness Accountability

Auditability
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The way in which the 
means to obtain 

dependability and 
security affect each 

other
Interplay between dependability and security
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Wired (2015)
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The Gardian (2016)
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BBC (2016)



2023-06-25

Analysis of the Interplay between 
dependability and security attributes -
Behrooz Sangchoolie12

Associated Press (2020)
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Wired (2021)
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If it is not secure, it is 
not safe*

Introduce or anticipate 
attacks in a system

Analyse the attacks’ 
safety implications

Safety and security assessment

* Bloomfield, R., Netkachova, K., Stroud, R. (2013). Security-Informed Safety: If It’s Not Secure, It’s Not Safe. In: Gorbenko, A., Romanovsky, A., 
Kharchenko, V. (eds) Software Engineering for Resilient Systems. SERENE 2013. Lecture Notes in Computer Science, vol 8166. Springer, Berlin.

List all potential 
threats
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SUMO Traffic 
Simulator

Traffic Control 
Interface

TraCI

OMNeT++ Network 
Simulator

Platooning

Vehicular Network 
Simulator (WAVE)

Plexe-Veins

T
C

P
/U

D
P

Database

ComFASE
Attack Campaign 

Configuration
Attack Model 

Attack Location
Attack Duration 

Example-1: fault and attack injection



Mechanism Prevention Detection Handling

access control ✓

authentication control ✓

device authentication ✓

firewalls ✓

virtual network ✓

encryption ✓

virtual private network ✓

log auditing ✓

intrusion detection/prevention systems ✓ ✓

virus/malicious code detection systems ✓ ✓

vulnerability scanning ✓

Host Configuration Management (HCM) and Automated 
Software Management (ACM) tools

✓

operating systems ✓ ✓ ✓

web technologies ✓

physical security controls ✓

signatures ✓ ✓

partitioning and separation ✓
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* Discussed in: IEC 62443, SESAMO, OWASP, NIST SP 800-53

Example-2: 
Analysis of 

security 
mechanisms
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Attack

(Fault)

Intrusion

(Error)
Benign failure

Intrusion prevention 
mechanisms

Intrusion detection mechanisms &
Intrusion handling mechanisms

Catastrophic 

failure

Compromised system (Failure)

Intrusion handled 

(error handled)

Degraded function 

(graceful degradation)

Disabled operation 

(safe shutdown)

Example-3: Building 
resilient systems
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VALU3S Demo session
Verification and Validation of Automated 
Systems’ Safety and Security
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VERDI workshop
Workshop on Verification & Validation of 
Dependable Cyber-Physical Systems
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