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Cyberphysical Systems = tight conjoining of and coordination
between computation and physical resources
Cyber Space

Actuation
Information

Physical
Sensing

Real Space
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O%Q IOT ANALYTICS Insights that empower you to understand loT markets

Total number of active device connections worldwide

Number of global active Connections (installed base) in Bn
354

r_-: Non-loT

B o7

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Note: Non-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. loT includes all consumer and B2B devices connected — see loT break-down for further details
Source: loT Analytics Research 2018




Data Tsunami

Data Produced by loT Devices

25 GB/hour
ﬁ A modern,

fully instrumented car.

51,200 GB/hour
T‘éﬁ_ A fully instrumented
jetengine.
500 GB/day
@ A single turbine
compressor blade.

Source: Simafore, RTInsights, Cisco

4 150,000 data points/
)... I\)- second
I | A typical wind farm.

500 million

data readings/day
W A smart meter project.

:E: 40% of all data by 2020

= Produced by sensors.
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Current loT/CPS Ecosystems

* 3 Tiers:
* Low-power loT devices

* Gateway
* Cloud

ARM CPU

B> | o= |Em |2

6 |® = m
B |0 |@

i
ower
' g
« 1 o iFi / LoRa /)
- - etworl
idi loT GateWay
humidity / “NB.IoT /46
Temperature = Cora
etc.

- WiFi
- Bluetooth

VOC air quality - Ethernet etc NFC Access /
CO2, NH3 authorization
gases sensors System

etc
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Centralization does not scale

Centralised brokered communication models based on the client-server paradigm

All devices are identified, authenticated and connected through cloud servers

Often, two loT devices sitting next to each other will communicate through the
Internet
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Security is a significant challenge

------ > PN

Client using the <,

Proxy Server
A %,
o
\y
Vulnerable \
e

TARGET

Mirai Botnet
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Establishing trust can be difficult

« CPS ecosystems are very complex

« Many actors with different objectives and possibly conflicting
goals

vvvvvv



Challenges facing CPS V .

* Heterogeneity in device resources

* Multiple attack surfaces

* Scale

* Centralization

* Lack of control over how data is shared/used and lack of auditability
* Difficult to establish trust across complex CPS ecosystems

* Complex interactions of different OS/software stacks/hardware

* Poor implementation of security/privacy mechanisms

vvvvvv



Salient Features of Blockchain

®* Tamper-proof storage of information
* Auditability/Transparency

®* No reliance on third-parties

® Distributed Trust

®* Data provenance

* Cryptographically secure

®* Smart contracts can automate numerous processes

vvvvvv



Ali Dorri - Salil Kanhere - Raja Jurdak

Blockchain
Blockchain for Cyberphysical Systems for Cyberphysical

Ali Dorri, Salil Kanhere, Raja Jurdak Systems
Copyright: 2020
Pages: 290

ISBN: 9781630817831
Artech House, USA/UK
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Supply Chain Lifecycle

A system of organizations, people
activities, involved in the distribution of raw
material or finished goods

Food

= Pharmaceutical ] B N
= Aerospace and Defense Z-OJ Illl* ||l|’ '.'.-E

Supplier Manufacturer Distribution
Practically any consumer goods A =

gg ‘ﬁ <

Raw Materials Consumer i "
Retailer
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Traceability

Follow your food from farm to fork.

Two dead from listeria linked to smoked salmon

o

»

Two elderly people have died. Source: Getty

Contaminated smoked salmon from Tasmania is the likely
cause of two fatal listeriosis cases in New South Wales and
Victoria.

SYDNEY



Centralized

Current

Consumer
Access

Unreliability
of Data

vvvvvv



Challenges and Solutions

Challenges

» growing scale of national
and global trade vs. .
blockchain resources * traceability and

« instant availability of data
« data prone to modification

* access rules to write/ * blockchain mechanisms provenance data may
retreive data on cannot ensure data reveal trade secrets to
blockchain authenticity which is not . blockchain consortium and

generated on-chain : validators
| : : :
@ Traceability /Access @ Trustworthy Data @) Scalability
ProductChain l TreeChain
(2018) TrustChain (2019), (2020) PrivChain (2021),
Trust Architecture TradeChain (2021)

for loT (2019)

Solutions




ProductChain - Overview

Holistic approach, Consortium to manage a permissioned blockchain

Transaction Vocabulary

* Integration of loT data from embedded sensors

* Improved writing accessibility to the ledger

« Each Food Supply Chain (FSC) participant has a well-defined role

Scalable Network Architecture
« Use Sharding

Access Control List
» Hide trade flows, limit read/write access to ledger

S. Malik, S. S. Kanhere and R. Jurdak, ProductChain: Scalable Blockchain Framework to Support
Provenance in Supply Chains, in Proceedings of the 17" IEEE Symposium on Network Computing
and Applications (NCA), Boston, November 2018.
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ProductChain Architecture

Blockchain Layer

Application Layer

Data Layer Storage Layer
{
loT databases
Sinmsaor:s & o -
Regulatory Traceability
endorsement system

regulatory

2 AR

Farm sensors onts E R P
e

logistics warehouse Existing Systems

Privacy

Reputation

Consensus

Identity

Blockchain and
Smart Contracts

]

Agri-finance

Traceability

Service Provider

A

! Audit

Data Analysis

Compliance
Verification

= ]
Y :

Farmer Auditor

N J o ‘!-
—3 Logistics Insurer
=
Supplier Consumer




Trust: Challenges

* How do we trust data written into the blockchain?
* Hashed data on the blockchain represents digital observations of physical events

* Need for a trust management system with the following requirements
* Multi-faceted assessment of trustworthiness of logged data

* Flexibility for ascribing trust to the supply chain entities and commodities and at
different granularities

WALLY, IS HOLD
THERE ANY THAT
DIFFERENCE THOUGHT.

BETWEEN IlL BE
TRUST AND RIGHT
STUPIDITY? BACK.

)
%%

Dilbert.com DilbertCartoonist@gmail.com

L[
1115711 ©200 Scott Adams, Inc. A
7= (o
R
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—————————————————————————————————————————————————

Tru StChaI n : CO ntrl bUtlonS i é_% i Queries rewards penalties 5
Ll ;
BC-based reputation/trust framework MI H
- : ’:,-fg?nf?;essu:,f y Reputation and Trus
Flexible and granular IR e i
Smart contracts for automation g » Contracts
edger ]
— ACL
Accountability mechanisms e |
S sensor data trade events r:gulatoryt
. . Sz stream 3\ endorsements
Hyperledger Fabric Implementation = § - o

A A A A

- AT NN
Minimal overheads M&/\—M

Supply Chain Entities

S. Malik, V. Dedeoglu, S. S. Kanhere and R. Jurdak, TrustChain: Trust Management in Blockchain and loT
Supported Supply Chains, in Proceedings of the IEEE International Conference on Blockchain, Atlanta, July 2019 UNSW
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TrustChain .

-~ | i
| _g . | |
| 4= | |
HSESs i i [
=8 Queries rewards penalties {
- | |
| < | |

) A

Read/Write '

Transactions E

Profiles for supply . d

chain entities and <« Reputat:o:; al" A |

S g

] commodities Module :

> :

© :

- :

£ ;

© :

= :

(2] '

s Smart :

g Contracts ;

Ledger -

ACL ;

Write E

Transactions H

sensor data trade events regulatory
stream &P endorsements

I@\

Supply Chain Entities '

UNSW
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TrustChain

‘ Periodic Assessment of Storage Site

[ Oy
Regulator

cooling facility ~ temperature controlled shipment

temperature controlled shipment cooling facility

— 1
.Xt‘ trade event >-_ A;,

#° %% primary producer supplier

Multi-sourced Data Observations:
-Sensors
-Buyer’s Rating (in a trade event)

-Regulatory Bodies

logistics Retailer
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TrustChain .

|
|
|
g
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
a

Application

BT S |

Read/Write
Transactions

Profiles for supply
chain entities and <¢——
commodities

Reputation and Trust
Module

Smart
Contracts

Blockchain Layer

ACL

R R S, WX

Write q
Transactions H
83 sensor data trade events regulatory
c > endorsements
a 3 stream &§ ,@\ °
- A

===

A

R A N N

=Oo™0 eoe =

S ly Chain Entiti '
upply Chain Entities
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TrustChain

Smart Contracts

Commodity Rating Commodity Rating
T-sens q = i =Y Rating Contract
- 4/ Quality Contract vy y 4 9
) N
temperature L A Buyer
warning Rating
TX_sens .
- Seller's Reputation Regulator Rating
5 Q) =3
TX cr
wle  BLE = ; t [ 1 | : 3
LN ST E{% B - @'j- @;g [ A=A
ity Commodity’ Al AN 7 =o=lo" 7t
Commodity ©“0mmo ity's Pri Primary \ B Buyer's Regulator Regulator's

Profile rimary Prodiicers Seller Seller's uyer € .
Producer Profile Profile Profile

Profile

Reputation and Trust Model

REPUTATION

REPUTATION

Commodity Reputation Participant Reputation

]

Cc
Z

«
<
o

z
=<



DeTRM: Trust and Reputation Model

Commodity trust is based on sensor data

[ n 4T 2T
l“ll U12 Llp
n n n
v Vo« v
v 21 U22 2p
2y T2 T2 n
[ Vo1 Uo2 1"op_
and t,, , 1s calculated as follows:
p
~ (1-7) « _
/ (o—1
tn,q(0,p) = § § Y )
L
where

Omin, Otherwise,

5. — {5rna1ta if Tmi.n < Vj.i < TTIICLI )

C \E
6j~'ivj,ivj.z'

Participant trust is based on buyer feedback

Ta(r) = (1= Y7oy

i=1

1 :
O; = |t i| Z ‘lr"’”’thtcj

C;
te;ete;

Participant reputation is weiqhted average of
commodity trust, participant trust and
regulator rating

o wy - ~ ~
R‘n(Q* r, U‘) = /Et Z tn.q + wr Tn,(r) + ‘erEn('lL)
I n | »{n’q E/En
where

u

E\‘n(u) - (1 - A«’) Z A/"(u_i)ei

i=1

G. D. Putra,C. Kang, S. S. Kanhere and J. W. K. Hong, DeTRM: Decentralised Trust and Reputation Management for
Blockchain-based Supply Chains, in Proceedings of the IEEE International Conference on Blockchain and

Cryptocurrency (ICBC), virtual, May 2022
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TrustChain

Application Layer

Application

Transactions

Profiles for supply .
e InlEnlcsTare Reputation and Trust | :
o commodities el '
> 1
a3 i
- i
b
= '
be :
o 1
s Smart :
S Contracts E
(1] i
Ledger - !
ACL E
A
Write i
Transactions H
R sensor data trade events regulatory
s > tream endorsements
as S N N
5 8 ) -

===

A

Supply Chain Entities

UNSW
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TrustChain

Queries

* Computing trust rating for supply chain entities and reputation of commodity
* Properties of commodities and traders

Rewards
* Incentivizing honest traders

Penalties
* Penalize dishonest behaviour




TrustChain: Evaluations

Throughput and Latency vs. Transaction Send Rate

Trade Transaction-Latency Trade Transaction - Throughput

5000 o 500
c
40.00 § 40.0
wv
8 30.00 @ 30.0
c Q.
g £
@ 20.00 a 20.0
S
10.00 & 100
S
000  @=——g——o =
10 20 30 35 40 50 60 70 80 90 100 0.0
Transaction send rate 10 20 30 35 40 50 60 70 80 90 100
Transaction Send Rate
«@==TrustChain «=@==Baseline
m TrustChain mBaseline
Create Transaction
40.0 140.0
'E 35.0 1200 __
9 300 1000 g
Ezs.o 80.0 é
Throughput and Latency vs. g 200 600 3
2150 E
. & 40.0
Transaction Send Rate 3 100
£ % NN
0.0 0.0

10 20 30 35 40 50 60 70 80 90 100
Transaction Send Rate

mmmm Average latency — ==@==Average throughput UNSW

SYDNEY



DeTRM: Evaluations

0.8
0.6
tnq
0.4
-+ Normal
0.2 —A— Sensor error (n=1)
-e-. Sensor error (n=2)
—>¢— Non ideal temperature }
0.0 ; ; : — sy |
0 10 20 30 40 50 60

Epoch

Trust evolution (f, ;) of assets
stored in various conditions.

The trust decline is unique for each
non-ideal condition.

- 1000 1 Throughput Latency 025
'g BN DeTRM —— DeTRM
8 800 4 ™ Baseline —— Baseline 1 0.20
&
& 600 - 0.15
x
=
S 400 - - 0.10
Q
o
<
=
© 200 -4 F0.05
<
'_

0- - 0.00

Q Q Q Q Q
Q) Q Q Q Q
v D © L) AQ

Tx send rate (Tx per second)

The throughput and latency against
the baseline
(plain SCMS w/o TRM).

Our solution incurs negligible
overheads with similar throughput.

Latency (s)

1001 CPU Usage Mem. Usage - 100
I DeTRM I DeTRM
80 4 EEm Baseline W Baseline L 80
S
o 601 60
o)
@©
[d
)
o 401 40
o
@)
20 1 F 20
0- -0
Txp TX¢ Txp Tx¢
CPU Usage Mem. Usage

The CPU and memory usage
against the baseline
(plain SCMS w/o TRM).

Minimal and insignificant overheads
are observed.

Memory (MB)

SYDNEY



Privacy. Challenges

Traceability Privacy
DOGBERT CONSULTS s NN
YOU SOME  WJHAT PROBLEM. I NEVER
YOUR CUSTOMER BUYERS IF  ABOUT USE MY REAL
DATA IS WORTH YOU GIVE  PRIVACY?

A FORTUNE.

Dilbert.com DilbertCartoonist@gmail.com

ME 25%Z.

10-12-10 ©2010 Scott Adams, Inc./Dist. by UFS, Inc.




Privacy Preservation
Issues

Hide Data

Hide
Identities




Privacy Preservation
Solution

7

\.

Hide
|dentities

Use multiple identities for

trade

TradeChain

D

Hide Data

Share Proofs on Data

PrivChain
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PrivChain: Use-case ; ,,—»\

&
&'\" . Manufacturing
Supplier unit
Txcreate

411N
Sesiiine producer ) E
Tops Retailer

<
Gloucester
&gm e
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ket

[ ]
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S. Malik, V. Dedeoglu, S. S. Kanhere and R. Jurdak, PrivChain: Provenance and Privacy Preservation in Blockchain
enabled Supply Chains, in Proceedings of the IEEE International Conference on Blockchain, Helsinki, August 2022

UNSW

SYDNEY



PrivChain: Key Contributions

« Zero-Knowledge Proof (ZKP) based privacy preservation
solution where proof of provenance is provided without
disclosing privacy-sensitive data

« Automated verification of the provenance proofs and the
integration of the incentive mechanism that enforces instant
rewards

Proof of concept implementation with minimal overheads for
proof verification

vvvvvv



PrivChain
Framework

5: Imprint origin, QR code g O: Scans QR code "
)

Wine Consumer
Bottle
4. Release incentive payments m—
X — — —
Supply Chain Participants d ;é Bank

3(a) Verify progf of origin, log results

2. Proof and Commit ‘ @ ‘3(b) Request for payment

1. Public parameters 7. Verify Proof of origin
Blockchaln
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PrivChain
Setup

%\ 1(c): :%end verifying parameters

1(a): registration

Wine producers
Supply chain participants Regional Blockchain Administrator

farms (F) and side chains

I
I
1 I
1 I
' : - 5
Grape producers : " S el |
- 1(b): generate parameters — | cqlga. =
1 - . 3
= I e bo_ [l haal tamn
5= [k ok | p.a.h g R B iR \
i S | .- \
P 1(d): | g U e el I 7 R e
i contract I ! R
' terms 1(c): send proving parameters | SmartContract : ) -t ﬂ@ f
| . , I
! | fa(xy) || pk || p.a.h.g ! :
i e e e} !
: Regions (A, B and C) with
I
I




PrivChain
Proof Generation

TX,, = [IDQ | Hysta | Loy, | Sz’gs]
2 (a): Proof Generation

Secret Input

com x'y

| I
| I
| |
I I
| I
: ) C< pk Output |

X,Y, l
: 2 witness proof :
| |
I |
| I
| I

Public Input
Authorized range

Grape
producer

________________________________________________

Public Input
p.q h g

e e - e e - o e S . e G S S G G S S G G S S G S S - G S S - . - - . - - - e - - - - )

I I
| I
| |
| |
Commitment

I I
' Scheme | comie | .

|
: .
I I
| I
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PrivChain
Proof verification and Incentive Payments

RGQpay — [Cominc | Enc(($znc |T | IDsell )7 PKbank:) |S7fgbuy:|
[N

4. retrieve $,, verify comy,. , Pay

Bank

Grape
producer

E\I‘l\ 1. send Enc ((Sinc)| IDse)s PKban

“2“9 Smart Contract
producer

TXtrade — [IDQ | Hdata | Lgbloc | COMiinc

| region | Sigs | PUs | Sigy | PUb]




PrivChain
Trade Flow Protection

* The provenance of a final product:
finding the origin of each ingredient using a TX;qyce

TXproduce = [IDrp|Enc((IDg1,...,I1Dy,), Key)|
[regions||Sigyuy]
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PrivChain
Evaluations

ZKRP Overheads

Time (ms)
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200

1365.81

Setup (Off-chain)

790.52

ProofGen (Off-chain)

939.5

I 161.31

- withzkrp  TXtrade- without Zkrp

TXtrade

250

200

N
[0
(@]

Time (ms)
S
o

n
(@]

;RR Suki?

Registering Final Produce

220.16

Reg Time - with privacy

Produce Transaction

f

50

100

150 200

Tranaction Send Rate

Avg Latency(s)

=—=Throuhput (TPS)
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300
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|dentity
Permissioned
Blockchain . ..
l -
Identities —> w

vvvvvv



ldentity

Permissioned
Blockchain

X

Identities —>
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TradeChain: Key Contributions

= integrated framework for two separate
ledgers:

Permissioned

= |IDML for decentralised identity management Blockchain . _
and S
= TML for recording trade events on the ledger
= supply chain entities can IPt;(blli‘c_
- use ZKPs on their credentials while trading ~ © oo
on TML

= define dynamic access rules for traceability
and data collation
= A PoC implementation on Hyperledger
Indy and Fabric to demonstrate efficacy
and minimal overheads

S. Malik, N. Gupta, V. Dedeoglu, S. S. Kanhere and R. Jurdak, TradeChain: Decoupling Traceability and Identity in
Blockchain enabled Supply Chains, in Proceedings of TrustCom, virtual, 2021.
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Decentralisation of ldentity Management

Decentralised, “trustless” ID

Provider * The peer-to-peer relationship
secured by public/private key
cryptography

< —> * Decentralised reqistry that
Connection

verifies the relationships

Returning people to direct,
private connections

« “Me (user)” centric

[ Distributed Ledger (Blockchain)

Self-Sovereign Identity (SSI)

VVVVVV



TradeChain
Detailed Framework

Identity Management Ledger (IDML)

4: Publish DIDs

1:Register

2: Onboarding

12: Logs suppy chain transactions

User/Trader

> - —6: Request to join the trade ledger

8: Send proof

3: Create DIDs f

Trade Management Ledger (TML)

j 15 validate token
s 4—16 Fetch query result

7: ZKP proof request
9: Validate
11: Allowed to transact

TML Smart
Contract

il
ARA

10: Approved request
13: Get access token

5: Get credentials

Query Smart Contract (QSC)

17: Return results

14: Query with token

Information requester

}

mcpﬁ
Eé

<
o
z
=<



TradeChain

Token-based Querying

6: Filter results

-

4: Tx approved, trigger QSC

7: Return results

TML I |
5: Fetch Query Smart
2 o Contract
. T
Digital
Wallet

B—
®

3: query using token

1: Request token

TML Validator
Node

8: Send results

&

Trader-Provider

2: Check request,

grant token

\J
-G

Requester

<
o
z

=<

)

?/
{%'
12)

N
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TradeChain

Evaluations

Average time (ms)

- N W A~ OO N © ©

o

N
- 3]

Average Time (ms)
&

I
o o

7.6544
6.1476
1.484
] L
Overall Time TML registeration DID_v generation DID_v verification

on IDML and wallet

(a) Trader’s Registration on TML

3.5108
2.5519
0.2491
EE 0.0174
Overall time Encrypting Token generation Logging Token_TX
parameters on TML

(c) Generating a token
trading a commodity

Average time (ms)

Average Time (ms)

3.5

25

1.5

0.5

9.6148
6.028
3.5723
0.0005
Overall Time Creating DID_p  DID_pstoragein  logging TX_tr on
wallets TML
(b) Trading a Commodity
3.6513
2.5298
0.0137 0.0196 0.0197
Overall time Decrypting Logging Fetching TML Returning
parameters  Token_TX on transactions fitered results
TML

(d) Validate token and return results

Time Overheads




Future Opportunities

* Interoperability

* need to design protocols and standards to develop an
interoperability architecture among the growing parallel solutions

« Various interoperability approaches can be adopted such as APlIs
and gateways, pub-sub models, notaries, smart contracts, etc.

* Ascertaining trust

* Reputation modules are not the only option!
« Other solutions such as incorporating smart biological
fingerprints have still not been fully explored
* |Incentives

 Mechanisms to incentivise famers/small-scale suppliers need to
be designed

« Smart contracts for actioning incentives

vvvvvv



Future Opportunities

« Governance

« some central monitoring or governance is required for regulatory
purposes

* need to devise a governance framework which allows some level
of autonomy, but at the same time, can assist the government
bodies with having an oversight over the trade activities

« Sustainability

* Quantifying the carbon footprint of complex supply chains is
necessary

 Mechanisms to check if sustainability practices were adopted
* Improving working/living conditions of farmers
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