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Introduction
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Every day, millions of 

users are querying

SEARCH ENGINES

USER PROFILES

We also use this information 

[that we collect from all of 

our services] to offer you 

tailored content – like giving 

you more relevant search 

results and ads.     

http://www.google.com/policies/privacy/

“

”

Web Search
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Privacy threats
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numb �ngers

60 single men

dog that urinates on everything

Landscapers in Lilburn, Ga,

Barbaro, Michael, Tom Zeller, and Saul Hansell. "A face is 

exposed for AOL searcher no. 4417749." New York Times 9.2008 

(2006): 8For.

Retrieve user’s identity

User ID
4417749

Web Search: Privacy Threats
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Privacy threats
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numb �ngers

60 single men

dog that urinates on everything

Landscapers in Lilburn, Ga,

Barbaro, Michael, Tom Zeller, and Saul Hansell. "A face is 

exposed for AOL searcher no. 4417749." New York Times 9.2008 

(2006): 8For.

Retrieve user’s identity

Thelma Arnold

a 62-year-old 
widow who 
lives in 
Lilburn, Ga., 
and loves her 
three dogs.

Web Search: Privacy Threats



  
X-Search: Revisiting private web search with Intel SGX

Middleware’17 – December 11-15, 2017 – Las Vegas, USA

Privacy threats

  5 

numb �ngers

60 single men

dog that urinates on everything

Landscapers in Lilburn, Ga,

Barbaro, Michael, Tom Zeller, and Saul Hansell. "A face is 

exposed for AOL searcher no. 4417749." New York Times 9.2008 

(2006): 8For.

Retrieve user’s identity

Thelma Arnold

a 62-year-old 
widow who 
lives in 
Lilburn, Ga., 
and loves her 
three dogs.

Age

Gender

Zip Code

InterestsDiseases

Religion

Infer extra information

Jones, Rosie, et al. "I know what you did last summer: query 

logs and user privacy." Proceedings of the sixteenth ACM 

conference on Conference on information and knowledge 

management. ACM, 2007. 

Web Search: Privacy Threats



Location-based Services
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Location lifecycle

GPS-
enabled 
phone

LBS in the 
cloud

GPS 
satellites
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Wi-Fi 
hotspots

IP address 
geocoder

Cell towers

1. Location computation

2. LBS request



Some numbers…

• Companies (e.g., Apple, TomTom…) have 
agreements to share location data with 
« partners and licensees » 

• Skyhook wireless is resolving 400M user’s WiFi 
locations/day 

• 8B copies of applications downloaded from 
the AppStore access location data 

• ~50% of all iOS and Android traffic is available 
to ad networks  

9
De Montjoye, Y.-A., Hidalgo, C., Verleysen, M. and Blondel, V. Unique in the Crowd: The privacy bounds of human mobility. 
Scientific reports,Scientific Reports 3, Article number: 1376, 2013.



In practice…
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In practice…
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Threats

018

From user mobility, sensitive 
information can be inferred :
• Points of Interest (POIs). 

Such as Home location, 
Work place, Place of 
worship.

• Social relationships. Such as 
Siblings, Coworkers, 
Partners.

• Re-identification.
• Mobility Prediction.

LBS: Privacy Threats



Security and Privacy Issues
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22/11/2017 Uber concealed huge data breach - BBC News

http://www.bbc.com/news/technology-42075306 1/6

22 November 2017 Technology 173

Cookies on the BBC website

The BBC has updated its cookie policy. We use cookies to ensure that we give you the best experience on

our website. This includes cookies from third party social media websites if you visit a page which contains

embedded content from social media. Such third party cookies may track your use of the BBC website. We

and our partners also use cookies to ensure we show you advertising that is relevant to you. If you continue

without changing your settings, we'll assume that you are happy to receive all cookies on the BBC website.

However, you can change your cookie settings at any time.

Continue
Change settings

Find out more

Technology

Uber concealed huge data breach

Dave Lee
North America technology reporter

Uber concealed a hack that affected 57 million customers and drivers, the company
has confirmed.

The 2016 breach was hidden by the ride-sharing firm which paid hackers $100,000 (£75,000)
to delete the data.

AFP

Home News Sport Weather Shop Earth Travel

Privacy threats caused by 
online services



European	Law	Enforcement					
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The General Data Protection Regulation (GDPR)
(Regulation (EU) 2016/679) requires Privacy by design. The
Law enforces data protection and privacy of European
citizens with severe penalties of up to 4% of the company’s
worldwide turnover.



Privacy in online services

• Classical scenario: 

• User sends request to the online service (e.g., search 
engine, location-based service, recommender system) 

• (Request may disclose sensitive information about the user) 

• Online service gathers this information (in the form of a user 
profile) and may use it (for improving the service) and/or 
leak it to third parties

SEARCH ENGINE

USER
PROFILE

<req>



Existing solutions
• Generally solutions are devised for specific types of 

online services: 

• Private Web search 

• Location privacy 

• Private recommender systems 

• Private advertising 

• etc.



Existing solutions

• Enforce known privacy properties 
• Differential privacy 

• K-anonymity and its variants 

• Rely on practical privacy metrics 

• Resilience to re-identification attacks



Introduction State-of-the-art Countermeasure Conclusion

PRIVACY PROXY PROTOCOL

PRIVACY PROXY

SEARCH ENGINERECEIVER ISSUERCLIENT A

E(Qi,ki)

{Ai}ki

x,E(Qi,ki) Qi

Aix,{Ai}ki

x <> Client A

E(m) RSA encryption of message m with the public key of the issuer
{m}

i

AES encryption of message m with key K

i

Q

i

i-th query of user U

K

i

AES encryption key associated with query Q

i

A

i

Answer to query Q

i

X An anonymous identifier

Albin PETIT Towards Efficient and Accurate Privacy Preserving Web Search December 8, 2014 – 15 / 33

Existing solutions
SEARCH ENGINE

<req’>
OBFUSCATION

SEARCH ENGINE

USER
PROFILE

<req’>

• According to their architecture 

• Client-side solutions

• Server side solutions 

• Proxy-based solutions



Results

n Datasets
• Priva’Mov dataset

n Attacks
• POI-based re-identification attack
• HeatMap based re-identification attack

n Location Privacy Protection Mechanisms
• Promesse
• ALP

n Software
• Accio

27

Location Privacy Protection Mechanisms
-Promesse-

Geo-indistinguishability: differential privacy for location-based systems. ACM CCS’13
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Location Privacy Protection Mechanisms
-Promesse-
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Location Privacy Protection Mechanisms
-Promesse-
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Location Privacy Protection Mechanisms
-Promesse-

Time Distortion Anonymization for the Publication of Mobility Data with High Utility. IEEE TrustCom'15. 2015. 
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Location Privacy Protection Mechanisms
-Privacy vs Utility Trade-off-

Geo-indistinguishability: differential privacy for location-based systems. ACM CCS’13
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PULP: Achieving privacy and u�lity trade-of in mobility databases – Sophie Cerf

• How to measure privacy ? utility ?

• What is the trade-off between utility and privacy ?

• How to get privacy and utility guarantees ?

Problem Statement

Real

Location

Data

Obfuscated

Location

Data

Configuration

Parameter

Privacy Level

Utility Level

LPPM

LPPM configuration
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PULP: Achieving privacy and u�lity trade-of in mobility databases – Sophie Cerf

• Privacy ρ: proportion of 

hidden Points of Interest

Metrics

• Utility μ: proportion of areas 

rightly covered

Metrics
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Location Privacy Protection Mechanisms
-ALP-

Adaptive Location Privacy with ALP. IEEE SRDS’16
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PULP: Achieving privacy and u�lity trade-of in mobility databases – Sophie Cerf

PULP Modeler

EVALUATION 

Modeling of 4 datasets: Mobility Data 

Challenge, Cabspotting, Geolife, Privamov

Error Variance < 10-3

• Objective: Model the impact of an LPPM on a database

 

Parameters adaptation  

to fit the dataset

PULP: Modeling LPPMs 

Achieving Privacy and Utility Trade-off in Mobility Databases with PULP.   SRDS’17
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PULP: Achieving privacy and u�lity trade-of in mobility databases – Sophie Cerf

PULP Configurator

utility privacy

EVALUATION 

The error between desired trade-off ⇥ 

and the obtained one is 

bounded by the model error

Є* =0.005

⇥

• Objective: Find adequate LPPM configuraton to achieve 

privacy to utility trade-off

Achieving Privacy and Utility Trade-off in Mobility Databases with PULP.   SRDS’17

PULP: Configuring LPPMs 
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Existing solutions
SEARCH ENGINE

<req’>
OBFUSCATION

SEARCH ENGINE

USER
PROFILE

<req’>

• According to their architecture 

• Client-side solutions 

• Server side solutions 

• Proxy-based solutions
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Problem
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● How can users protect their privacy from curious 
search engines?

1 Hiding identities (IP Address)

2 Making queries and user’s interests 
indistinguishable

Private Web search



  
X-Search: Revisiting private web search with Intel SGX

Middleware’17 – December 11-15, 2017 – Las Vegas, USA

State of the art
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Unlinkability between user and query (Tor)

Unlinkability
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State of the art
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Indistinguishability between real and fake queries (TrackMeNot)

Indistinguishability



Unlink. + Indisting.: PEAS
Introduction State-of-the-art Countermeasure Conclusion

PRIVACY PROXY PROTOCOL

PRIVACY PROXY

SEARCH ENGINERECEIVER ISSUERCLIENT A

E(Qi,ki)

{Ai}ki

x,E(Qi,ki) Qi

Aix,{Ai}ki

x <> Client A

E(m) RSA encryption of message m with the public key of the issuer
{m}

i

AES encryption of message m with key K

i

Q

i

i-th query of user U

K

i

AES encryption key associated with query Q

i

A

i

Answer to query Q

i

X An anonymous identifier

Albin PETIT Towards Efficient and Accurate Privacy Preserving Web Search December 8, 2014 – 15 / 33PEAS: Private, Efficient and Accurate Web Search. IEEE TrustCom'15. 2015. 



INTRODUCTION                     PEAS                     EVALUATION                     CONCLUSION

EvaluationFramework

16

AOL query logs

Private, Efficient 
and Accurate Web Search

PEAS

2/3

1/3

USER 
PROFILES

1

605958

2 3

SimAttack

{user, query}

{u, q} {q,fq0,…,fqk-1}

equals?

{u, q}

Measuring Privacy

SimAttack: private web search under fire. Journal of Internet Services and Applications 7(1): 2:1-2:17 (2016).



Measuring privacy
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PEAS limitations

• Weak adversarial model 

• Relies on two non colluding servers 

• Quality of fake queries 

• Scalability
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X-Search Architecture
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Client Untrusted Cloud Provider Search Engine

Encrypted flow

GET /search?q=Qu

Obfuscation

Past queries

Get k 
random
queries

Store
current
query

GET /search?q=Qp1 OR Qu OR ... OR Qpk

Filtering

X-Search

X-Search: Revisiting Private Web Search using Intel SGX. Middleware 2017.
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Performance
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X-Search Performance



• Scalability 

• Query limitation wrt search engine 

• Accuracy

X-Search Limitations



Cyclosa

• Every node in the system acts 
as a proxy node for others 

• Use Intel SGX 

• Built as a browser extension 

• Considers query sensitivity

GET /search?
q=Query

Past queries

Sensitivity
Analysis
Sex

Health
Politics
Religion

✅

➊

SGX Enclave

Peer 
Discovery

➋

Forwarding
➌

Browser Extension

Past queries

SGX Enclave

Peer 
Discovery

Forwarding

Browser Extension

➎

➍

Past queries

SGX Enclave

Peer 
Discovery

Forwarding

Browser Extension

➎

➍

search …

➏

➐

➏

➐

➑

➒

➑

Under submission



Cyclosa Performance
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Measuring privacy
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Sum up 

• Enforcing privacy in online services is important 

• Classical techniques  

• Theoretical properties vs practical privacy 
metrics 

• Client-side, server-side, proxy-based



Research directions
• Generic frameworks for evaluating privacy and 

data/service utility 

• Privacy and utility metrics 

• User-centric privacy 

• Address time specificities  

• Adversarial ML


