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Embedded	  Systems:	  IoT	  
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IoT	  Example:	  Smart	  Meter	  

•  Smart	  meter	  A*acks	  
– No	  need	  for	  physical	  presence	  
– Hard	  to	  detect	  by	  inspec2on	  or	  tes2ng	  
– AEacks	  can	  be	  large-‐scale	  
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Analog	  Meter	   Smart	  Meter	  



Our	  Goal	  

4	  Build	  an	  Intrusion	  Detec<on	  System	  

Intrusion	   Alarm	  



Challenge:	  False	  Posi2ves	  
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Challenge:	  Memory	  Constraints	  
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{	  
	  	  	  a	  =	  receive();	  
	  	  	  if	  (a	  >	  0)	  
	  	  	  	  	  	  foo(a);	  
	  	  	  else	  
	  	  	  	  	  	  bar(a);	  
}	  

void	  foo(int	  a)	  {	  
	  	  	  if	  (a	  %	  2	  ==	  0)	  
	  	  	  	  	  	  even(a);	  
	  	  	  else	  
	  	  	  	  	  	  odd(a);	  
}	  
	  

void	  bar(int	  a)	  {	  
	  	  	  if	  (a	  ==	  -‐1)	  
	  	  	  	  	  	  error1();	  
	  	  	  	  else	  if	  (a	  ==	  -‐2)	  
	  	  	  	  	  	  error2();	  
}	  
	  

a	  >	  0	   a	  <=	  0	  

a	  %	  2	  ==	  0	   a	  %	  2	  ==	  1	   a	  ==	  -‐1	   a	  ==	  -‐2	  



Exis2ng	  Solu2ons	  
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Our	  goal	  



Idea	  
•  Quan2fy	  security	  to	  detect	  only	  the	  most	  
cri2cal	  aEacks,	  subject	  to	  memory	  constraints	  
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Approach:	  Overview	  
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Our	  work	  
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Approach:	  Details	  
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•  Storage/Retrieval	  integrity	  
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	  	  	  	  	  	  	  Sensor	  data	  must	  eventually	  be	  stored	  on	  flash	  memory	  
□(𝑔𝑒𝑡𝑡𝑖𝑛𝑔  𝑠𝑒𝑛𝑠𝑜𝑟𝐷𝑎𝑡𝑎⟹  (◊𝑠𝑡𝑜𝑟𝑒  𝑜𝑛  𝑓𝑙𝑎𝑠ℎ))	  
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Steps	  3-‐4	  
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□(𝑔𝑒𝑡𝑡𝑖𝑛𝑔  𝑠𝑒𝑛𝑠𝑜𝑟𝐷𝑎𝑡𝑎(𝑑𝑎𝑡𝑎)⟹  (◊𝑠𝑡𝑜𝑟𝑒  𝑜𝑛  𝑓𝑙𝑎𝑠ℎ(𝑑𝑎𝑡𝑎)))	  

□(𝑟𝑒𝑐𝑒𝑖𝑣𝑒(𝑑)⟹  (◊𝑤𝑟𝑖𝑡𝑒(𝑑)))	  

{	  
	  	  	  	  	  	  ….	  
	  	  	  	  	  	  data	  =	  socket.receive();	  
	  	  	  	  	  	  ….	  
}	  

{	  
	  	  	  	  	  	  ….	  
	  	  	  	  	  	  write(f,	  data);	  
	  	  	  	  	  	  ….	  
}	  

1-‐	  Study	  
SoKware	  
Design	  

Document	  

2-‐Genera<ng	  
abstract	  
Invariants	  

3-‐Sta<c	  
Analysis	  

4-‐	  
Genera<ng	  
concrete	  
invariants	  

5-‐	  Select	  
op<mized	  
invariants	  

…	  
recv(4,	  0x47cf68,	  8192,	  0)	  
…	  
write(1,	  0x47cf68,	  4)	  =	  4	  
	  …	  



Step	  5	  
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Approach:	  Building	  the	  IDS	  
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Coverage	  Func2on:	  Example	  
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Coverage	  Func2on:	  Example	  
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Building	  the	  IDS	  

Select	  the	  invariants	  from	  the	  graph	  

Automa2cally	  convert	  it	  to	  Buchi	  Automaton	  



Evalua2on:	  Experimental	  Setup	  
•  Testbed:	  SEGMeter,	  open	  source	  

smart	  meter	  from	  Australia	  
•  Meter:	  

–  Arduino	  board	  
•  ATMEGA	  32x	  series	  microcontroller	  
•  Sensors	  

–  Gateway	  board	  
•  Broadcom	  BCM	  3302	  240MHz	  CPU	  
•  16	  MB	  RAM	  
•  4	  MB	  available	  for	  IDS	  
•  OpenWRT	  Linux	  

–  IDS	  runs	  on	  the	  Gateway	  board	  



Evalua2on:	  Fault	  injec2on	  

•  Flipping	  branches	  	  
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	  if	  (data_file	  ~=	  nil)	  then	  
	  	  	  	  big_string	  =	  data_file:read("*all")	  
	  	  	  	  …	  
end	  

	  if	  (data_file	  ==	  nil)	  then	  
	  	  	  	  big_string	  =	  data_file:read("*all")	  
	  	  	  	  …	  
end	  



Results	  (MaxMin	  IDS)	  
•  How	  good	  is	  the	  coverage	  of	  the	  IDS?	  
•  How	  good	  the	  graph-‐based	  op2miza2on	  is	  reflected	  at	  run-‐2me	  ?	  
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Conclusions	  
•  We	  can	  quan<fy	  security	  through	  coverage	  func2ons	  

•  The	  security	  coverage	  formulated	  at	  design	  2me	  is	  a	  good	  
reflec2on	  of	  the	  security	  coverage	  at	  run-‐2me	  

•  IDSes	  are	  op2mized	  for	  memory	  constrained	  embedded	  
devices	  

	  For	  more	  info,	  please	  read:	  

Our	  EDCC’15	  paper	  <tled	  “Flexible	  Intrusion	  Detec<on	  
Systems	  for	  Memory-‐Constrained	  Embedded	  Systems”	  

	  -‐	  Winner	  of	  dis<nguished	  paper	  award	  


