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Some	  scary	  facts	  
•  “Cer5fied”	  UAV	  military-‐grade	  ground	  control	  sta5on	  
running	  on	  MS-‐Windows!	  
–  50	  Mio	  LoC	  (wrong	  number	  at	  SSIV!)	  

•  Intrinsic	  complexity	  of	  crypto	  
–  85	  K	  LoC	  on	  a	  high	  efficient	  asymmetric	  +	  symmetric	  
library,	  very	  complex	  to	  model	  

•  Rice’s	  theorem	  
–  there	  exists	  no	  automa5c	  method	  that	  decides	  with	  
generality	  non-‐trivial	  ques5ons	  on	  the	  behavior	  of	  
computer	  programs.	  

•  Subverted	  ICs	  found	  on	  F-‐16	  and	  F-‐35	  programs!	  
–  Hardware	  trojan	  horses	  

•  Failure	  model	  vs.	  threat	  model	  



OBJECTIVE	  PROBLEMS	  



Working	  in	  three	  problems	  

1.  IFF	  mode	  4	  (iden5fica5on	  foe	  or	  friend)	  
– Prevent	  friend	  fire	  from	  any	  pla`orm	  
– Works	  in	  tandem	  with	  radars	  	  
– Used	  also	  in	  traffic	  control	  
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2.  Netcentric	  warfare	  system	  
– All-‐to-‐all	  communica5ons	  (air,	  ground,	  sea)	  
– All	  pla`orms	  (manned,	  unmanned)	  
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3.  Drone	  cyber	  security	  	  
– From	  ground	  sta5on	  to	  airborne	  sensors	  





§1.2 Information security and cryptography 3

privacy
or confidentiality

keeping information secret from all but those who are autho-
rized to see it.

data integrity ensuring information has not been altered by unauthorized or
unknown means.

entity authentication
or identification

corroboration of the identity of an entity (e.g., a person, a
computer terminal, a credit card, etc.).

message
authentication

corroborating the source of information; also known as data
origin authentication.

signature a means to bind information to an entity.
authorization conveyance, to another entity, of official sanction to do or be

something.
validation a means to provide timeliness of authorization to use or ma-

nipulate information or resources.
access control restricting access to resources to privileged entities.
certification endorsement of information by a trusted entity.
timestamping recording the time of creation or existence of information.
witnessing verifying the creation or existence of information by an entity

other than the creator.
receipt acknowledgement that information has been received.
confirmation acknowledgement that services have been provided.
ownership a means to provide an entity with the legal right to use or

transfer a resource to others.
anonymity concealing the identity of an entity involved in some process.
non-repudiation preventing the denial of previous commitments or actions.
revocation retraction of certification or authorization.

Table 1.1: Some information security objectives.

offense to open mail for which one is not authorized. It is sometimes the case that security
is achieved not through the information itself but through the physical document recording
it. For example, paper currency requires special inks andmaterial to prevent counterfeiting.

Conceptually, the way information is recorded has not changed dramatically over time.
Whereas information was typically stored and transmitted on paper, much of it now re-
sides on magnetic media and is transmitted via telecommunications systems, some wire-
less. What has changed dramatically is the ability to copy and alter information. One can
make thousands of identical copies of a piece of information stored electronically and each
is indistinguishable from the original. With information on paper, this is much more diffi-
cult. What is needed then for a society where information is mostly stored and transmitted
in electronic form is a means to ensure information security which is independent of the
physical medium recording or conveying it and such that the objectives of information se-
curity rely solely on digital information itself.

One of the fundamental tools used in information security is the signature. It is a build-
ing block for many other services such as non-repudiation, data origin authentication, iden-
tification, and witnessing, to mention a few. Having learned the basics in writing, an indi-
vidual is taught how to produce a handwritten signature for the purpose of identification.
At contract age the signature evolves to take on a very integral part of the person’s identity.
This signature is intended to be unique to the individual and serve as a means to identify,
authorize, and validate. With electronic information the concept of a signature needs to be

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC.RAD.HGTFDG 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      HEIGHT FINDING 
 
Hierarchy: 4.X.3.1.2.9 
 
Framed: F  

 
 

IUGPSRH-----*** 

 
 

IFGPSRH-----*** 

 
 

INGPSRH-----*** 

 
 

IHGPSRH-----*** 

SIGINT.GRDTRK.SIGINC.RAD.IDFF 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      IDENTIFICATION FRIEND/FOE  
      (INTERROGATOR) 
 
Hierarchy: 4.X.3.1.2.10 
 
Framed: F  

 
 

IUGPSRI-----*** 

 
 

IFGPSRI-----*** 

 
 

INGPSRI-----*** 

 
 

IHGPSRI-----*** 

SIGINT.GRDTRK.SIGINC.RAD.METO 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      METEOROLOGICAL (MILITARY) 
 
Hierarchy: 4.X.3.1.2.11 
 
Framed: F  

 
 

IUGPSRMM----
*** 

 
 

IFGPSRMM----
*** 

 
 

INGPSRMM----
*** 

 
 

IHGPSRMM----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLAQ 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE ACQUISITION 
 
Hierarchy: 4.X.3.1.2.12 
 
Framed: F  

 
 

IUGPSRMA----
*** 

 
 

IFGPSRMA----*** 

 
 

INGPSRMA----
*** 

 
 

IHGPSRMA----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLGDN 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE GUIDANCE 
 
Hierarchy: 4.X.3.1.2.13 
 
Framed: F  

 
 

IUGPSRMG----
*** 

 
 

IFGPSRMG----*** 

 
 

INGPSRMG----
*** 

 
 

IHGPSRMG----
*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.RECON 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      RECONNAISSANCE 
 
Hierarchy: 1.X.2.1.1.16.14 
 
Framed: F  

 
 

SUAPMFQR--
***** 

 
 

SFAPMFQR--
***** 

 
 

SNAPMFQR--
***** 

 
 

SHAPMFQR--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      AIRBORNE EARLY WARNING (AEW) 
 
Hierarchy: 1.X.2.1.1.16.14.1 
 
Framed: F  

 
 

SUAPMFQRW-
***** 

 
 

SFAPMFQRW-
***** 

 
 

SNAPMFQRW-
***** 

 
 

SHAPMFQRW-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      ELECTRONIC SURVEILLANCE MEASURES 
 
Hierarchy: 1.X.2.1.1.16.14.2 
 
Framed: F  

 
 

SUAPMFQRZ-
***** 

 
 

SFAPMFQRZ-
***** 

 
 

SNAPMFQRZ-
***** 

 
 

SHAPMFQRZ-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      PHOTOGRAPHIC 
 
Hierarchy: 1.X.2.1.1.16.14.3 
 
Framed: F  

 
 

SUAPMFQRX-
***** 

 
 

SFAPMFQRX-
***** 

 
 

SNAPMFQRX-
***** 

 
 

SHAPMFQRX-
***** 
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SYMBOL 

UNKNOWN 

FRIEND 

NEUTRAL 

HOSTILE 

WAR.AIRTRK.MIL.FIXD.DRN.RECON 

 
WARFIGHTING SYMBOLS 

AIR TRACK 
MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      RECONNAISSANCE 

 
Hierarchy: 1.X.2.1.1.16.14 

 
Framed: F  

 
 SUAPMFQR--

***** 

 
 SFAPMFQR--

***** 

 
 SNAPMFQR--

***** 

 
 SHAPMFQR--

***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 

 
WARFIGHTING SYMBOLS 

AIR TRACK 
MILITARY 

FIXED WING 

DRONE (RPV/UA) 

   RECONNAISSANCE 

      AIRBORNE EARLY WARNING (AEW) 

 
Hierarchy: 1.X.2.1.1.16.14.1 

 
Framed: F  

 
 SUAPMFQRW-

***** 

 
 SFAPMFQRW-

***** 

 
 SNAPMFQRW-

***** 

 
 SHAPMFQRW-

***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 

 
WARFIGHTING SYMBOLS 

AIR TRACK 
MILITARY 

FIXED WING 

DRONE (RPV/UA) 

   RECONNAISSANCE 

      ELECTRONIC SURVEILLANCE MEASURES 

 
Hierarchy: 1.X.2.1.1.16.14.2 

 
Framed: F  

 
 SUAPMFQRZ-

***** 

 
 SFAPMFQRZ-

***** 

 
 SNAPMFQRZ-

***** 

 
 SHAPMFQRZ-

***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 

 
WARFIGHTING SYMBOLS 

AIR TRACK 
MILITARY 

FIXED WING 

DRONE (RPV/UA) 

   RECONNAISSANCE 

      PHOTOGRAPHIC 

 
Hierarchy: 1.X.2.1.1.16.14.3 

 
Framed: F  

 
 SUAPMFQRX-

***** 

 
 SFAPMFQRX-

***** 

 
 SNAPMFQRX-

***** 

 
 SHAPMFQRX-

***** 

MIL-STD-2525C 
APPENDIX G 

 
TABLE G-VII. Infrastructure - Continued. 

 

1088 
 

SYMBOL IMAGES 
EMS.INFSTR.TELCOM.TCTWR 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE  
   TELECOMMUNICATIONS 
   INFRASTRUCTURE 
      TELECOMMUNICATIONS TOWER 
 
Framed: F  
 
Any structure that is designed and constructed 
primarily for the purpose of supporting one or more 
antennas for telephone, radio and similar 
communication purposes. 
 

Unknown 
 

 
 

EUFPKB----H**** 

Friend 
 

 
 

EFFPKB----H**** 

Neutral 
 

 
 

ENFPKB----H**** 

Hostile 
 

 
 

EHFPKB----H**** 

EMS.INFSTR.TSP 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INFRASTRUCTURE  
      TRANSPORTATION INFRASTRUCTURE 
 
Identical to: WAR.GRDTRK.INS.TSPF 
 
Framed: F  
 
A part of the infrastructure devoted to the movement of 
passengers and goods. 

Unknown 
 

 
 

SUGPIT----H**** 

Friend 
 

 
 

SFGPIT----H**** 

Neutral 
 

 
 

SNGPIT----H**** 

Hostile 
 

 
 

SHGPIT----H**** 

EMS.INFSTR.TSP.ATCF 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIR TRAFFIC CONTROL FACILITY 
 
Framed: F  
 
A facility operated by appropriate authority to promote 
the safe, orderly and expeditious flow of air traffic. 
(Source: The Federal Aviation Administration glossary; 
link at: http://www.fly.faa.gov/ 
Products/Glossary_of_Terms/ glossary_of_terms.html) 

Unknown 
 

 
 

EUFPLA----H**** 

Friend 
 

 
 

EFFPLA----H**** 

Neutral 
 

 
 

ENFPLA----H**** 

Hostile 
 

 
 

EHFPLA----H**** 

EMS.INFSTR.TSP.AIRPT 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIRPORT 
 
Identical to: WAR.GRDTRK.INS.MILBF.AB 
 
Framed: F 
 
An area of land or other hard surface, excluding water, 
that is used or intended to be used for the landing and 
takeoff of aircraft, and includes its buildings and 
facilities, if any.  (Source: The Federal Aviation 
Administration glossary; link at: 
http://wildlifemitigation.tc.faa.gov/public_html/manual
s/glossary.pdf) 

Unknown 
 

 
 

SUGPIBA---
H**** 

Friend 
 

 
 

SFGPIBA---H**** 

Neutral 
 

 
 

SNGPIBA---
H**** 

Hostile 
 

 
 

SHGPIBA---
H**** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC 
 
SIGNALS INTELLIGENCE 
   GROUND TRACK 
      SIGNAL INTERCEPT 
 
Hierarchy: 4.X.3.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
   SIGNAL INTERCEPT 
      COMMUNICATIONS 
 
Hierarchy: 4.X.3.1.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM.CELL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      CELLULAR/MOBILE 
 
Hierarchy: 4.X.3.1.1.1 
 
Framed: F  

 
 

IUGPSCC-----*** 

 
 

IFGPSCC-----*** 

 
 

INGPSCC-----*** 

 
 

IHGPSCC-----*** 

SIGINT.GRDTRK.SIGINC.COMM.OLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      OMNI-LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.2 
 
Framed: F  

 
 

IUGPSCO-----*** 

 
 

IFGPSCO-----*** 

 
 

INGPSCO-----*** 

 
 

IHGPSCO-----*** 

SIGINT.GRDTRK.SIGINC.COMM.PTPLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      POINT-TO-POINT LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.3 
 
Framed: F  

 
 

IUGPSCP-----*** 

 
 

IFGPSCP-----*** 

 
 

INGPSCP-----*** 

 
 

IHGPSCP-----*** 

SIGINT.GRDTRK.SIGINC.COMM.SATUL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      SATELLITE UPLINK 
 
Hierarchy: 4.X.3.1.1.4 
 
Framed: F  

 
 

IUGPSCS-----*** 

 
 

IFGPSCS-----*** 

 
 

INGPSCS-----*** 

 
 

IHGPSCS-----*** 
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SY
M
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Fr

am
ed

: F
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ASBW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ANTISUBMARINE WARFARE (ASW) 
 
Hierarchy: 1.X.2.1.1.16.15 
 
Framed: F  

 
 

SUAPMFQS--
***** 

 
 

SFAPMFQS--
***** 

 
 

SNAPMFQS--
***** 

 
 

SHAPMFQS--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNE 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TRAINER 
 
Hierarchy: 1.X.2.1.1.16.16 
 
Framed: F  

 
 

SUAPMFQT--
***** 

 
 

SFAPMFQT--
***** 

 
 

SNAPMFQT--
***** 

 
 

SHAPMFQT--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.UTY 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      UTILITY 
 
Hierarchy: 1.X.2.1.1.16.17 
 
Framed: F  

 
 

SUAPMFQU--
***** 

 
 

SFAPMFQU--
***** 

 
 

SNAPMFQU--
***** 

 
 

SHAPMFQU--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.COMM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      COMMUNICATIONS 
 
Hierarchy: 1.X.2.1.1.16.18 
 
Framed: F  

 
 

SUAPMFQY--
***** 

 
 

SFAPMFQY--
***** 

 
 

SNAPMFQY--
***** 

 
 

SHAPMFQY--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.MEDV 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      MEDEVAC 
 
Hierarchy: 1.X.2.1.1.16.19 
 
Framed: F  

 
 

SUAPMFQO--
***** 

 
 

SFAPMFQO--
***** 

 
 

SNAPMFQO--
***** 

 
 

SHAPMFQO--
***** 
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TABLE G-IV. Incidents. 
 

SYMBOL IMAGES 
EMS 
 
EMERGENCY MANAGEMENT SYMBOLS 
 

N/A N/A N/A N/A 

EMS.INCDNT 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
 
Feature symbols that indicate a cause of action or 
source of disaster. 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

EMS.INCDNT.CVDIS 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
      CIVIL DISTURBANCE INCIDENT 
 
Framed: F  
 
Human activities resulting in the disruption of services 
or requiring varying levels of support, law enforcement 
or attention. 

Unknown 
 

 
 

EUIPA-----***** 

Friend 
 

 
 

EFIPA-----***** 

Neutral 
 

 
 

ENIPA-----***** 

Hostile 
 

 
 

EHIPA-----***** 

EMS.INCDNT.CVDIS.DEMO 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DEMONSTRATION 
 
Identical to: STBOPS.OPN.DEMO 
 
Framed: F  
 
A public display of group feelings toward a person or 
cause. (Source: Merriam-Webster Online Dictionary 
definition) 

Unknown 
 

 
 

OUOPD-----***** 

Friend 
 

 
 

OFOPD-----***** 

Neutral 
 

 
 

ONOPD-----***** 

Hostile 
 

 
 

OHOPD-----***** 

EMS.INCDNT.CVDIS.DISPOP 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DISPLACED POPULATION 
 
Identical to: STBOPS.ITM.RFG  
 
Framed: F  
 
Persons or groups who have been forced to leave their 
homes or places of habitual residence as a result of or 
in order to avoid armed conflict, violations of human 
rights, or natural or human-made disasters. (Source: 
United Nations Guiding Principles on Internally 
Displaced Persons, 1998) 

Unknown 
 

 
 

OUIPR-----***** 

Friend 
 

 
 

OFIPR-----***** 

Neutral 
 

 
 

ONIPR-----***** 

Hostile 
 

 
 

OHIPR-----***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYM
BO

L 

UNK
NO

W
N 

FRIEND 

NEUTRAL 

H
O

STILE 

W
AR.AIRTRK.M

IL.FIXD.DRN.ASBW
 

 W
ARFIGHTING SYM

BOLS 

AIR TRACK 
M

ILITARY 
FIXED W

ING 

   DRONE (RPV/UA) 

      ANTISUBM
ARINE W

ARFARE (ASW
) 

 Hierarchy: 1.X.2.1.1.16.15 

 Fram
ed: F  

 
 

SUAPM
FQS--

***** 

 
 

SFAPM
FQS--

***** 

 
 

SNAPM
FQS--

***** 

 
 

SHAPM
FQS--

***** 

W
AR.AIRTRK.M

IL.FIXD.DRN.TNE 

 W
ARFIGHTING SYM

BOLS 

AIR TRACK 
M

ILITARY 
FIXED W

ING 

   DRONE (RPV/UA) 

      TRAINER 

 Hierarchy: 1.X.2.1.1.16.16 

 Fram
ed: F  

 
 

SUAPM
FQT--

***** 

 
 

SFAPM
FQT--

***** 

 
 

SNAPM
FQT--

***** 

 
 

SHAPM
FQT--

***** 

W
AR.AIRTRK.M

IL.FIXD.DRN.UTY 

 W
ARFIGHTING SYM

BOLS 

AIR TRACK 
M

ILITARY 
FIXED W

ING 

   DRONE (RPV/UA) 

      UTILITY 

 Hierarchy: 1.X.2.1.1.16.17 

 Fram
ed: F  

 
 

SUAPM
FQU--

***** 

 
 

SFAPM
FQU--

***** 

 
 

SNAPM
FQU--

***** 

 
 

SHAPM
FQU--

***** 

W
AR.AIRTRK.M

IL.FIXD.DRN.COM
M

 

 W
ARFIGHTING SYM

BOLS 

AIR TRACK 
M

ILITARY 
FIXED W

ING 

   DRONE (RPV/UA) 

      COM
M

UNICATIONS 

 Hierarchy: 1.X.2.1.1.16.18 

 Fram
ed: F  

 
 

SUAPM
FQY--

***** 

 
 

SFAPM
FQY--

***** 

 
 

SNAPM
FQY--

***** 

 
 

SHAPM
FQY--

***** 

W
AR.AIRTRK.M

IL.FIXD.DRN.M
EDV 

 W
ARFIGHTING SYM

BOLS 

AIR TRACK 
M

ILITARY 
FIXED W

ING 

   DRONE (RPV/UA) 

      M
EDEVAC 

 Hierarchy: 1.X.2.1.1.16.19 

 Fram
ed: F  

 
 

SUAPM
FQO--

***** 

 
 

SFAPM
FQO--

***** 

 
 

SNAPM
FQO--

***** 

 
 

SHAPM
FQO--

***** 
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SYMBOL 

UNKNOW
N 

FRIEND 

NEUTRAL 

HOSTILE 

WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 

 
WARFIGHTING SYMBOLS 

AIR TRACK 

MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      AIRBORNE COMMAND POST 

 
Hierarchy: 1.X.2.1.1.16.4 

 
Framed: F  

 

 
SUAPMFQD--

***** 

 

 
SFAPMFQD--

***** 

 

 
SNAPMFQD--

***** 

 

 
SHAPMFQD--

***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 

 
WARFIGHTING SYMBOLS 

AIR TRACK 

MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      FIGHTER 

 
Hierarchy: 1.X.2.1.1.16.5 

 
Framed: F  

 

 
SUAPMFQF--

***** 

 

 
SFAPMFQF--

***** 

 

 
SNAPMFQF--

***** 

 

 
SHAPMFQF--

***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 

 
WARFIGHTING SYMBOLS 

AIR TRACK 

MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      SEARCH & RESCUE (CSAR) 

 
Hierarchy: 1.X.2.1.1.16.6 

 
Framed: F  

 

 
SUAPMFQH--

***** 

 

 
SFAPMFQH--

***** 

 

 
SNAPMFQH--

***** 

 

 
SHAPMFQH--

***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 

 
WARFIGHTING SYMBOLS 

AIR TRACK 

MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      ELECTRONIC COUNTERMEASURES  

      (JAMMER) 

 
Hierarchy: 1.X.2.1.1.16.7 

 
Framed: F  

 

 
SUAPMFQJ--

***** 

 

 
SFAPMFQJ--

***** 

 

 
SNAPMFQJ--

***** 

 

 
SHAPMFQJ--

***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 

 
WARFIGHTING SYMBOLS 

AIR TRACK 

MILITARY 

FIXED WING 

   DRONE (RPV/UA) 

      TANKER 

 
Hierarchy: 1.X.2.1.1.16.8 

 
Framed: F  

 

 
SUAPMFQK--

***** 

 

 
SFAPMFQK--

***** 

 

 
SNAPMFQK--

***** 

 

 
SHAPMFQK--

***** 
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SYMBOL 

UNKNOWN 
FRIEND 

NEUTRAL 
HOSTILE 

WAR.AIRTRK.WPN.MSLIF.ALM.AAM 

 
WARFIGHTING SYMBOLS 

AIR TRACK WEAPON MISSILE IN FLIGHT 

   AIR LAUNCHED MISSILE 

      AIR-TO-AIR MISSILE (AAM) 

 
Hierarchy: 1.X.2.2.1.2.2 

 
Framed: F  

  SUAPWMAA--*****   SFAPWMAA--*****   SNAPWMAA--*****   SHAPWMAA--***** 

WAR.AIRTRK.WPN.MSLIF.ALM.ASPC 

 
WARFIGHTING SYMBOLS 

AIR TRACK WEAPON MISSILE IN FLIGHT 

   AIR LAUNCHED MISSILE 

      AIR-TO-SPACE MISSILE 

 
Hierarchy: N/A 

 
Framed: F  

  SUAPWMAP--*****   SFAPWMAP--*****   SNAPWMAP--*****   SHAPWMAP--***** 

WAR.AIRTRK.WPN.MSLIF.SBSM 

 
WARFIGHTING SYMBOLS 

AIR TRACK WEAPON    MISSILE IN FLIGHT 

      SUBSURFACE-TO-SURFACE MISSILE (S/ 

      SSM)  
Hierarchy: 1.X.2.2.1.3 

 
Framed: F  

  SUAPWMU---*****   SFAPWMU---*****   SNAPWMU---*****   SHAPWMU---***** 

WAR.AIRTRK.WPN.MSLIF.CM 

 
WARFIGHTING SYMBOLS 

AIR TRACK WEAPON    MISSILE IN FLIGHT 

      CRUISE MISSILE 

 
Hierarchy: 1.X.2.2.1.4 

 
Framed: F  

  SUAPWMCM--*****   SFAPWMCM--*****   SNAPWMCM--*****   SHAPWMCM--***** 

WAR.AIRTRK.WPN.MSLIF.BLST 

 
WARFIGHTING SYMBOLS 

AIR TRACK WEAPON    MISSILE IN FLIGHT 

      BALLISTIC MISSILE 

 
Hierarchy: N/A 

 
Framed: F  

  SUAPWMB---*****   SFAPWMB---*****   SNAPWMB---*****   SHAPWMB---***** 

Enemy	  territory	  Friendly	  territory	  
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
STBOPS.OPN.SPY 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      SPY 
 
Hierarchy: 5.X.3.7 
 
Framed: F  

 
 

OUOPS-----***** 

 
 

OFOPS-----***** 

 
 

ONOPS-----***** 

 
 

OHOPS-----***** 

STBOPS.OPN.FDDIST 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      FOOD DISTRIBUTION 
 
Hierarchy: 5.X.3.8 
 
Framed: F  

 
 

OUOPO-----***** 

 
 

OFOPO-----***** 

 
 

ONOPO-----***** 

 
 

OHOPO-----***** 

STBOPS.OPN.EXTN 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      EXTORTION 
 
Hierarchy: 5.X.3.9 
 
Framed: F  

 
 

OUOPE-----***** 

 
 

OFOPE-----***** 

 
 

ONOPE-----***** 

 
 

OHOPE-----***** 

STBOPS.OPN.HJKG 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      HIJACKING 
 
Hierarchy: 5.X.3.10 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

STBOPS.OPN.HJKG.VEH 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (VEHICLE) 
 
Hierarchy: 5.X.3.10.1 
 
Framed: F  

 
 

OUOPHT----***** 

 
 

OFOPHT----***** 

 
 

ONOPHT----***** 

 
 

OHOPHT----***** 

STBOPS.OPN.HJKG.APL 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (AIRPLANE) 
 
Hierarchy: 5.X.3.10.2 
 
Framed: F  

 
 

OUOPHA----
***** 

 
 

OFOPHA----***** 

 
 

ONOPHA----
***** 

 
 

OHOPHA----
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.JMG 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      JAMMING 
 
Hierarchy: 1.X.3.1.2.2.2.1.4 
 
Framed: F  

 
 

SUGPUUMSEJ***
** 

 
 

SFGPUUMSEJ***
** 

 
 

SNGPUUMSEJ***
** 

 
 

SHGPUUMSEJ***
** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.THT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      THEATER 
 
Hierarchy: 1.X.3.1.2.2.2.1.5 
 
Framed: F  

 
 

SUGPUUMSET**
*** 

 
 

SFGPUUMSET**
*** 

 
 

SNGPUUMSET**
*** 

 
 

SHGPUUMSET**
*** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.CRP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      CORPS 
 
Hierarchy: 1.X.3.1.2.2.2.1.6 
 
Framed: F  

 
 

SUGPUUMSEC**
*** 

 
 

SFGPUUMSEC**
*** 

 
 

SNGPUUMSEC**
*** 

 
 

SHGPUUMSEC**
*** 

WAR.GRDTRK.UNT.CS.MILINT.CINT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
   MILITARY INTELLIGENCE 
      COUNTERINTELLIGENCE 
 
Hierarchy: 1.X.3.1.2.2.3 
 
Framed: F  

 
 

SUGPUUMC--
***** 

 
 

SFGPUUMC--
***** 

 
 

SNGPUUMC--
***** 

 
 

SHGPUUMC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.EQT.SNS.RAD 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      RADAR 
 
Hierarchy: 1.X.3.2.3.1 
 
Framed: FO 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 
WAR.GRDTRK.EQT.SNS.EMP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      EMPLACED 
 
Hierarchy: 1.X.3.2.3.2 
 
Framed: FO 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 
WAR.GRDTRK.EQT.SPL 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
   EQUIPMENT 
      SPECIAL 
 
Hierarchy: 1.X.3.2.4 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

WAR.GRDTRK.EQT.SPL.IED 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SPECIAL 
      IED 
 
Hierarchy: N/A 
 
Framed: FO  

 
 

SUGPEXI---***** 

 
 

SFGPEXI---***** 

 
 

SNGPEXI---***** 

 
 

SHGPEXI---***** 

 
SUGPEXI---***** 

 
SFGPEXI---***** 

 
SNGPEXI---***** 

 
SHGPEXI---***** 
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SY
M

BO
L 

U
N

K
N

O
W

N
 

FR
IEN

D
 

N
EU

TR
A

L 
H

O
STILE 

W
A

R
.A

IR
TR

K
.M

IL.FIX
D

.D
R

N
.R

EC
O

N
 

 W
A

R
FIG

H
TIN

G
 SY

M
B

O
LS 

A
IR

 TR
A

C
K

 
M

ILITA
R

Y
 

FIX
ED

 W
IN

G
 

   D
R

O
N

E (R
PV

/U
A

) 
      R

EC
O

N
N

A
ISSA

N
C

E 
 H

ierarchy: 1.X
.2.1.1.16.14 

 Fram
ed: F  

 
 

SU
A

PM
FQ

R
--

***** 

 
 

SFA
PM

FQ
R

--
***** 

 
 

SN
A

PM
FQ

R
--

***** 

 
 

SH
A

PM
FQ

R
--

***** 
W

A
R

.A
IR

TR
K

.M
IL.FIX

D
.D

R
N

.R
EC

O
N

.A
B

N
EW

 
 W

A
R

FIG
H

TIN
G

 SY
M

B
O

LS 
A

IR
 TR

A
C

K
 

M
ILITA

R
Y

 
FIX

ED
 W

IN
G

 
D

R
O

N
E (R

PV
/U

A
) 

   R
EC

O
N

N
A

ISSA
N

C
E 

      A
IR

B
O

R
N

E EA
R

LY
 W

A
R

N
IN

G
 (A

EW
) 

 H
ierarchy: 1.X

.2.1.1.16.14.1 
 Fram

ed: F  

 
 

SU
A

PM
FQ

R
W

-
***** 

 
 

SFA
PM

FQ
R

W
-

***** 

 
 

SN
A

PM
FQ

R
W

-
***** 

 
 

SH
A

PM
FQ

R
W

-
***** 

W
A

R
.A

IR
TR

K
.M

IL.FIX
D

.D
R

N
.R

EC
O

N
.ESM

 
 W

A
R

FIG
H

TIN
G

 SY
M

B
O

LS 
A

IR
 TR

A
C

K
 

M
ILITA

R
Y

 
FIX

ED
 W

IN
G

 
D

R
O

N
E (R

PV
/U

A
) 

   R
EC

O
N

N
A

ISSA
N

C
E 

      ELEC
TR

O
N

IC
 SU

R
V

EILLA
N

C
E M

EA
SU

R
ES 

 H
ierarchy: 1.X

.2.1.1.16.14.2 
 Fram

ed: F  

 
 

SU
A

PM
FQ

R
Z-

***** 

 
 

SFA
PM

FQ
R

Z-
***** 

 
 

SN
A

PM
FQ

R
Z-

***** 

 
 

SH
A

PM
FQ

R
Z-

***** 
W

A
R

.A
IR

TR
K

.M
IL.FIX

D
.D

R
N

.R
EC

O
N

.PH
G

 
 W

A
R

FIG
H

TIN
G

 SY
M

B
O

LS 
A

IR
 TR

A
C

K
 

M
ILITA

R
Y

 
FIX

ED
 W

IN
G

 
D

R
O

N
E (R

PV
/U

A
) 

   R
EC

O
N

N
A

ISSA
N

C
E 

      PH
O

TO
G

R
A

PH
IC

 
 H

ierarchy: 1.X
.2.1.1.16.14.3 

 Fram
ed: F  

 
 

SU
A

PM
FQ

R
X

-
***** 

 
 

SFA
PM

FQ
R

X
-

***** 

 
 

SN
A

PM
FQ

R
X

-
***** 

 
 

SH
A

PM
FQ

R
X

-
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.WPN.MSLIF.ALM.AAM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
MISSILE IN FLIGHT 
   AIR LAUNCHED MISSILE 
      AIR-TO-AIR MISSILE (AAM) 
 
Hierarchy: 1.X.2.2.1.2.2 
 
Framed: F  

 
 

SUAPWMAA--
***** 

 
 

SFAPWMAA--
***** 

 
 

SNAPWMAA--
***** 

 
 

SHAPWMAA--
***** 

WAR.AIRTRK.WPN.MSLIF.ALM.ASPC 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
MISSILE IN FLIGHT 
   AIR LAUNCHED MISSILE 
      AIR-TO-SPACE MISSILE 
 
Hierarchy: N/A 
 
Framed: F  

 
 

SUAPWMAP--
***** 

 
 

SFAPWMAP--
***** 

 
 

SNAPWMAP--
***** 

 
 

SHAPWMAP--
***** 

WAR.AIRTRK.WPN.MSLIF.SBSM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      SUBSURFACE-TO-SURFACE MISSILE (S/ 
      SSM) 
 
Hierarchy: 1.X.2.2.1.3 
 
Framed: F  

 
 

SUAPWMU---
***** 

 
 

SFAPWMU---
***** 

 
 

SNAPWMU---
***** 

 
 

SHAPWMU---
***** 

WAR.AIRTRK.WPN.MSLIF.CM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      CRUISE MISSILE 
 
Hierarchy: 1.X.2.2.1.4 
 
Framed: F  

 
 

SUAPWMCM--
***** 

 
 

SFAPWMCM--
***** 

 
 

SNAPWMCM--
***** 

 
 

SHAPWMCM--
***** 

WAR.AIRTRK.WPN.MSLIF.BLST 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      BALLISTIC MISSILE 
 
Hierarchy: N/A 
 
Framed: F  

 
 

SUAPWMB---
***** 

 
 

SFAPWMB---
***** 

 
 

SNAPWMB---
***** 

 
 

SHAPWMB---
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.WPN.MSLIF.ALM.AAM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
MISSILE IN FLIGHT 
   AIR LAUNCHED MISSILE 
      AIR-TO-AIR MISSILE (AAM) 
 
Hierarchy: 1.X.2.2.1.2.2 
 
Framed: F  

 
 

SUAPWMAA--
***** 

 
 

SFAPWMAA--
***** 

 
 

SNAPWMAA--
***** 

 
 

SHAPWMAA--
***** 

WAR.AIRTRK.WPN.MSLIF.ALM.ASPC 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
MISSILE IN FLIGHT 
   AIR LAUNCHED MISSILE 
      AIR-TO-SPACE MISSILE 
 
Hierarchy: N/A 
 
Framed: F  

 
 

SUAPWMAP--
***** 

 
 

SFAPWMAP--
***** 

 
 

SNAPWMAP--
***** 

 
 

SHAPWMAP--
***** 

WAR.AIRTRK.WPN.MSLIF.SBSM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      SUBSURFACE-TO-SURFACE MISSILE (S/ 
      SSM) 
 
Hierarchy: 1.X.2.2.1.3 
 
Framed: F  

 
 

SUAPWMU---
***** 

 
 

SFAPWMU---
***** 

 
 

SNAPWMU---
***** 

 
 

SHAPWMU---
***** 

WAR.AIRTRK.WPN.MSLIF.CM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      CRUISE MISSILE 
 
Hierarchy: 1.X.2.2.1.4 
 
Framed: F  

 
 

SUAPWMCM--
***** 

 
 

SFAPWMCM--
***** 

 
 

SNAPWMCM--
***** 

 
 

SHAPWMCM--
***** 

WAR.AIRTRK.WPN.MSLIF.BLST 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
WEAPON 
   MISSILE IN FLIGHT 
      BALLISTIC MISSILE 
 
Hierarchy: N/A 
 
Framed: F  

 
 

SUAPWMB---
***** 

 
 

SFAPWMB---
***** 

 
 

SNAPWMB---
***** 

 
 

SHAPWMB---
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.AIRTRK.SIGINC.COMM.OLOS 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      OMNI-LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.2.1.1.2 
 
Framed: F  

 
 

IUAPSCO-----*** 

 
 

IFAPSCO-----*** 

 
 

INAPSCO-----*** 

 
 

IHAPSCO-----*** 

SIGINT.AIRTRK.SIGINC.COMM.PTPLOS 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      POINT-TO-POINT LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.2.1.1.3 
 
Framed: F  

 
 

IUAPSCP-----*** 

 
 

IFAPSCP-----*** 

 
 

INAPSCP-----*** 

 
 

IHAPSCP-----*** 

SIGINT.AIRTRK.SIGINC.COMM.SATUL 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      SATELLITE UPLINK 
 
Hierarchy: 4.X.2.1.1.4 
 
Framed: F  

 
 

IUAPSCS-----*** 

 
 

IFAPSCS-----*** 

 
 

INAPSCS-----*** 

 
 

IHAPSCS-----*** 

SIGINT.AIRTRK.SIGINC.RAD 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
   SIGNAL INTERCEPT 
      RADAR 
 
Hierarchy: 4.X.2.1.2 

N/A N/A N/A N/A 

SIGINT.AIRTRK.SIGINC.RAD.ABNINC 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      AIRBORNE INTERCEPT 
 
Hierarchy: 4.X.2.1.2.1 
 
Framed: F  

 
 

IUAPSRAI----*** 

 
 

IFAPSRAI----*** 

 
 

INAPSRAI----*** 

 
 

IHAPSRAI----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.AIRTRK.SIGINC.COMM.OLOS 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      OMNI-LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.2.1.1.2 
 
Framed: F  

 
 

IUAPSCO-----*** 

 
 

IFAPSCO-----*** 

 
 

INAPSCO-----*** 

 
 

IHAPSCO-----*** 

SIGINT.AIRTRK.SIGINC.COMM.PTPLOS 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      POINT-TO-POINT LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.2.1.1.3 
 
Framed: F  

 
 

IUAPSCP-----*** 

 
 

IFAPSCP-----*** 

 
 

INAPSCP-----*** 

 
 

IHAPSCP-----*** 

SIGINT.AIRTRK.SIGINC.COMM.SATUL 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      SATELLITE UPLINK 
 
Hierarchy: 4.X.2.1.1.4 
 
Framed: F  

 
 

IUAPSCS-----*** 

 
 

IFAPSCS-----*** 

 
 

INAPSCS-----*** 

 
 

IHAPSCS-----*** 

SIGINT.AIRTRK.SIGINC.RAD 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
   SIGNAL INTERCEPT 
      RADAR 
 
Hierarchy: 4.X.2.1.2 

N/A N/A N/A N/A 

SIGINT.AIRTRK.SIGINC.RAD.ABNINC 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      AIRBORNE INTERCEPT 
 
Hierarchy: 4.X.2.1.2.1 
 
Framed: F  

 
 

IUAPSRAI----*** 

 
 

IFAPSRAI----*** 

 
 

INAPSRAI----*** 

 
 

IHAPSRAI----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.AIRTRK.SIGINC.RAD.IFF 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      IFF (TRANSPONDER) 
 
Hierarchy: 4.X.2.1.2.7 
 
Framed: F  

 
 

IUAPSRI-----*** 

 
 

IFAPSRI-----*** 

 
 

INAPSRI-----*** 

 
 

IHAPSRI-----*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLAQ 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE ACQUISITION 
 
Hierarchy: 4.X.2.1.2.8 
 
Framed: F  

 
 

IUAPSRMA----
*** 

 
 

IFAPSRMA----*** 

 
 

INAPSRMA----
*** 

 
 

IHAPSRMA----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLDL 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE DOWNLINK 
 
Hierarchy: 4.X.2.1.2.9 
 
Framed: F  

 
 

IUAPSRMD----
*** 

 
 

IFAPSRMD----*** 

 
 

INAPSRMD----
*** 

 
 

IHAPSRMD----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLGDN 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE GUIDANCE 
 
Hierarchy: 4.X.2.1.2.10 
 
Framed: F  

 
 

IUAPSRMG----
*** 

 
 

IFAPSRMG----*** 

 
 

INAPSRMG----
*** 

 
 

IHAPSRMG----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLTRK 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE TRACKING 
 
Hierarchy: 4.X.2.1.2.11 
 
Framed: F  

 
 

IUAPSRMT----*** 

 
 

IFAPSRMT----*** 

 
 

INAPSRMT----*** 

 
 

IHAPSRMT----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.AIRTRK.SIGINC.RAD.IFF 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      IFF (TRANSPONDER) 
 
Hierarchy: 4.X.2.1.2.7 
 
Framed: F  

 
 

IUAPSRI-----*** 

 
 

IFAPSRI-----*** 

 
 

INAPSRI-----*** 

 
 

IHAPSRI-----*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLAQ 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE ACQUISITION 
 
Hierarchy: 4.X.2.1.2.8 
 
Framed: F  

 
 

IUAPSRMA----
*** 

 
 

IFAPSRMA----*** 

 
 

INAPSRMA----
*** 

 
 

IHAPSRMA----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLDL 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE DOWNLINK 
 
Hierarchy: 4.X.2.1.2.9 
 
Framed: F  

 
 

IUAPSRMD----
*** 

 
 

IFAPSRMD----*** 

 
 

INAPSRMD----
*** 

 
 

IHAPSRMD----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLGDN 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE GUIDANCE 
 
Hierarchy: 4.X.2.1.2.10 
 
Framed: F  

 
 

IUAPSRMG----
*** 

 
 

IFAPSRMG----*** 

 
 

INAPSRMG----
*** 

 
 

IHAPSRMG----
*** 

SIGINT.AIRTRK.SIGINC.RAD.MSLTRK 
 
SIGNALS INTELLIGENCE 
AIR TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE TRACKING 
 
Hierarchy: 4.X.2.1.2.11 
 
Framed: F  

 
 

IUAPSRMT----*** 

 
 

IFAPSRMT----*** 

 
 

INAPSRMT----*** 

 
 

IHAPSRMT----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      AIRBORNE COMMAND POST (C2) 
 
Hierarchy: 1.X.2.1.1.15 
 
Framed: F  

 
 

SUAPMFD---
***** 

 
 

SFAPMFD---
***** 

 
 

SNAPMFD---
***** 

 
 

SHAPMFD---
***** 

WAR.AIRTRK.MIL.FIXD.DRN 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      DRONE (RPV/UA) 
 
Hierarchy: 1.X.2.1.1.16 
 
Framed: F  

 
 

SUAPMFQ---
***** 

 
 

SFAPMFQ---
***** 

 
 

SNAPMFQ---
***** 

 
 

SHAPMFQ---
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ATK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ATTACK 
 
Hierarchy: 1.X.2.1.1.16.1 
 
Framed: F  

 
 

SUAPMFQA--
***** 

 
 

SFAPMFQA--
***** 

 
 

SNAPMFQA--
***** 

 
 

SHAPMFQA--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.BMB 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      BOMBER 
 
Hierarchy: 1.X.2.1.1.16.2 
 
Framed: F  

 
 

SUAPMFQB--
***** 

 
 

SFAPMFQB--
***** 

 
 

SNAPMFQB--
***** 

 
 

SHAPMFQB--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CGO 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      CARGO 
 
Hierarchy: 1.X.2.1.1.16.3 
 
Framed: F  

 
 

SUAPMFQC--
***** 

 
 

SFAPMFQC--
***** 

 
 

SNAPMFQC--
***** 

 
 

SHAPMFQC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      AIRBORNE COMMAND POST (C2) 
 
Hierarchy: 1.X.2.1.1.15 
 
Framed: F  

 
 

SUAPMFD---
***** 

 
 

SFAPMFD---
***** 

 
 

SNAPMFD---
***** 

 
 

SHAPMFD---
***** 

WAR.AIRTRK.MIL.FIXD.DRN 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      DRONE (RPV/UA) 
 
Hierarchy: 1.X.2.1.1.16 
 
Framed: F  

 
 

SUAPMFQ---
***** 

 
 

SFAPMFQ---
***** 

 
 

SNAPMFQ---
***** 

 
 

SHAPMFQ---
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ATK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ATTACK 
 
Hierarchy: 1.X.2.1.1.16.1 
 
Framed: F  

 
 

SUAPMFQA--
***** 

 
 

SFAPMFQA--
***** 

 
 

SNAPMFQA--
***** 

 
 

SHAPMFQA--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.BMB 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      BOMBER 
 
Hierarchy: 1.X.2.1.1.16.2 
 
Framed: F  

 
 

SUAPMFQB--
***** 

 
 

SFAPMFQB--
***** 

 
 

SNAPMFQB--
***** 

 
 

SHAPMFQB--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CGO 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      CARGO 
 
Hierarchy: 1.X.2.1.1.16.3 
 
Framed: F  

 
 

SUAPMFQC--
***** 

 
 

SFAPMFQC--
***** 

 
 

SNAPMFQC--
***** 

 
 

SHAPMFQC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      AIRBORNE COMMAND POST (C2) 
 
Hierarchy: 1.X.2.1.1.15 
 
Framed: F  

 
 

SUAPMFD---
***** 

 
 

SFAPMFD---
***** 

 
 

SNAPMFD---
***** 

 
 

SHAPMFD---
***** 

WAR.AIRTRK.MIL.FIXD.DRN 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      DRONE (RPV/UA) 
 
Hierarchy: 1.X.2.1.1.16 
 
Framed: F  

 
 

SUAPMFQ---
***** 

 
 

SFAPMFQ---
***** 

 
 

SNAPMFQ---
***** 

 
 

SHAPMFQ---
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ATK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ATTACK 
 
Hierarchy: 1.X.2.1.1.16.1 
 
Framed: F  

 
 

SUAPMFQA--
***** 

 
 

SFAPMFQA--
***** 

 
 

SNAPMFQA--
***** 

 
 

SHAPMFQA--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.BMB 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      BOMBER 
 
Hierarchy: 1.X.2.1.1.16.2 
 
Framed: F  

 
 

SUAPMFQB--
***** 

 
 

SFAPMFQB--
***** 

 
 

SNAPMFQB--
***** 

 
 

SHAPMFQB--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CGO 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      CARGO 
 
Hierarchy: 1.X.2.1.1.16.3 
 
Framed: F  

 
 

SUAPMFQC--
***** 

 
 

SFAPMFQC--
***** 

 
 

SNAPMFQC--
***** 

 
 

SHAPMFQC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      AIRBORNE COMMAND POST (C2) 
 
Hierarchy: 1.X.2.1.1.15 
 
Framed: F  

 
 

SUAPMFD---
***** 

 
 

SFAPMFD---
***** 

 
 

SNAPMFD---
***** 

 
 

SHAPMFD---
***** 

WAR.AIRTRK.MIL.FIXD.DRN 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
   FIXED WING 
      DRONE (RPV/UA) 
 
Hierarchy: 1.X.2.1.1.16 
 
Framed: F  

 
 

SUAPMFQ---
***** 

 
 

SFAPMFQ---
***** 

 
 

SNAPMFQ---
***** 

 
 

SHAPMFQ---
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ATK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ATTACK 
 
Hierarchy: 1.X.2.1.1.16.1 
 
Framed: F  

 
 

SUAPMFQA--
***** 

 
 

SFAPMFQA--
***** 

 
 

SNAPMFQA--
***** 

 
 

SHAPMFQA--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.BMB 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      BOMBER 
 
Hierarchy: 1.X.2.1.1.16.2 
 
Framed: F  

 
 

SUAPMFQB--
***** 

 
 

SFAPMFQB--
***** 

 
 

SNAPMFQB--
***** 

 
 

SHAPMFQB--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CGO 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      CARGO 
 
Hierarchy: 1.X.2.1.1.16.3 
 
Framed: F  

 
 

SUAPMFQC--
***** 

 
 

SFAPMFQC--
***** 

 
 

SNAPMFQC--
***** 

 
 

SHAPMFQC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.RECON 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      RECONNAISSANCE 
 
Hierarchy: 1.X.2.1.1.16.14 
 
Framed: F  

 
 

SUAPMFQR--
***** 

 
 

SFAPMFQR--
***** 

 
 

SNAPMFQR--
***** 

 
 

SHAPMFQR--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      AIRBORNE EARLY WARNING (AEW) 
 
Hierarchy: 1.X.2.1.1.16.14.1 
 
Framed: F  

 
 

SUAPMFQRW-
***** 

 
 

SFAPMFQRW-
***** 

 
 

SNAPMFQRW-
***** 

 
 

SHAPMFQRW-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      ELECTRONIC SURVEILLANCE MEASURES 
 
Hierarchy: 1.X.2.1.1.16.14.2 
 
Framed: F  

 
 

SUAPMFQRZ-
***** 

 
 

SFAPMFQRZ-
***** 

 
 

SNAPMFQRZ-
***** 

 
 

SHAPMFQRZ-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      PHOTOGRAPHIC 
 
Hierarchy: 1.X.2.1.1.16.14.3 
 
Framed: F  

 
 

SUAPMFQRX-
***** 

 
 

SFAPMFQRX-
***** 

 
 

SNAPMFQRX-
***** 

 
 

SHAPMFQRX-
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ASBW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ANTISUBMARINE WARFARE (ASW) 
 
Hierarchy: 1.X.2.1.1.16.15 
 
Framed: F  

 
 

SUAPMFQS--
***** 

 
 

SFAPMFQS--
***** 

 
 

SNAPMFQS--
***** 

 
 

SHAPMFQS--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNE 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TRAINER 
 
Hierarchy: 1.X.2.1.1.16.16 
 
Framed: F  

 
 

SUAPMFQT--
***** 

 
 

SFAPMFQT--
***** 

 
 

SNAPMFQT--
***** 

 
 

SHAPMFQT--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.UTY 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      UTILITY 
 
Hierarchy: 1.X.2.1.1.16.17 
 
Framed: F  

 
 

SUAPMFQU--
***** 

 
 

SFAPMFQU--
***** 

 
 

SNAPMFQU--
***** 

 
 

SHAPMFQU--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.COMM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      COMMUNICATIONS 
 
Hierarchy: 1.X.2.1.1.16.18 
 
Framed: F  

 
 

SUAPMFQY--
***** 

 
 

SFAPMFQY--
***** 

 
 

SNAPMFQY--
***** 

 
 

SHAPMFQY--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.MEDV 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      MEDEVAC 
 
Hierarchy: 1.X.2.1.1.16.19 
 
Framed: F  

 
 

SUAPMFQO--
***** 

 
 

SFAPMFQO--
***** 

 
 

SNAPMFQO--
***** 

 
 

SHAPMFQO--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ASBW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ANTISUBMARINE WARFARE (ASW) 
 
Hierarchy: 1.X.2.1.1.16.15 
 
Framed: F  

 
 

SUAPMFQS--
***** 

 
 

SFAPMFQS--
***** 

 
 

SNAPMFQS--
***** 

 
 

SHAPMFQS--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNE 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TRAINER 
 
Hierarchy: 1.X.2.1.1.16.16 
 
Framed: F  

 
 

SUAPMFQT--
***** 

 
 

SFAPMFQT--
***** 

 
 

SNAPMFQT--
***** 

 
 

SHAPMFQT--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.UTY 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      UTILITY 
 
Hierarchy: 1.X.2.1.1.16.17 
 
Framed: F  

 
 

SUAPMFQU--
***** 

 
 

SFAPMFQU--
***** 

 
 

SNAPMFQU--
***** 

 
 

SHAPMFQU--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.COMM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      COMMUNICATIONS 
 
Hierarchy: 1.X.2.1.1.16.18 
 
Framed: F  

 
 

SUAPMFQY--
***** 

 
 

SFAPMFQY--
***** 

 
 

SNAPMFQY--
***** 

 
 

SHAPMFQY--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.MEDV 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      MEDEVAC 
 
Hierarchy: 1.X.2.1.1.16.19 
 
Framed: F  

 
 

SUAPMFQO--
***** 

 
 

SFAPMFQO--
***** 

 
 

SNAPMFQO--
***** 

 
 

SHAPMFQO--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.RECON 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      RECONNAISSANCE 
 
Hierarchy: 1.X.2.1.1.16.14 
 
Framed: F  

 
 

SUAPMFQR--
***** 

 
 

SFAPMFQR--
***** 

 
 

SNAPMFQR--
***** 

 
 

SHAPMFQR--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      AIRBORNE EARLY WARNING (AEW) 
 
Hierarchy: 1.X.2.1.1.16.14.1 
 
Framed: F  

 
 

SUAPMFQRW-
***** 

 
 

SFAPMFQRW-
***** 

 
 

SNAPMFQRW-
***** 

 
 

SHAPMFQRW-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      ELECTRONIC SURVEILLANCE MEASURES 
 
Hierarchy: 1.X.2.1.1.16.14.2 
 
Framed: F  

 
 

SUAPMFQRZ-
***** 

 
 

SFAPMFQRZ-
***** 

 
 

SNAPMFQRZ-
***** 

 
 

SHAPMFQRZ-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      PHOTOGRAPHIC 
 
Hierarchy: 1.X.2.1.1.16.14.3 
 
Framed: F  

 
 

SUAPMFQRX-
***** 

 
 

SFAPMFQRX-
***** 

 
 

SNAPMFQRX-
***** 

 
 

SHAPMFQRX-
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.EQT.SNS.RAD 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      RADAR 
 
Hierarchy: 1.X.3.2.3.1 
 
Framed: FO 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 
WAR.GRDTRK.EQT.SNS.EMP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      EMPLACED 
 
Hierarchy: 1.X.3.2.3.2 
 
Framed: FO 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 
WAR.GRDTRK.EQT.SPL 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
   EQUIPMENT 
      SPECIAL 
 
Hierarchy: 1.X.3.2.4 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

WAR.GRDTRK.EQT.SPL.IED 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SPECIAL 
      IED 
 
Hierarchy: N/A 
 
Framed: FO  

 
 

SUGPEXI---***** 

 
 

SFGPEXI---***** 

 
 

SNGPEXI---***** 

 
 

SHGPEXI---***** 

 
SUGPEXI---***** 

 
SFGPEXI---***** 

 
SNGPEXI---***** 

 
SHGPEXI---***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.EQT.SNS.RAD 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      RADAR 
 
Hierarchy: 1.X.3.2.3.1 
 
Framed: FO 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 

 
 

SUGPESR---***** 

 
 

SFGPESR---***** 

 
 

SNGPESR---***** 

 
 

SHGPESR---***** 
WAR.GRDTRK.EQT.SNS.EMP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SENSOR 
      EMPLACED 
 
Hierarchy: 1.X.3.2.3.2 
 
Framed: FO 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 

 
 

SUGPESE---***** 

 
 

SFGPESE---***** 

 
 

SNGPESE---***** 

 
 

SHGPESE---***** 
WAR.GRDTRK.EQT.SPL 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
   EQUIPMENT 
      SPECIAL 
 
Hierarchy: 1.X.3.2.4 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

WAR.GRDTRK.EQT.SPL.IED 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
EQUIPMENT 
   SPECIAL 
      IED 
 
Hierarchy: N/A 
 
Framed: FO  

 
 

SUGPEXI---***** 

 
 

SFGPEXI---***** 

 
 

SNGPEXI---***** 

 
 

SHGPEXI---***** 

 
SUGPEXI---***** 

 
SFGPEXI---***** 

 
SNGPEXI---***** 

 
SHGPEXI---***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC.RAD.HGTFDG 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      HEIGHT FINDING 
 
Hierarchy: 4.X.3.1.2.9 
 
Framed: F  

 
 

IUGPSRH-----*** 

 
 

IFGPSRH-----*** 

 
 

INGPSRH-----*** 

 
 

IHGPSRH-----*** 

SIGINT.GRDTRK.SIGINC.RAD.IDFF 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      IDENTIFICATION FRIEND/FOE  
      (INTERROGATOR) 
 
Hierarchy: 4.X.3.1.2.10 
 
Framed: F  

 
 

IUGPSRI-----*** 

 
 

IFGPSRI-----*** 

 
 

INGPSRI-----*** 

 
 

IHGPSRI-----*** 

SIGINT.GRDTRK.SIGINC.RAD.METO 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      METEOROLOGICAL (MILITARY) 
 
Hierarchy: 4.X.3.1.2.11 
 
Framed: F  

 
 

IUGPSRMM----
*** 

 
 

IFGPSRMM----
*** 

 
 

INGPSRMM----
*** 

 
 

IHGPSRMM----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLAQ 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE ACQUISITION 
 
Hierarchy: 4.X.3.1.2.12 
 
Framed: F  

 
 

IUGPSRMA----
*** 

 
 

IFGPSRMA----*** 

 
 

INGPSRMA----
*** 

 
 

IHGPSRMA----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLGDN 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE GUIDANCE 
 
Hierarchy: 4.X.3.1.2.13 
 
Framed: F  

 
 

IUGPSRMG----
*** 

 
 

IFGPSRMG----*** 

 
 

INGPSRMG----
*** 

 
 

IHGPSRMG----
*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC.RAD.HGTFDG 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      HEIGHT FINDING 
 
Hierarchy: 4.X.3.1.2.9 
 
Framed: F  

 
 

IUGPSRH-----*** 

 
 

IFGPSRH-----*** 

 
 

INGPSRH-----*** 

 
 

IHGPSRH-----*** 

SIGINT.GRDTRK.SIGINC.RAD.IDFF 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      IDENTIFICATION FRIEND/FOE  
      (INTERROGATOR) 
 
Hierarchy: 4.X.3.1.2.10 
 
Framed: F  

 
 

IUGPSRI-----*** 

 
 

IFGPSRI-----*** 

 
 

INGPSRI-----*** 

 
 

IHGPSRI-----*** 

SIGINT.GRDTRK.SIGINC.RAD.METO 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      METEOROLOGICAL (MILITARY) 
 
Hierarchy: 4.X.3.1.2.11 
 
Framed: F  

 
 

IUGPSRMM----
*** 

 
 

IFGPSRMM----
*** 

 
 

INGPSRMM----
*** 

 
 

IHGPSRMM----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLAQ 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE ACQUISITION 
 
Hierarchy: 4.X.3.1.2.12 
 
Framed: F  

 
 

IUGPSRMA----
*** 

 
 

IFGPSRMA----*** 

 
 

INGPSRMA----
*** 

 
 

IHGPSRMA----
*** 

SIGINT.GRDTRK.SIGINC.RAD.MSLGDN 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      MISSILE GUIDANCE 
 
Hierarchy: 4.X.3.1.2.13 
 
Framed: F  

 
 

IUGPSRMG----
*** 

 
 

IFGPSRMG----*** 

 
 

INGPSRMG----
*** 

 
 

IHGPSRMG----
*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ABNCP 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      AIRBORNE COMMAND POST 
 
Hierarchy: 1.X.2.1.1.16.4 
 
Framed: F  

 
 

SUAPMFQD--
***** 

 
 

SFAPMFQD--
***** 

 
 

SNAPMFQD--
***** 

 
 

SHAPMFQD--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.FTR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      FIGHTER 
 
Hierarchy: 1.X.2.1.1.16.5 
 
Framed: F  

 
 

SUAPMFQF--
***** 

 
 

SFAPMFQF--
***** 

 
 

SNAPMFQF--
***** 

 
 

SHAPMFQF--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.CSAR 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      SEARCH & RESCUE (CSAR) 
 
Hierarchy: 1.X.2.1.1.16.6 
 
Framed: F  

 
 

SUAPMFQH--
***** 

 
 

SFAPMFQH--
***** 

 
 

SNAPMFQH--
***** 

 
 

SHAPMFQH--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.ECM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ELECTRONIC COUNTERMEASURES  
      (JAMMER) 
 
Hierarchy: 1.X.2.1.1.16.7 
 
Framed: F  

 
 

SUAPMFQJ--
***** 

 
 

SFAPMFQJ--
***** 

 
 

SNAPMFQJ--
***** 

 
 

SHAPMFQJ--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNK 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TANKER 
 
Hierarchy: 1.X.2.1.1.16.8 
 
Framed: F  

 
 

SUAPMFQK--
***** 

 
 

SFAPMFQK--
***** 

 
 

SNAPMFQK--
***** 

 
 

SHAPMFQK--
***** 

MIL-STD-2525C 
APPENDIX A 

 
TABLE A-V. UEI symbols - Continued. 

 

 101 

SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.RECON 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      RECONNAISSANCE 
 
Hierarchy: 1.X.2.1.1.16.14 
 
Framed: F  

 
 

SUAPMFQR--
***** 

 
 

SFAPMFQR--
***** 

 
 

SNAPMFQR--
***** 

 
 

SHAPMFQR--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      AIRBORNE EARLY WARNING (AEW) 
 
Hierarchy: 1.X.2.1.1.16.14.1 
 
Framed: F  

 
 

SUAPMFQRW-
***** 

 
 

SFAPMFQRW-
***** 

 
 

SNAPMFQRW-
***** 

 
 

SHAPMFQRW-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      ELECTRONIC SURVEILLANCE MEASURES 
 
Hierarchy: 1.X.2.1.1.16.14.2 
 
Framed: F  

 
 

SUAPMFQRZ-
***** 

 
 

SFAPMFQRZ-
***** 

 
 

SNAPMFQRZ-
***** 

 
 

SHAPMFQRZ-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      PHOTOGRAPHIC 
 
Hierarchy: 1.X.2.1.1.16.14.3 
 
Framed: F  

 
 

SUAPMFQRX-
***** 

 
 

SFAPMFQRX-
***** 

 
 

SNAPMFQRX-
***** 

 
 

SHAPMFQRX-
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.RECON 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      RECONNAISSANCE 
 
Hierarchy: 1.X.2.1.1.16.14 
 
Framed: F  

 
 

SUAPMFQR--
***** 

 
 

SFAPMFQR--
***** 

 
 

SNAPMFQR--
***** 

 
 

SHAPMFQR--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ABNEW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      AIRBORNE EARLY WARNING (AEW) 
 
Hierarchy: 1.X.2.1.1.16.14.1 
 
Framed: F  

 
 

SUAPMFQRW-
***** 

 
 

SFAPMFQRW-
***** 

 
 

SNAPMFQRW-
***** 

 
 

SHAPMFQRW-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.ESM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      ELECTRONIC SURVEILLANCE MEASURES 
 
Hierarchy: 1.X.2.1.1.16.14.2 
 
Framed: F  

 
 

SUAPMFQRZ-
***** 

 
 

SFAPMFQRZ-
***** 

 
 

SNAPMFQRZ-
***** 

 
 

SHAPMFQRZ-
***** 

WAR.AIRTRK.MIL.FIXD.DRN.RECON.PHG 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
DRONE (RPV/UA) 
   RECONNAISSANCE 
      PHOTOGRAPHIC 
 
Hierarchy: 1.X.2.1.1.16.14.3 
 
Framed: F  

 
 

SUAPMFQRX-
***** 

 
 

SFAPMFQRX-
***** 

 
 

SNAPMFQRX-
***** 

 
 

SHAPMFQRX-
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ASBW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ANTISUBMARINE WARFARE (ASW) 
 
Hierarchy: 1.X.2.1.1.16.15 
 
Framed: F  

 
 

SUAPMFQS--
***** 

 
 

SFAPMFQS--
***** 

 
 

SNAPMFQS--
***** 

 
 

SHAPMFQS--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNE 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TRAINER 
 
Hierarchy: 1.X.2.1.1.16.16 
 
Framed: F  

 
 

SUAPMFQT--
***** 

 
 

SFAPMFQT--
***** 

 
 

SNAPMFQT--
***** 

 
 

SHAPMFQT--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.UTY 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      UTILITY 
 
Hierarchy: 1.X.2.1.1.16.17 
 
Framed: F  

 
 

SUAPMFQU--
***** 

 
 

SFAPMFQU--
***** 

 
 

SNAPMFQU--
***** 

 
 

SHAPMFQU--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.COMM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      COMMUNICATIONS 
 
Hierarchy: 1.X.2.1.1.16.18 
 
Framed: F  

 
 

SUAPMFQY--
***** 

 
 

SFAPMFQY--
***** 

 
 

SNAPMFQY--
***** 

 
 

SHAPMFQY--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.MEDV 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      MEDEVAC 
 
Hierarchy: 1.X.2.1.1.16.19 
 
Framed: F  

 
 

SUAPMFQO--
***** 

 
 

SFAPMFQO--
***** 

 
 

SNAPMFQO--
***** 

 
 

SHAPMFQO--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.AIRTRK.MIL.FIXD.DRN.ASBW 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      ANTISUBMARINE WARFARE (ASW) 
 
Hierarchy: 1.X.2.1.1.16.15 
 
Framed: F  

 
 

SUAPMFQS--
***** 

 
 

SFAPMFQS--
***** 

 
 

SNAPMFQS--
***** 

 
 

SHAPMFQS--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.TNE 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      TRAINER 
 
Hierarchy: 1.X.2.1.1.16.16 
 
Framed: F  

 
 

SUAPMFQT--
***** 

 
 

SFAPMFQT--
***** 

 
 

SNAPMFQT--
***** 

 
 

SHAPMFQT--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.UTY 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      UTILITY 
 
Hierarchy: 1.X.2.1.1.16.17 
 
Framed: F  

 
 

SUAPMFQU--
***** 

 
 

SFAPMFQU--
***** 

 
 

SNAPMFQU--
***** 

 
 

SHAPMFQU--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.COMM 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      COMMUNICATIONS 
 
Hierarchy: 1.X.2.1.1.16.18 
 
Framed: F  

 
 

SUAPMFQY--
***** 

 
 

SFAPMFQY--
***** 

 
 

SNAPMFQY--
***** 

 
 

SHAPMFQY--
***** 

WAR.AIRTRK.MIL.FIXD.DRN.MEDV 
 
WARFIGHTING SYMBOLS 
AIR TRACK 
MILITARY 
FIXED WING 
   DRONE (RPV/UA) 
      MEDEVAC 
 
Hierarchy: 1.X.2.1.1.16.19 
 
Framed: F  

 
 

SUAPMFQO--
***** 

 
 

SFAPMFQO--
***** 

 
 

SNAPMFQO--
***** 

 
 

SHAPMFQO--
***** 
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TABLE G-IV. Incidents. 
 

SYMBOL IMAGES 
EMS 
 
EMERGENCY MANAGEMENT SYMBOLS 
 

N/A N/A N/A N/A 

EMS.INCDNT 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
 
Feature symbols that indicate a cause of action or 
source of disaster. 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

EMS.INCDNT.CVDIS 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
      CIVIL DISTURBANCE INCIDENT 
 
Framed: F  
 
Human activities resulting in the disruption of services 
or requiring varying levels of support, law enforcement 
or attention. 

Unknown 
 

 
 

EUIPA-----***** 

Friend 
 

 
 

EFIPA-----***** 

Neutral 
 

 
 

ENIPA-----***** 

Hostile 
 

 
 

EHIPA-----***** 

EMS.INCDNT.CVDIS.DEMO 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DEMONSTRATION 
 
Identical to: STBOPS.OPN.DEMO 
 
Framed: F  
 
A public display of group feelings toward a person or 
cause. (Source: Merriam-Webster Online Dictionary 
definition) 

Unknown 
 

 
 

OUOPD-----***** 

Friend 
 

 
 

OFOPD-----***** 

Neutral 
 

 
 

ONOPD-----***** 

Hostile 
 

 
 

OHOPD-----***** 

EMS.INCDNT.CVDIS.DISPOP 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DISPLACED POPULATION 
 
Identical to: STBOPS.ITM.RFG  
 
Framed: F  
 
Persons or groups who have been forced to leave their 
homes or places of habitual residence as a result of or 
in order to avoid armed conflict, violations of human 
rights, or natural or human-made disasters. (Source: 
United Nations Guiding Principles on Internally 
Displaced Persons, 1998) 

Unknown 
 

 
 

OUIPR-----***** 

Friend 
 

 
 

OFIPR-----***** 

Neutral 
 

 
 

ONIPR-----***** 

Hostile 
 

 
 

OHIPR-----***** 
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1043 
 

TABLE G-IV. Incidents. 
 

SYMBOL IMAGES 
EMS 
 
EMERGENCY MANAGEMENT SYMBOLS 
 

N/A N/A N/A N/A 

EMS.INCDNT 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
 
Feature symbols that indicate a cause of action or 
source of disaster. 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

EMS.INCDNT.CVDIS 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INCIDENT 
      CIVIL DISTURBANCE INCIDENT 
 
Framed: F  
 
Human activities resulting in the disruption of services 
or requiring varying levels of support, law enforcement 
or attention. 

Unknown 
 

 
 

EUIPA-----***** 

Friend 
 

 
 

EFIPA-----***** 

Neutral 
 

 
 

ENIPA-----***** 

Hostile 
 

 
 

EHIPA-----***** 

EMS.INCDNT.CVDIS.DEMO 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DEMONSTRATION 
 
Identical to: STBOPS.OPN.DEMO 
 
Framed: F  
 
A public display of group feelings toward a person or 
cause. (Source: Merriam-Webster Online Dictionary 
definition) 

Unknown 
 

 
 

OUOPD-----***** 

Friend 
 

 
 

OFOPD-----***** 

Neutral 
 

 
 

ONOPD-----***** 

Hostile 
 

 
 

OHOPD-----***** 

EMS.INCDNT.CVDIS.DISPOP 
 
EMERGENCY MANAGEMENT SYMBOLS 
INCIDENT 
   CIVIL DISTURBANCE INCIDENT 
      CIVIL DISPLACED POPULATION 
 
Identical to: STBOPS.ITM.RFG  
 
Framed: F  
 
Persons or groups who have been forced to leave their 
homes or places of habitual residence as a result of or 
in order to avoid armed conflict, violations of human 
rights, or natural or human-made disasters. (Source: 
United Nations Guiding Principles on Internally 
Displaced Persons, 1998) 

Unknown 
 

 
 

OUIPR-----***** 

Friend 
 

 
 

OFIPR-----***** 

Neutral 
 

 
 

ONIPR-----***** 

Hostile 
 

 
 

OHIPR-----***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
STBOPS.OPN.SPY 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      SPY 
 
Hierarchy: 5.X.3.7 
 
Framed: F  

 
 

OUOPS-----***** 

 
 

OFOPS-----***** 

 
 

ONOPS-----***** 

 
 

OHOPS-----***** 

STBOPS.OPN.FDDIST 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      FOOD DISTRIBUTION 
 
Hierarchy: 5.X.3.8 
 
Framed: F  

 
 

OUOPO-----***** 

 
 

OFOPO-----***** 

 
 

ONOPO-----***** 

 
 

OHOPO-----***** 

STBOPS.OPN.EXTN 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      EXTORTION 
 
Hierarchy: 5.X.3.9 
 
Framed: F  

 
 

OUOPE-----***** 

 
 

OFOPE-----***** 

 
 

ONOPE-----***** 

 
 

OHOPE-----***** 

STBOPS.OPN.HJKG 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      HIJACKING 
 
Hierarchy: 5.X.3.10 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

STBOPS.OPN.HJKG.VEH 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (VEHICLE) 
 
Hierarchy: 5.X.3.10.1 
 
Framed: F  

 
 

OUOPHT----***** 

 
 

OFOPHT----***** 

 
 

ONOPHT----***** 

 
 

OHOPHT----***** 

STBOPS.OPN.HJKG.APL 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (AIRPLANE) 
 
Hierarchy: 5.X.3.10.2 
 
Framed: F  

 
 

OUOPHA----
***** 

 
 

OFOPHA----***** 

 
 

ONOPHA----
***** 

 
 

OHOPHA----
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
STBOPS.OPN.SPY 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      SPY 
 
Hierarchy: 5.X.3.7 
 
Framed: F  

 
 

OUOPS-----***** 

 
 

OFOPS-----***** 

 
 

ONOPS-----***** 

 
 

OHOPS-----***** 

STBOPS.OPN.FDDIST 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      FOOD DISTRIBUTION 
 
Hierarchy: 5.X.3.8 
 
Framed: F  

 
 

OUOPO-----***** 

 
 

OFOPO-----***** 

 
 

ONOPO-----***** 

 
 

OHOPO-----***** 

STBOPS.OPN.EXTN 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      EXTORTION 
 
Hierarchy: 5.X.3.9 
 
Framed: F  

 
 

OUOPE-----***** 

 
 

OFOPE-----***** 

 
 

ONOPE-----***** 

 
 

OHOPE-----***** 

STBOPS.OPN.HJKG 
 
STABILITY OPERATIONS (SO) 
   OPERATIONS 
      HIJACKING 
 
Hierarchy: 5.X.3.10 

N/A 
 

N/A 
 

N/A 
 

N/A 
 

STBOPS.OPN.HJKG.VEH 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (VEHICLE) 
 
Hierarchy: 5.X.3.10.1 
 
Framed: F  

 
 

OUOPHT----***** 

 
 

OFOPHT----***** 

 
 

ONOPHT----***** 

 
 

OHOPHT----***** 

STBOPS.OPN.HJKG.APL 
 
STABILITY OPERATIONS (SO) 
OPERATIONS 
   HIJACKING 
      HIJACKING (AIRPLANE) 
 
Hierarchy: 5.X.3.10.2 
 
Framed: F  

 
 

OUOPHA----
***** 

 
 

OFOPHA----***** 

 
 

ONOPHA----
***** 

 
 

OHOPHA----
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC 
 
SIGNALS INTELLIGENCE 
   GROUND TRACK 
      SIGNAL INTERCEPT 
 
Hierarchy: 4.X.3.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
   SIGNAL INTERCEPT 
      COMMUNICATIONS 
 
Hierarchy: 4.X.3.1.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM.CELL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      CELLULAR/MOBILE 
 
Hierarchy: 4.X.3.1.1.1 
 
Framed: F  

 
 

IUGPSCC-----*** 

 
 

IFGPSCC-----*** 

 
 

INGPSCC-----*** 

 
 

IHGPSCC-----*** 

SIGINT.GRDTRK.SIGINC.COMM.OLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      OMNI-LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.2 
 
Framed: F  

 
 

IUGPSCO-----*** 

 
 

IFGPSCO-----*** 

 
 

INGPSCO-----*** 

 
 

IHGPSCO-----*** 

SIGINT.GRDTRK.SIGINC.COMM.PTPLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      POINT-TO-POINT LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.3 
 
Framed: F  

 
 

IUGPSCP-----*** 

 
 

IFGPSCP-----*** 

 
 

INGPSCP-----*** 

 
 

IHGPSCP-----*** 

SIGINT.GRDTRK.SIGINC.COMM.SATUL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      SATELLITE UPLINK 
 
Hierarchy: 4.X.3.1.1.4 
 
Framed: F  

 
 

IUGPSCS-----*** 

 
 

IFGPSCS-----*** 

 
 

INGPSCS-----*** 

 
 

IHGPSCS-----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC 
 
SIGNALS INTELLIGENCE 
   GROUND TRACK 
      SIGNAL INTERCEPT 
 
Hierarchy: 4.X.3.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
   SIGNAL INTERCEPT 
      COMMUNICATIONS 
 
Hierarchy: 4.X.3.1.1 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.COMM.CELL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      CELLULAR/MOBILE 
 
Hierarchy: 4.X.3.1.1.1 
 
Framed: F  

 
 

IUGPSCC-----*** 

 
 

IFGPSCC-----*** 

 
 

INGPSCC-----*** 

 
 

IHGPSCC-----*** 

SIGINT.GRDTRK.SIGINC.COMM.OLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      OMNI-LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.2 
 
Framed: F  

 
 

IUGPSCO-----*** 

 
 

IFGPSCO-----*** 

 
 

INGPSCO-----*** 

 
 

IHGPSCO-----*** 

SIGINT.GRDTRK.SIGINC.COMM.PTPLOS 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      POINT-TO-POINT LINE OF SIGHT (LOS) 
 
Hierarchy: 4.X.3.1.1.3 
 
Framed: F  

 
 

IUGPSCP-----*** 

 
 

IFGPSCP-----*** 

 
 

INGPSCP-----*** 

 
 

IHGPSCP-----*** 

SIGINT.GRDTRK.SIGINC.COMM.SATUL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      SATELLITE UPLINK 
 
Hierarchy: 4.X.3.1.1.4 
 
Framed: F  

 
 

IUGPSCS-----*** 

 
 

IFGPSCS-----*** 

 
 

INGPSCS-----*** 

 
 

IHGPSCS-----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC.COMM.TPSSCT 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      TROPOSPHERIC SCATTER 
 
Hierarchy: 4.X.3.1.1.5 
 
Framed: F  

 
 

IUGPSCT-----*** 

 
 

IFGPSCT-----*** 

 
 

INGPSCT-----*** 

 
 

IHGPSCT-----*** 

SIGINT.GRDTRK.SIGINC.RAD 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
   SIGNAL INTERCEPT 
      RADAR 
 
Hierarchy: 4.X.3.1.2 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.RAD.ATCTL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      AIR TRAFFIC CONTROL 
 
Hierarchy: 4.X.3.1.2.1 
 
Framed: F  

 
 

IUGPSRAT----*** 

 
 

IFGPSRAT----*** 

 
 

INGPSRAT----*** 

 
 

IHGPSRAT----*** 

SIGINT.GRDTRK.SIGINC.RAD.AA/C 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      ANTIAIRCRAFT 
 
Hierarchy: 4.X.3.1.2.2 
 
Framed: F  

 
 

IUGPSRAA----*** 

 
 

IFGPSRAA----*** 

 
 

INGPSRAA----*** 

 
 

IHGPSRAA----*** 

SIGINT.GRDTRK.SIGINC.RAD.BTFSVL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      BATTLEFIELD SURVEILLANCE 
 
Hierarchy: 4.X.3.1.2.3 
 
Framed: F  

 
 

IUGPSRB-----*** 

 
 

IFGPSRB-----*** 

 
 

INGPSRB-----*** 

 
 

IHGPSRB-----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
SIGINT.GRDTRK.SIGINC.COMM.TPSSCT 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   COMMUNICATIONS 
      TROPOSPHERIC SCATTER 
 
Hierarchy: 4.X.3.1.1.5 
 
Framed: F  

 
 

IUGPSCT-----*** 

 
 

IFGPSCT-----*** 

 
 

INGPSCT-----*** 

 
 

IHGPSCT-----*** 

SIGINT.GRDTRK.SIGINC.RAD 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
   SIGNAL INTERCEPT 
      RADAR 
 
Hierarchy: 4.X.3.1.2 

N/A N/A N/A N/A 

SIGINT.GRDTRK.SIGINC.RAD.ATCTL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      AIR TRAFFIC CONTROL 
 
Hierarchy: 4.X.3.1.2.1 
 
Framed: F  

 
 

IUGPSRAT----*** 

 
 

IFGPSRAT----*** 

 
 

INGPSRAT----*** 

 
 

IHGPSRAT----*** 

SIGINT.GRDTRK.SIGINC.RAD.AA/C 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      ANTIAIRCRAFT 
 
Hierarchy: 4.X.3.1.2.2 
 
Framed: F  

 
 

IUGPSRAA----*** 

 
 

IFGPSRAA----*** 

 
 

INGPSRAA----*** 

 
 

IHGPSRAA----*** 

SIGINT.GRDTRK.SIGINC.RAD.BTFSVL 
 
SIGNALS INTELLIGENCE 
GROUND TRACK 
SIGNAL INTERCEPT 
   RADAR 
      BATTLEFIELD SURVEILLANCE 
 
Hierarchy: 4.X.3.1.2.3 
 
Framed: F  

 
 

IUGPSRB-----*** 

 
 

IFGPSRB-----*** 

 
 

INGPSRB-----*** 

 
 

IHGPSRB-----*** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.JMG 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      JAMMING 
 
Hierarchy: 1.X.3.1.2.2.2.1.4 
 
Framed: F  

 
 

SUGPUUMSEJ***
** 

 
 

SFGPUUMSEJ***
** 

 
 

SNGPUUMSEJ***
** 

 
 

SHGPUUMSEJ***
** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.THT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      THEATER 
 
Hierarchy: 1.X.3.1.2.2.2.1.5 
 
Framed: F  

 
 

SUGPUUMSET**
*** 

 
 

SFGPUUMSET**
*** 

 
 

SNGPUUMSET**
*** 

 
 

SHGPUUMSET**
*** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.CRP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      CORPS 
 
Hierarchy: 1.X.3.1.2.2.2.1.6 
 
Framed: F  

 
 

SUGPUUMSEC**
*** 

 
 

SFGPUUMSEC**
*** 

 
 

SNGPUUMSEC**
*** 

 
 

SHGPUUMSEC**
*** 

WAR.GRDTRK.UNT.CS.MILINT.CINT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
   MILITARY INTELLIGENCE 
      COUNTERINTELLIGENCE 
 
Hierarchy: 1.X.3.1.2.2.3 
 
Framed: F  

 
 

SUGPUUMC--
***** 

 
 

SFGPUUMC--
***** 

 
 

SNGPUUMC--
***** 

 
 

SHGPUUMC--
***** 
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SYMBOL UNKNOWN FRIEND NEUTRAL HOSTILE 
WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.JMG 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      JAMMING 
 
Hierarchy: 1.X.3.1.2.2.2.1.4 
 
Framed: F  

 
 

SUGPUUMSEJ***
** 

 
 

SFGPUUMSEJ***
** 

 
 

SNGPUUMSEJ***
** 

 
 

SHGPUUMSEJ***
** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.THT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      THEATER 
 
Hierarchy: 1.X.3.1.2.2.2.1.5 
 
Framed: F  

 
 

SUGPUUMSET**
*** 

 
 

SFGPUUMSET**
*** 

 
 

SNGPUUMSET**
*** 

 
 

SHGPUUMSET**
*** 

WAR.GRDTRK.UNT.CS.MILINT.SIGINT.ECW.CRP 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
MILITARY INTELLIGENCE 
SIGNAL INTELLIGENCE (SIGINT) 
   ELECTRONIC WARFARE 
      CORPS 
 
Hierarchy: 1.X.3.1.2.2.2.1.6 
 
Framed: F  

 
 

SUGPUUMSEC**
*** 

 
 

SFGPUUMSEC**
*** 

 
 

SNGPUUMSEC**
*** 

 
 

SHGPUUMSEC**
*** 

WAR.GRDTRK.UNT.CS.MILINT.CINT 
 
WARFIGHTING SYMBOLS 
GROUND TRACK 
UNIT 
COMBAT SUPPORT 
   MILITARY INTELLIGENCE 
      COUNTERINTELLIGENCE 
 
Hierarchy: 1.X.3.1.2.2.3 
 
Framed: F  

 
 

SUGPUUMC--
***** 

 
 

SFGPUUMC--
***** 

 
 

SNGPUUMC--
***** 

 
 

SHGPUUMC--
***** 
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SYMBOL IMAGES 
EMS.INFSTR.TELCOM.TCTWR 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE  
   TELECOMMUNICATIONS 
   INFRASTRUCTURE 
      TELECOMMUNICATIONS TOWER 
 
Framed: F  
 
Any structure that is designed and constructed 
primarily for the purpose of supporting one or more 
antennas for telephone, radio and similar 
communication purposes. 
 

Unknown 
 

 
 

EUFPKB----H**** 

Friend 
 

 
 

EFFPKB----H**** 

Neutral 
 

 
 

ENFPKB----H**** 

Hostile 
 

 
 

EHFPKB----H**** 

EMS.INFSTR.TSP 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INFRASTRUCTURE  
      TRANSPORTATION INFRASTRUCTURE 
 
Identical to: WAR.GRDTRK.INS.TSPF 
 
Framed: F  
 
A part of the infrastructure devoted to the movement of 
passengers and goods. 

Unknown 
 

 
 

SUGPIT----H**** 

Friend 
 

 
 

SFGPIT----H**** 

Neutral 
 

 
 

SNGPIT----H**** 

Hostile 
 

 
 

SHGPIT----H**** 

EMS.INFSTR.TSP.ATCF 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIR TRAFFIC CONTROL FACILITY 
 
Framed: F  
 
A facility operated by appropriate authority to promote 
the safe, orderly and expeditious flow of air traffic. 
(Source: The Federal Aviation Administration glossary; 
link at: http://www.fly.faa.gov/ 
Products/Glossary_of_Terms/ glossary_of_terms.html) 

Unknown 
 

 
 

EUFPLA----H**** 

Friend 
 

 
 

EFFPLA----H**** 

Neutral 
 

 
 

ENFPLA----H**** 

Hostile 
 

 
 

EHFPLA----H**** 

EMS.INFSTR.TSP.AIRPT 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIRPORT 
 
Identical to: WAR.GRDTRK.INS.MILBF.AB 
 
Framed: F 
 
An area of land or other hard surface, excluding water, 
that is used or intended to be used for the landing and 
takeoff of aircraft, and includes its buildings and 
facilities, if any.  (Source: The Federal Aviation 
Administration glossary; link at: 
http://wildlifemitigation.tc.faa.gov/public_html/manual
s/glossary.pdf) 

Unknown 
 

 
 

SUGPIBA---
H**** 

Friend 
 

 
 

SFGPIBA---H**** 

Neutral 
 

 
 

SNGPIBA---
H**** 

Hostile 
 

 
 

SHGPIBA---
H**** 
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SYMBOL IMAGES 
EMS.INFSTR.TELCOM.TCTWR 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE  
   TELECOMMUNICATIONS 
   INFRASTRUCTURE 
      TELECOMMUNICATIONS TOWER 
 
Framed: F  
 
Any structure that is designed and constructed 
primarily for the purpose of supporting one or more 
antennas for telephone, radio and similar 
communication purposes. 
 

Unknown 
 

 
 

EUFPKB----H**** 

Friend 
 

 
 

EFFPKB----H**** 

Neutral 
 

 
 

ENFPKB----H**** 

Hostile 
 

 
 

EHFPKB----H**** 

EMS.INFSTR.TSP 
 
EMERGENCY MANAGEMENT SYMBOLS 
   INFRASTRUCTURE  
      TRANSPORTATION INFRASTRUCTURE 
 
Identical to: WAR.GRDTRK.INS.TSPF 
 
Framed: F  
 
A part of the infrastructure devoted to the movement of 
passengers and goods. 

Unknown 
 

 
 

SUGPIT----H**** 

Friend 
 

 
 

SFGPIT----H**** 

Neutral 
 

 
 

SNGPIT----H**** 

Hostile 
 

 
 

SHGPIT----H**** 

EMS.INFSTR.TSP.ATCF 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIR TRAFFIC CONTROL FACILITY 
 
Framed: F  
 
A facility operated by appropriate authority to promote 
the safe, orderly and expeditious flow of air traffic. 
(Source: The Federal Aviation Administration glossary; 
link at: http://www.fly.faa.gov/ 
Products/Glossary_of_Terms/ glossary_of_terms.html) 

Unknown 
 

 
 

EUFPLA----H**** 

Friend 
 

 
 

EFFPLA----H**** 

Neutral 
 

 
 

ENFPLA----H**** 

Hostile 
 

 
 

EHFPLA----H**** 

EMS.INFSTR.TSP.AIRPT 
 
EMERGENCY MANAGEMENT SYMBOLS 
INFRASTRUCTURE   
   TRANSPORTATION INFRASTRUCTURE 
      AIRPORT 
 
Identical to: WAR.GRDTRK.INS.MILBF.AB 
 
Framed: F 
 
An area of land or other hard surface, excluding water, 
that is used or intended to be used for the landing and 
takeoff of aircraft, and includes its buildings and 
facilities, if any.  (Source: The Federal Aviation 
Administration glossary; link at: 
http://wildlifemitigation.tc.faa.gov/public_html/manual
s/glossary.pdf) 

Unknown 
 

 
 

SUGPIBA---
H**** 

Friend 
 

 
 

SFGPIBA---H**** 

Neutral 
 

 
 

SNGPIBA---
H**** 

Hostile 
 

 
 

SHGPIBA---
H**** 



A	  FEW	  STRATEGIES	  	  



FORTUNA	  Framework	  

•  5th	  IEEE	  NSS,	  Milan,	  2011	  
–  Ini5al	  version	  
– Model	  plus	  tool	  

•  JSS	  Elsevier,	  2013	  
– Model	  expansion	  
– More	  tools	  
– Architectural	  flaw	  on	  SPARC	  processor	  found	  



Example	  –	  Crypto	  Token	  



System	  Observa5ons	  
1.  A	  secure	  system	  can	  be	  composed	  of	  other	  systems	  (or	  

components);	  
2.  The	  security	  of	  systems	  has	  a	  probabilis5c	  nature	  (not	  the	  

aiacks);	  
3.  Individually	  insecure	  (with	  respect	  to	  a	  given	  policy)	  

components	  can	  be	  arranged	  in	  the	  form	  of	  a	  secure	  system;	  
4.  Secure	  components	  (with	  respect	  to	  a	  given	  policy)	  may	  be	  

arranged	  into	  an	  insecure	  system;	  
5.  Ul5mately,	  all	  components	  are	  physical.	  Logical	  components	  

are	  abstrac5ons	  represented	  in	  a	  par5cular	  physical	  
component	  configura5on	  (or	  state);	  

6.  There	  are	  no	  complete	  descrip5ons	  of	  non-‐trivial	  prac5cal	  
systems;	  

7.  Every	  component	  has	  an	  associated	  cost	  for	  its	  deployment;	  
8.  Certain	  (typically	  local)	  components	  are	  associated	  with	  

adversary	  rewards;	  



Extracted	  Proper5es	  I	  
B1.	  Interac@on	  channel:	  every	  subsystem	  that	  can	  be	  
composed	  with	  others	  has	  one	  interac5on	  channel.	  This	  
interac5on	  channel	  may	  be	  a	  logical	  abstrac5on,	  
providing	  a	  communica5on	  channel.	  The	  channel	  can	  be	  
directed	  or	  not.	  	  
B2.	  Entropic	  poten@al:	  represents	  the	  informa5on	  assets	  
that	  generate	  benefits	  for	  the	  opponent.	  Measured	  in	  
bits.	  
B3.	  Entropic	  impedance	  (or	  resistance	  to	  leakage):	  
quan5fies	  the	  permeability	  of	  components	  and	  
interac5on	  channels	  to	  entropy.	  It	  is	  given	  as	  the	  
probability	  that	  a	  given	  entropy	  amount	  migrates	  in	  a	  
given	  5meframe	  from	  A	  to	  B	  trough	  an	  channel	  AB.	  	  



Extracted	  Proper5es	  II	  

B4.	  Implicit	  security:	  components	  with	  a	  certain	  set	  
of	  security	  policies	  are	  subject	  to	  different	  aiacks.	  
Each	  aiack	  has	  a	  different	  cost	  and	  a	  different	  
success	  probability.	  	  
B5.	  Security	  provided:	  expresses	  the	  ability	  an	  
(direc5onal)	  interac5on	  has	  of	  transpor5ng	  the	  
implicit	  security	  experienced	  by	  a	  component	  A	  to	  a	  
component	  B.	  Together	  with	  the	  implicit	  security,	  it	  
expresses	  the	  ``protec5on	  rela5onship'’.	  



Models	  

•  Our	  observa5ons	  and	  proper5es	  are	  used	  to	  
produce	  models	  where	  security	  characteris5cs	  
can	  be	  explored	  

•  We	  inves5gated	  three	  models:	  
– Two	  are	  graph-‐based:	  

•  Model	  1:	  Bit	  leakage	  
•  Model	  2:	  Adversary	  path	  

– One	  is	  based	  on	  Decision	  Theore5c	  Probabilis5c	  
ProLog	  -‐	  DTProbLog	  



Graph	  Model	  1	  –	  Bit-‐Leakage	  

•  Uses	  Proper5es	  B1,	  B2,	  and	  B3:	  interac5on	  
channel,	  entropic	  poten5al,	  and	  entropic	  
impedance	  

•  Let	  D	  =	  (V,	  A)	  be	  a	  digraph	  represen5ng	  a	  related	  
system	  and	  external	  agents	  that	  interact	  with	  it	  

•  Each	  vertex	  i	  from	  V	  represents	  a	  system	  
component	  or	  a	  principal.	  Each	  arc	  ij	  from	  A	  
represents	  a	  interac5on	  channels	  (B1).	  	  

•  Let	  s	  be	  a	  bit	  of	  the	  secret	  (B2)	  which	  the	  system	  
protects	  and	  that	  the	  adversary	  aims	  



Graph	  Model	  1	  –	  Bit-‐Leakage	  II	  

•  Vertex	  i	  has	  probability	  pvi	  of	  knowing	  s	  
•  By	  proper5es	  B1	  and	  B3,	  s	  	  leaks	  from	  its	  
container	  (say	  i)	  through	  the	  arcs	  ij	  with	  
probability	  pai,j	  	  

•  We	  are	  interested	  in	  minimizing	  pvk	  for	  the	  
vertex	  k	  that	  represents	  the	  aiacker	  



Probabili5es	  –	  Model	  1	  

Fig. 3. Definition 1: vertices and relations.

“priv key” to the opponent. The same graphical model allows
for immediate intervention: removing link between “key mngt
alg” and “priv key” reduces risks. This modification conforms
to the “least privileges policy”. Formalizing all this, we have

Definition 1 (Model 1): Let D = (V,A) be a digraph
representing a related system and external agents that interact
with it. V is the set of vertices representing the system
constituents and external stakeholders (users, opponents). Let
A be the set of arcs representing the interaction channel (B1).
Let s be a bit of the secret S of interest to the opponent (B2)
and which the system protects. By properties B1 and B3, we
observe that s leaks from its container through the arcs with
probability pa

i,j

(the probability that s transits from vertex
i to j through arc ij), so that vertex j now has probability
pv

j

of knowing s. We are interested in minimizing pv for the
vertex that represents the attacker.

In the following we consider all probabilistic events inde-
pendent. Given Definition 1, pv

j

in figure 3 is given by:

pv

j

= pa

i,j

⇥ pv

i

, (1)

where pa

i,j

is given. When j has multiple edges or incident
arcs (Figure 3), it suffices that s leaks through only one arc;
so, for each vertex j we can write:

pv

j

= 1�
Y

i2N

�
D (j)

(1� pv

i

⇥ pa

i,j

), (2)

where N

�
D

(j) is the set of all in-neighbors of j. For all n
vertices of D we can write the same equality with a maximum
of n variables in pv

i

, which provides us with a system of
degree n totally determined. For the vertex k that contains s,
pv

k

is trivially 1.
Figure 4 shows the same architecture of Figure 1. This

digraph is a re-orientation of a subgraph of Figure 2, when
applying properties B1, B4, and B5. This digraph represents
the “protection” relationship and can be read alternatively as
“the safety of vertex j depends on vertex i”. We observe that
the protection relations begin at the physical components and
end at the logical ones, respecting the natural concept of “con-
tained” - logical components are contained in one (or more)
physical component(s). Interestingly, the protection relation
has wider scope when compared with the entropy graph, as it
can model different types of security objetives (e.g. integrity,
availability), not only confidentiality. The representation of
Figure 4 is related to Schneier‘s attack trees [11].

Fig. 4. Protection (or security depends) relationship. Graph representation
of the same token architecture but obtained applying observations 1 to 8 and
properties B1, B4 and B5.

The graph of Figure 4 can be either split into a set of
graphs, each for a security objective, or annotated so that it
correctly captures security dependencies. In either case, it may
require designer intervention to qualify the relations, especially
regarding logical conditions (and, or)8. Obviously, for large
systems, the required annotation amount may be impeditive
and hinder the benefits of the graph analysis. For this reason, in
Section III-D we present an alternative based on DTProbLog,
a probabilistic derivation of the Prolog language. Now, we
formalize:

Definition 2: Let D = (V,A) be a connected digraph
representing part of a system. V is the set of vertices repre-
senting components that establish relations of protection. By
Obs8, for each vertex v of V there is a cost e

v

(financial,
work, performance) associated with the use of v. Let A be
the set of arcs representing the protection relationships (or
security dependence) via a given interaction channel. By B4,
for each arc uv of A there is a cost c

uv

associated with a
given probability of success pp

uv

. The arcs incident on v

can be composed in and/or form. Let C be a subset of V

representing the system’s CSP. By Obs9, to each vertex v of
C is associated a gain g

v

. We are interested in making the best
(chance of success) attack plan which more expensive than the
expected gain for the adversary.

In the following we consider all probabilistic events in-
dependent. Given Definition 2, the expected probability of
success of an attack on vertex j of Figure 5 is given by
pp

j

= p

ij

, while the expected cost of a successful attack on
j via arc ij is given by:

e

j

= e

ij

=
f(p

ij

)

p

ij

+ e

i

, (3)

where p

ij

and f(p
ij

) are given and e

i

is the attack cost
i. When multiple protection relations are established, the
cost is given by the smallest attack value among all possi-
bilities (incident arcs). The problem is therefore related to
the ”shortest-path problem”, but with some changes: when
an “and” relationship is established (x sign in the figure,)

8e. g. the security of component A depends on component B (and/or) C

Fig. 3. Definition 1: vertices and relations.

“priv key” to the opponent. The same graphical model allows
for immediate intervention: removing link between “key mngt
alg” and “priv key” reduces risks. This modification conforms
to the “least privileges policy”. Formalizing all this, we have

Definition 1 (Model 1): Let D = (V,A) be a digraph
representing a related system and external agents that interact
with it. V is the set of vertices representing the system
constituents and external stakeholders (users, opponents). Let
A be the set of arcs representing the interaction channel (B1).
Let s be a bit of the secret S of interest to the opponent (B2)
and which the system protects. By properties B1 and B3, we
observe that s leaks from its container through the arcs with
probability pa

i,j

(the probability that s transits from vertex
i to j through arc ij), so that vertex j now has probability
pv

j

of knowing s. We are interested in minimizing pv for the
vertex that represents the attacker.

In the following we consider all probabilistic events inde-
pendent. Given Definition 1, pv

j

in figure 3 is given by:

pv

j

= pa

i,j

⇥ pv

i

, (1)

where pa

i,j

is given. When j has multiple edges or incident
arcs (Figure 3), it suffices that s leaks through only one arc;
so, for each vertex j we can write:

pv

j

= 1�
Y

i2N

�
D (j)

(1� pv

i

⇥ pa

i,j

), (2)

where N

�
D

(j) is the set of all in-neighbors of j. For all n
vertices of D we can write the same equality with a maximum
of n variables in pv

i

, which provides us with a system of
degree n totally determined. For the vertex k that contains s,
pv

k

is trivially 1.
Figure 4 shows the same architecture of Figure 1. This

digraph is a re-orientation of a subgraph of Figure 2, when
applying properties B1, B4, and B5. This digraph represents
the “protection” relationship and can be read alternatively as
“the safety of vertex j depends on vertex i”. We observe that
the protection relations begin at the physical components and
end at the logical ones, respecting the natural concept of “con-
tained” - logical components are contained in one (or more)
physical component(s). Interestingly, the protection relation
has wider scope when compared with the entropy graph, as it
can model different types of security objetives (e.g. integrity,
availability), not only confidentiality. The representation of
Figure 4 is related to Schneier‘s attack trees [11].

Fig. 4. Protection (or security depends) relationship. Graph representation
of the same token architecture but obtained applying observations 1 to 8 and
properties B1, B4 and B5.

The graph of Figure 4 can be either split into a set of
graphs, each for a security objective, or annotated so that it
correctly captures security dependencies. In either case, it may
require designer intervention to qualify the relations, especially
regarding logical conditions (and, or)8. Obviously, for large
systems, the required annotation amount may be impeditive
and hinder the benefits of the graph analysis. For this reason, in
Section III-D we present an alternative based on DTProbLog,
a probabilistic derivation of the Prolog language. Now, we
formalize:

Definition 2: Let D = (V,A) be a connected digraph
representing part of a system. V is the set of vertices repre-
senting components that establish relations of protection. By
Obs8, for each vertex v of V there is a cost e

v

(financial,
work, performance) associated with the use of v. Let A be
the set of arcs representing the protection relationships (or
security dependence) via a given interaction channel. By B4,
for each arc uv of A there is a cost c

uv

associated with a
given probability of success pp

uv

. The arcs incident on v

can be composed in and/or form. Let C be a subset of V

representing the system’s CSP. By Obs9, to each vertex v of
C is associated a gain g

v

. We are interested in making the best
(chance of success) attack plan which more expensive than the
expected gain for the adversary.

In the following we consider all probabilistic events in-
dependent. Given Definition 2, the expected probability of
success of an attack on vertex j of Figure 5 is given by
pp

j

= p

ij

, while the expected cost of a successful attack on
j via arc ij is given by:

e

j

= e

ij

=
f(p

ij

)

p

ij

+ e

i

, (3)

where p

ij

and f(p
ij

) are given and e

i

is the attack cost
i. When multiple protection relations are established, the
cost is given by the smallest attack value among all possi-
bilities (incident arcs). The problem is therefore related to
the ”shortest-path problem”, but with some changes: when
an “and” relationship is established (x sign in the figure,)

8e. g. the security of component A depends on component B (and/or) C





Graph	  Model	  2	  –	  Aiack	  Path	  

•  Uses	  Proper5es	  B1,	  B4,	  and	  B5:	  implicit	  
security,	  security	  provided	  

•  Let	  D	  =	  (V,	  A)	  be	  a	  connected	  digraph	  
represen5ng	  part	  of	  a	  system.	  

•  Each	  vertex	  i	  of	  V	  represents	  a	  system	  
component	  that	  can	  establish	  rela5ons	  of	  
protec5on.	  To	  each	  vertex	  i	  there	  is	  a	  related	  
cost	  ev.	  Each	  arc	  ij	  of	  A	  represents	  protec5on	  
rela5onships.	  



Graph	  Model	  2	  –	  Aiack	  Path	  

•  By	  B4,	  for	  each	  arc	  ij	  of	  A	  there	  is	  a	  viola5on	  cost	  
cij	  associated	  with	  a	  given	  probability	  of	  succesful	  
aiack	  ppij.	  	  

•  The	  arcs	  incident	  on	  j	  can	  be	  composed	  in	  and/or	  
form.	  	  

•  Let	  C	  be	  a	  subset	  of	  V	  represen5ng	  the	  system's	  
CSP.	  To	  each	  vertex	  j	  of	  C	  is	  associated	  a	  gain	  gj.	  	  

•  We	  are	  interested	  in	  making	  the	  best	  aiack	  plan	  
more	  expensive	  than	  the	  expected	  gain	  for	  the	  
adversary.	  



Probabili5es	  and	  Costs	  –	  Model	  2	  

Fig. 3. Definition 1: vertices and relations.

“priv key” to the opponent. The same graphical model allows
for immediate intervention: removing link between “key mngt
alg” and “priv key” reduces risks. This modification conforms
to the “least privileges policy”. Formalizing all this, we have

Definition 1 (Model 1): Let D = (V,A) be a digraph
representing a related system and external agents that interact
with it. V is the set of vertices representing the system
constituents and external stakeholders (users, opponents). Let
A be the set of arcs representing the interaction channel (B1).
Let s be a bit of the secret S of interest to the opponent (B2)
and which the system protects. By properties B1 and B3, we
observe that s leaks from its container through the arcs with
probability pa

i,j

(the probability that s transits from vertex
i to j through arc ij), so that vertex j now has probability
pv

j

of knowing s. We are interested in minimizing pv for the
vertex that represents the attacker.

In the following we consider all probabilistic events inde-
pendent. Given Definition 1, pv

j

in figure 3 is given by:

pv

j

= pa

I,j

⇥ pv

i

, (1)

where pa

I,j

is given. When j has multiple edges or incident
arcs (Figure 3), it suffices that s leaks through only one arc;
so, for each vertex j we can write:

pv

j

= 1�
Y

i2N

�
D (j)

(1� pv

i

⇥ pa

I,j

), (2)

where N

�
D

(j) is the set of all in-neighbors of j. For all n
vertices of D we can write the same equality with a maximum
of n variables in pv

i

, which provides us with a system of
degree n totally determined. For the vertex k that contains s,
pv

k

is trivially 1.
Figure 4 shows the same architecture of Figure 1. This

digraph is a re-orientation of a subgraph of Figure 2, when
applying properties B1, B4, and B5. This digraph represents
the “protection” relationship and can be read alternatively as
“the safety of vertex j depends on vertex i”. We observe that
the protection relations begin at the physical components and
end at the logical ones, respecting the natural concept of “con-
tained” - logical components are contained in one (or more)
physical component(s). Interestingly, the protection relation
has wider scope when compared with the entropy graph, as it
can model different types of security objetives (e.g. integrity,
availability), not only confidentiality. The representation of
Figure 4 is related to Schneier‘s attack trees [11].

Fig. 4. Protection (or security depends) relationship. Graph representation
of the same token architecture but obtained applying observations 1 to 8 and
properties B1, B4 and B5.

The graph of Figure 4 can be either split into a set of
graphs, each for a security objective, or annotated so that it
correctly captures security dependencies. In either case, it may
require designer intervention to qualify the relations, especially
regarding logical conditions (and, or)8. Obviously, for large
systems, the required annotation amount may be impeditive
and hinder the benefits of the graph analysis. For this reason, in
Section III-D we present an alternative based on DTProbLog,
a probabilistic derivation of the Prolog language. Now, we
formalize:

Definition 2: Let D = (V,A) be a connected digraph
representing part of a system. V is the set of vertices repre-
senting components that establish relations of protection. By
Obs8, for each vertex v of V there is a cost e

v

(financial,
work, performance) associated with the use of v. Let A be
the set of arcs representing the protection relationships (or
security dependence) via a given interaction channel. By B4,
for each arc uv of A there is a cost c

uv

associated with a
given probability of success pp

uv

. The arcs incident on v

can be composed in and/or form. Let C be a subset of V

representing the system’s CSP. By Obs9, to each vertex v of
C is associated a gain g

v

. We are interested in making the best
(chance of success) attack plan which more expensive than the
expected gain for the adversary.

In the following we consider all probabilistic events in-
dependent. Given Definition 2, the expected probability of
success of an attack on vertex j of Figure 5 is given by
pp
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, while the expected cost of a successful attack on
j via arc ij is given by:
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where p
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and f(p
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) are given and e
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is the attack cost
i. When multiple protection relations are established, the
cost is given by the smallest attack value among all possi-
bilities (incident arcs). The problem is therefore related to
the ”shortest-path problem”, but with some changes: when
an “and” relationship is established (x sign in the figure,)

8e. g. the security of component A depends on component B (and/or) C
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all “shortest paths” must be accounted. We can write the
relationship for each vertex in the graph as:
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where X , Y and Z represent sets of arcs grouped around
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B. Graph Model Analysis and Results
The two models obtained from Obs1 to 8 and Properties

1 to 5 allow not only for automatic security evaluation and
design insights but it also permits theoretical exploration. In
this section we prove two well-accepted security policies under
our model.

Policy 1: Grant to system principals the least privileges
necessary to perform their jobs. Explanation: this policy states
that, in order to improve security, system principals, such
as users and processes, must be granted access only to the
resources needed for the task. That means restrictions on
accessed data (user, system), cryptographic keys, processing
and storage resources.

Theorem 1: Policy 1 either does not affect, or it improves
the overall system security regarding confidentiality CSPs.

Proof: We use “Definition 1”. The principals are represented
by vertices that relate to (access) confidential resources (ver-
tices that contain the s bit) via one or more arcs (either directly
or chained). We want to minimize pv

j

of equation 2 for the
vertex that represents the adversary. Thus, it suffices to show
that any arc uv removal never make pv

j

larger. We have two
cases based on whether the arc uv is present in the equation
for vertex j or not. If it is, an arc removal implies that the
product of equation 2 has one less iteration. Since each term
1 � pv

i

⇥ pa

i,j

is always equal to or smaller than 1, this
removal either does not change the total value of the product
or increases it. That means that the value for pv

j

in equation 2
either diminishes or does not change. This proves the first case.
In the second case, arc ik is present in one of the other n� 1
equations. Here we have two subcases based on whether pv

j

can be written in terms of pv
k

, the equation that contains arc
ik. If not, it trivially does not affect security. Otherwise, that

means that some pv

l

(in the path between j and k) will have
pv

k

as one of its terms in equation 2. So, we note that if pv
k

is
reduced, the inner term of the product will increase as the total
product, minimizing pv

l

. Since we assumed that is possible to
write pv

j

in terms pv

l

(pv
k

), this ends the proof. ⌅
Before we continue, we add a further observation (Obs9)

regarding fragilities. It is well accepted that software defects
are a matter of bug density. Current industry numbers for
delivered code estimate around five defects per kilo-line-of-
code (kloc) with a cost of USD5 per line. Even extremely
debugged software, as the space shuttle flying software has a
density of about 0.004 bugs/kloc with a cost of USD850 per
line of code [12]. Thus, it is a tempting idea that reducing the
lines of code, while preserving the functionality, will improve
security.

Policy 2: Minimize the size of the Trusted Computing Base.
Explanation: The trusted computing base (TCB) is the set of
components that provide secure services or protects system
principals. This policy states that, in order to improve the
overall system security, the components that constitute the
TCB shall be reduced.

Theorem 2: Policy 2 does not always hold for integrity
CSPs.

Proof: We use “Definition 2”. It suffices to show that we can
arbitrarily increase system security by increasing the size of
the TCB. The size of the TCB in Definition 2 grows whenever
the number of lines of code in V grows or when a new
protective component (vertex) is added. Let u be this new
vertex and j the vertex to be protected. If arc uj exists, then,
by Definition 2, it can either be associated in a “and” or a
“or” relation. If it is associated in a “and” fashion, then, by
equation 5, some X ⇢ N

�
D

will be added with in-arc uj, thus
making the innermost product smaller and, as a consequence,
total probability pp

j

also smaller. This concludes the proof. ⌅
This negative result on Policy 2 asks for a more precise

definition for TCB recommendation. We propose a more
restrictive policy:

Policy 2 Reviewed: Given a system architecture, minimize
the size of its individual components.

This policy is trivially supported by equation 5 and Obs9.

C. Other Considerations

1) Independence of Events: Although Observations 1 to
8, Properties 1 to 5 and Definitions 1 and 2 do not require
independence of events, while writing the respective equations
we limited ourselves to this case. We claim that this has limited
effects on the previous proofs and the quantitative assessments
obtained from these equations. In [9] it is shown that the main
cause of correlate weaknesses is the gained knowledge by the
adversary. In our model, we can easily compensate this fact
by the addition of a further component representing the “lack
of adversary knowledge” on a given weakness class. This is
consistent with concept of obfuscation.

2) The Cost Function c = f(p): The behavior of the
function that maps probability of successful attacks to costs
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Model	  Results	  –	  Policy	  1	  

•  Policy	  1:	  “Grant	  system	  principals	  the	  least	  
privileges	  necessary	  to	  perform	  their	  jobs”	  

•  Theorem	  1:	  Policy	  1	  either	  does	  not	  affect,	  or	  
it	  improves	  the	  overall	  system	  security	  
regarding	  confiden5ality	  CSPs	  

•  Proof	  1:	  Comes	  from	  equa5on	  for	  pvj	  in	  model	  
1	  by	  arc	  removal	  where	  j	  is	  the	  vertex	  that	  
represents	  the	  adversary	  



Model	  Results	  –	  Policy	  2	  

•  Policy	  2:	  “Minimize	  the	  size	  of	  the	  Trusted	  
Compu5ng	  Base”	  

•  Theorem	  2:	  Policy	  2	  does	  not	  always	  hold	  for	  
integrity	  CSPs	  

•  Proof	  2:	  We	  use	  model	  2.	  It	  suffices	  to	  show	  
that	  we	  can	  arbitrarily	  increase	  system	  
security	  by	  increasing	  the	  size	  of	  the	  TCB	  



Assurance	  Cases	  

•  Showed	  how	  to	  train	  and	  coordinate	  highly-‐
produc5ve	  team	  by	  using	  AC	  (IFIP	  WISE	  9,	  
2015,	  Hamburg)	  

•  Novel	  ability	  to	  predict	  hardware	  architectural	  
security	  flaws	  on	  Intel	  microprocessor	  (ARES	  
2015,	  to	  appear,	  Toulouse)	  

•  Analysis	  automa5on	  (undergoing	  work)	  
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Tech	  Enabler:	  Assurance	  Cases	  
NATO	  AEP-‐67	  

AEP-67 
(Edition 1) 

 

Claim

Sub-claim

AND

Sub-claim Sub-claim

Argument ArgumentArgument

 
Figure 2-2  Assurance Claim Construct 

Claims should identify the required level of confidence. For example, claims should identify 
if the claim needs to be made high assurance (comprehensive evidence that the claim is met, such 
as through mathematical proofs and similar means), or merely medium assurance (significant 
effort is made to reduce the likelihood of failure, e.g., using tools and techniques that significantly 
reduce the likelihood of weaknesses and vulnerabilities). 

2.1.2 Arguments  

An argument in an assurance case is a justification that a given claim (or sub-claim) is true or 
false. The argument includes context, criteria, assumptions, and evidence. Arguments link the SA 
claim to the evidence. The initial assurance case, except for pre-existing evidence, will generally 
not have actual evidence but will propose what evidence must be produced to justify the argument 
that the claim is met. Thus, the initial assurance case allows management to plan and justify system 
life cycle tasks and postulate what effect(s) might result from not providing certain evidence. 

Arguments should be clear, consistent, well-reasoned, and complete (e.g., cover the entire 
claim or sub-claim). Arguments will typically decompose claims or sub-claims into lower and 
lower level arguments that eventually connect to assumptions and evidence (see Figure 2-3). The 
argument will include context (the environment or conditions under which it is effective), which 
is shown as a separate component in Figure 2-3 to emphasize its importance. The sub-arguments 
of an argument are themselves arguments. To build an argument, evidence must meet criteria as 
discussed below. Some assumptions and evidence may be used in more than one argument. 
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AEP-67 
(Edition 1) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Claim

Argument

Evidence

AND

Context

Assumption

Criteria

OR

Figure 2-1  Assurance Case Framework 

Different disciplines use the same word with different meanings, especially terms such as 
“assurance,” “integrity,” and “dependability.” (See the glossary for definitions used in this guide.) 
For example, a system may be required to implement a function controlling hazardous processes. 
Yet that system may also include anti-tamper (AT) mechanisms that protect this function by 
destroying the element when it is tampered with. Developing an assurance case can reveal that the 
AT mechanisms would disable control of the hazardous processes, and aid in ensuring that both 
requirements are met (e.g., the AT mechanism would need to enable a safe shutdown process). 

2.1.1 Claims 

Claims identify the system’s critical requirements for assurance, including the maximum 
level of uncertainty permitted for them. A claim must be a clear statement that can be shown to be 
true or false–not an action. Claims should be precise and clear to the relevant stakeholders. 
Claims may be initially identified during the requirements identification process, by contract, or 
by other means. Claims are often initially identified by stakeholders including users, suppliers, 
and system integrators.  

Claims are usually rendered into sub-claims to help simplify the argument or evidence needed 
to support the claim (see Figure 2-2). For example, a claim might be that “unauthorized users 
cannot gain control over the system”; this claim might be subdivided into sub-claims that such 
control cannot be gained physically, through a network, through subversion of a system element’s 
supply chain, or by social engineering. Claims might be subdivided by normal and off-normal 
functionality, or by different portions of the architecture. 
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KAMM	  Example	  



Semi-‐formal,	  text-‐based	  
– CLAIM A: “The software implementation abides to its specifications”, with
“medium assurance”
• “AND” SUB-CLAIM-1: “The software binary correctly corresponds to

the source code”, with “high assurance”
⇤ CONTEXT-1.1: “All source code is interpreted as ISO/IEC 9899:1999

standard”;
⇤ ARGUMENT-1.1: “The source code is compiled with a compiler

that correctly translates the source code to binaries” with “high
assurance”

· EVIDENCE-1.1: “The used compiler is CompCert, which is
formally verified”

· CRITERION: “Compiler with formal verification” for “high
assurance”

• “AND” SUB-CLAIM-2: “The source code abides to its specifications”,
with “high assurance”
⇤ . . .

• . . .
– CLAIM B: . . .

Fig. 1. Text excerpt from an Assurance Case. Claim A is mid-level in terms of abstraction
and can be a sub-claim of a number of higher-level claims, such as “the system provides only
messages with origin authentication”. Of course, in order to hold, Claim A also depends
on a number of other factors (sub-claims), for example, to guarantee that the source code
provided to the compiler is indeed the one intended by the programmer. As a result, the
assurance level (or the probability of holding) for a claim with sub-claims is calculated by
the composition of probabilities. A complete AC, even for small systems, can have hundreds
of elements (claims, sub-claims, arguments, evidences, contexts, criteria, assumptions).

5.1 Part A - Introduction to security disciplines

This one month long part was basically a sequence of traditional lectures with two
objectives: (A) to rise the overall security awareness level, and (B) introduce the
Assurance Case Methodology. An important pedagogic objective was to move students
away from Burch’s [6] “unconscious incompetence” stage.

The program included: (i) security definitions, (ii) psychology and human factors,
(iii) laws and standards, (iv) cryptography, (v) defensive programming, (vi) malwares
and example attacks, (vii) side-channel attacks and hardware, (iix) discussion on a
sample system, (ix) AEP-67 assurance case methodology.

5.2 Part B - Project Development

At the end of Part A, students were instructed to form two groups around projects.
They were presented the option of proposing any non-trivial multi-user system of
their choice (for which the teacher would establish security goals) or choose between
two “messenger” projects, presented in Table 1, with a common general goal: to
provide secure message functionality for a limited-size community of users




