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Complementary	  talks	  

•  Nick	  Multari,	  “Applying	  Science	  Prac?ces	  to	  
Cybersecurity”	  

•  Laura	  Tinnell,	  “From	  Infrastructure	  to	  Science”	  

•  Broad	  theme	  –	  what	  kind	  of	  support	  do	  we	  
need	  to	  do	  beIer	  science?	  

	  



Debunkosaurus	  



Broader	  ques?ons	  
•  What	  is	  the	  “science	  of	  cyber	  security”?	  
•  What	  kind	  of	  science	  is	  cyber	  science?	  
•  Do	  cyber	  scien?sts	  know	  how	  to	  do	  science?	  
•  Do	  engineers	  do	  science?	  
•  Are	  we	  scien?sts	  or	  engineers?	  
•  Does	  science	  lag	  behind	  engineering?	  
•  What	  can	  we	  learn	  from	  scien?sts	  in	  other	  
disciplines?	  

•  What	  can	  we	  learn	  from	  engineers	  in	  other	  
disciplines?	  



Research Context Along the Science Continuum 
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Early  
Problem is poorly 
understood and in 
observational stage 

Mid-point 
Developing general models 

using specific examples 
to be tested 

Mature  
Models validated for 

operational use 



Engineering	  perspec?ve	  

•  Safety	  case	  
•  “a	  documented	  body	  of	  evidence	  that	  provides	  a	  

convincing	  and	  valid	  argument	  that	  a	  system	  is	  adequately	  
safe	  for	  a	  given	  applica?on	  in	  a	  given	  environment”	  



Railway	  safety	  process	  
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¾ System Definition
¾ Risk Analysis, including: 

• Hazard Identification  
• Consequence Analysis 
• Selection of RAP 

¾ Risk Evaluation 

¾ Hazard Analysis
• Causal Analysis 
• Hazard Identification 

(refinement) 
• Common Cause Analysis 

¾ Demonstration of Compliance 

Hazard Control 

Risk Assessment 

 
• Additional  

hazards 
• Application 

Conditions 

 
 
¾ System Requirement Specification 
¾ Identified Hazards 
¾ Safety Requirements: 

• Objectives from ERE 
• selected Codes of Practice 
• Reference systems specifications 

A 

B 

C 

D 

Railway Duty Holder‘s 
responsibility 

Note: during each 
project  
responsibilities have 
to be clarified 
unambiguously  
in order to avoid  
gaps or overlaps 

Supplier’s 
responsibility 

Le
ga

l f
ra

m
ew

or
k 

4335 
 4336 

Figure 1 – The Hourglass Model 4337 

A Risk assessment 4338 
Risk assessment is performed at the railway system level.  4339 
It covers system definition, risk analysis, risk evaluation.  4340 
It defines the high level system safety requirements, in particular safety requirements for the 4341 
system under consideration from the perspective of operator. It takes into account safety-related 4342 
operational aspects, previous experience and the regulatory requirements of the railway 4343 
application.  4344 
The main task for this activity is the risk analysis, which is derived from the system definition. 4345 
The risk analysis includes hazard identification, consequence analysis, and selection of risk 4346 
acceptance principles (“RAP” in the picture) and associated criteria. 4347 
The specification of safety requirements is the final result of risk assessment; in Figure 1 it is 4348 
allocated in box B, because it has an interface function (together with system requirement 4349 
specifications and the list of identified hazards) between different responsibilities. 4350 

Gaining and sharing system knowledge 4351 
All the knowledge gained during the process and the documented analyses, resulting from the 4352 
risk assessment, should be considered as relevant information together with the specification of 4353 
safety requirements. 4354 
This knowledge should be shared and distributed among the stakeholders involved in the system 4355 
process. It will provide significant potential benefits in terms of improved awareness of hazards 4356 
and risk of accidents in the given operational and maintenance context, and will also help to 4357 
understand the scope and limits of the risk reduction measures. 4358 
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Structure	  of	  a	  (railway)	  safety	  case	  
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 2864 

Figure 8 í Structure of a safety case 2865 

10.3.2 Definition of system 2866 

10.3.2.1 This part of the safety case shall precisely define or reference the system/sub-2867 
system/equipment to which the safety case refers, including version numbers and modification 2868 
status of all requirements, design and application documentation. In order to ensure that the 2869 
safety case is appropriate to the operational context of the system being analysed the system 2870 
definition shall identify and outline its operational environment as defined in 8.3 above. In order 2871 
to ensure that the system is appropriate for its intended use, the system definition shall identify 2872 
and outline the technical boundary of the system under consideration operating within the given 2873 
environment under given operating conditions as defined in 8.3 above 2874 

10.3.2.2 The system definition may refer the reader to other documents for details of the system 2875 
design, but the description contained within the safety case contain at least the following. 2876 

• A summary of the system requirements, including: 2877 

– functional safety requirements; 2878 

– non-functional safety requirements relevant to the safety case; 2879 

– environmental conditions; 2880 

– targets or acceptance criteria by which the safety of the system will be judged. 2881 

Part 6: Conclusion 

Part 5: Related
 Safety Cases 

Part 4: Technical
 Safety Report 

Part 3: Safety 
 Management Report 

Part 2: Quality 
 Management Report 

Part 1: Definition of System 

 
 
 
 
 

Safety Case 
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A	  ques?on	  for	  the	  scien?sts	  

•  UK	  legal	  requirement	  -‐	  risk	  should	  be	  ALARP	  
– “As	  low	  as	  reasonably	  prac?cable”	  

•  How	  should	  we	  measure	  this?	  
•  What	  are	  the	  cost/benefits	  of	  different	  
interven?ons/controls?	  

•  Where	  is	  the	  suppor?ng	  evidence	  for	  the	  
recommended	  methods	  and	  techniques	  in	  the	  
safety	  standards?	  


