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A) Smart Metering

C) Dynamic power management

D) Load balancing regionally

E) Automatic reconfiguration

B) Load balancing centrally 

Gaps in currently available security 
technology for the Smart Grid of 2020
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SEGRID : Work package structure
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Primary
Sub-stations

Master station

Network 
(Fiber optics, Radio, 

…)

Secondary
Sub-stations
(with Data 
Concentrators)Network 

(PLC, …)

Network 
(GPRS, …)

Smart
meters Smart meter

direct connection

Interface often based on
Web Applications + 

Database
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Analysis
searches for candidate input validation vulnerabilities in the source code
of a PHP web application

Prediction
predicts if a candidate vulnerability is a false positive or a real vulnerability

Correction
inserts fixes in the source code to remove the vulnerabilities

Feedback
reports the real vulnerabilities detected and how they were corrected
outputs a corrected version of the web application
reports the false positives predicted

WAP (Web Application Protection)
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Vulnerabilities Detected

Track the user inputs and verify if they reach
critical functions, then we could detect vulnerabilities...

Focus on PHP
Static analysis ...Taint Analysis

Most exploited:

– SQL Injection

– Cross Site Scripting (XSS)

Others:

– Remote file inclusion

– Local file inclusion

– Directory Traversal / Path Traversal

– Source code disclosure

– OS command injection

– PHP code injection



WAP 2015‐01‐26

4

7

Lexer Parser
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Architecture

8

+ + + Type of Analysis: SQLI

> Summary:

- Time of analysis: 00:00:01 H

- Number of vulnerabilities found: 1

- Number of vulnerable files: 1

- List of vulnerable files:

/home/user/example.php

= = = = Vulnerability n.: 1 = = = =

> Vulnerable code:

1: $a = $_GET[’user’];

9: $b = $_POST[’pass’];

10: $query = ”SELECT * FROM users WHERE u = ’$a’ AND p = ’$b”’;

11: $r = mysql query($query);

> Corrected code:

1: $a = mysql_real_escape_string($_GET[’user’]);

9: $b = mysql_real_escape_string($_POST[’pass’]);

Working ... output
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Experimental Setting

Tested 45 open source packages with 6.700 files 
with 1.380.000 lines, where 431 vulnerabilities 
were found (with at least 43 false positives)
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Just the taint-analysis
part o WAP Full WAP

WAP had na
accuracy of 92.1%

WAP Detection for SQLI / XSS

WAP-TA had an 
accuracy of 69% and 

Pixy had 44%

WAP-TA 
detected 5 extra 
vuln than Pixy
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WAP for Several Vuln Classes

A subset was 
considered as false 

positives

A significant number 
of vulnerabilities 
were detected

The remaining ones 
were all corrected

OSCI
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WAP – Web Application 
Protection 

SITE with tool: http://awap.sourceforge.net/

Publications:

• I.Medeiros, N.Neves, M.Correia, Automatic Detection and Correction of Web 

Application Vulnerabilities using Data Mining to Predict False Positives, 

International World Wide Web Conference (WWW), April 2014

• I.Medeiros, N.Neves, M.Correia, Detecting and Removing Web Application 

Vulnerabilities with Static Analysis and Data Mining, under submission to a journal

Thank you! Any questions?

This was:


