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Context / Activities

» Protocol Composition
> Protocol Design
- Verifiable Composition

mm) Component Reliability

- Modeling
> Prediction
> Profiling

» Robot FT protocols / algorithms




Existing reliability prediction

» Usually assume that [I[mmonen et al., 2008]:
> Sequential execution model

- At any instance of time, only one component is
executing.

> Stopping failure model
- Components fail independently
- a component failure leads to a total system failure.

» Cannot model error propagation and
concurrent/fault-tolerance executions




Parts

» Model

> FT mechanisms
> Error Propagation

» Tool
- Automatic transformation / analysis

» Analysis
> Sensitivity —> find reliability bottlenecks
> Prediction -> specification assessment
» Validation

- Using model / tool on actual software
> Fault-injection




Component-based Reliability Prediction
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Reliability Modeling Schema
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Reliability Modeling Tool

Validation

Reliability modeling tool -p Reliability
(Command-line interface) Prediction

s N
Administrator: C:\Windows\system32\cmd.exe l L= ’ l = | & iﬁ]

Microsoft Windows [Uersion 6.1.76011
Copyright {(c> 2009 Microsoft Corporation. All rights reserved.

C:\SRM>s¥m -h -S Ee = m
[=h]l [-v] [-p] [-s] <input_model_file> <{output_file> SenSItIVIty

usage :
SRM — A reliability modeling tool, Copyright 2812 Thanh-Trung Pham 1
~h Print the usage information AnalySIS
Only conduct a prediction on the input model
Only conduct sensitivity analyses on the input model

Only conduct a validation on the input model
more instructions. contact us at: thanhtrung.pham@foutlook.com

C:\SRM>




A Sample of System Reliability Model

<?xml version="1.0" encoding="UTF-8"?>
[=]<tns:SystemReliabilityModeling xsi:schemalocation="jaist.ac.jp SystemReliabilityModeling.xsd" xmlIns:xsi="
http://www.w3.0rg/2001/XMLSchema-instance” xmins:tns="jaist.ac_jp">
©  <tns:ComponentReliabilitySpecification>
<tns:Service name="processReportRequest"/>
<tns:Service name="generateReport"/>
<tns:Service name="viewRecentReports"/>
<tns:Service name="getAttachmentDocumentinfo"/>
<tns:Service name="getFileDocumentinfo"/>
<tns:Service name="getReleasedDocumentInfoFromLogs"/>
<tns:Service name="getReleasedDocumentinfoFromDB"/>
o <tns:Component name="SourceManager">
. <tns:ProvidedSenice forSenice="getAttachmentDoc
<tns:ProvidedService forService="getFileDocumentInfo"/>
<tns:Senvicelmplementation forService="getAttachmentDocumentinfo”>
i <tns:Senvicelmplementation forService="getFileDocumentinfo™>
</tns:Component>
<tns:Component name="DestinationManager"=>
<tns:Component name="Reporter">
<tns:Component name="Mediator">
</tns:ComponentReliabilitySpecification>
<tns:SystemReliabilityModel>
<tns:SystemArchitecture name="reportingServiceSystemArchitecture"> % S stem Architectu re
<tns:Userinterface name="reportingServiceUserlnterface” forSystemArchitecture="reportingServiceSystemArchitecture">
<tns:UsageProfile forUserinterface="reportingServiceUserinterface"> % Usage Profi |e
</tns:SystemReliabilityModel>
</tns:SystemReliabilityModeling=>
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Assessment and Action
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Sensitivity Analysis (Sample)

Service reliability vs. Stopping failure probability (Sfp) of internal activities
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Conclusion

» Reliability Modeling Tool
- Component based Model, Error propagation
o Automatic
- Design information
> Sensitivity
» Ongoing
- More general FT techniques
- Active replication, Exception handling,...
- Multiple Errors / Failure Modes / Interferences
> Validation

- Document management / scanning software
- Fault-injection
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