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UMA Is...

A web protocol that let you control authorization of data
sharing and service access made on your behalf

A Work Group of the Kantara Initative that is free for anyone
to join and contribute to

A set of draft specifications that is free for anyone to
Implement

Heading towards multiple implementation efforts
Going to be contributed to the IETF

Striving to be simple, OAuth-based, identifier agnostic, RESTful,
modular, generative, and developed rapidly
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SMART Project

o The SMART (Student-Managed Access to Online Resources)
project will:
Define HE scenario for UMA
Develop UMA
Deploy UMA
Evaluate UMA
Actively participate in the UMA WG
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SMART Project

o The SMART (Student-Managed Access to Online Resources)
project will:
Define HE scenario for UMA (accepted)
Develop UMA (prototype implemented)
Deploy UMA
Evaluate UMA
Actively participate in the UMA WG (ongoing)
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Project Team

Project Team at Newcastle University:

Macie] Machulak, project lead and management, vice-chair
UMA

Lukasz Moren, research and development

Macie] Wolniak, human computer interaction

Jacek Szymon, development

Domenico Catalano, Oracle, Italy (HCI, visiting during July)

Chris Franks (Information Systems and Services), HE case
study

Aad van Moorsel

—
<€ © Aad van Moorsel, Maciej Machulak, Newcastle University, 2011 5 g



UMA - The Players

Author: Domenico Catalano, Sun Microsystems, Inc.
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UMA - The Players

a web user who configures an
authorization manager with policies that
control how it makes access decisions
xS (- 1en a requester attempts to access a
2 P ed resource at a host

enforces access to the protect
resources it hosts, as decided
an authorization manager

Host

o .
carries out an auérgrlzmg user's
policies governing access to a

protected resource

ng party:a web user,
ora corporation (or other
legal person), that uses a
requester to seek access to a
protected resource

Author: Domenico Catalano, Sun Microsystems, Inc.
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UMA — Simple Scenario

Authorizing User >
Hi, I'm Alice Adams.

Store

Travel It com|_ _
Keep your itineraries fere \5 y
Host —— Grant Access
Prolecied \Protectll Authorization
Resource Manager :

Hi, I'm Bob Baker.

Requester

<O Schedewl AIRPLANR &

Author: Domenico Catalano, Sun Microsystems, Inc.
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Classic Web model

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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OAuth 1.0

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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OAuth 2.0

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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Classic Access Management

policy
admin

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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UMA Protocol

Technical Deep Dive
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OAuth

1. Requests token i
with OAuth H

2. Responds with un-
authorized request token

3. Requests authorization Google 4 Redirects userto___
for request token Accounts Access Consent page

. Redirects with authorized | Authorization 50w n & grants/
request token denies access

7. Requests exchange >
for access token

8. Responds with
access token

L R I N O R R L N O B N R L O O R L N O R L R L B L B N

9. Requests data > GOOS'C

ith access token .
" Service

0. Responds with Access
requested data

e © Aad van Moorsel, Maciej Machulak, Newcastle University, 2011 16 %

get a token

L R

use a token
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OAuth 2.0 — Web Server Flow

(1) Client Identifier :
End-U & Redirect URI ' ALthorzat
nd-User = uthorization
----- 2) User Authenticates-----
at Web Browser === \r ' i Server

4 (3) Aut'horization
(1) Redirect to AS Code
I v (4) Client Credentials,
Authorization Code &
) Redirect URI
Web Client
(5) Access Token

(optional Refresh Token)

I_ (6) Access Token _» Protected
Server
i | (with Protected
(7) Protected Resource ; Resource)
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OAuth 2.0 — Username/Password Flow
L]

End-User ——
+ | Authorization
at Web 5, ;
69(\\\6 6‘ . Server
Browser 00 ;
O 85 R :
Provide Username se‘“ged\‘ec : /
& Password
0
v
@ 'P; @\ Re“
W

o OF
@it
Web Client /

L (3) Access Token — i Protected
Server
(with Protected
Resource)

(4) Protected Resource

e © Aad van Moorsel, Maciej Machulak, Newcastle University, 2011 18 %
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UMA

(1) Trust a Token
(2) Get a Token

(3) Use a Token

© Aad van Moorsel, Maciej Machulak, Newcastle University, 2011
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UMA

Requesting
Party

Authorizing User (user at browser or other user agent)

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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Requesting
Party

Authorizing User (user at browser or other user agent)

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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2¢. ask for access token, supplying claims as demanded

Analytics = WRARGAW A P (S
| Authorization Server | ] 2b. attempt access
Client i )
Policy ‘
v ‘
’ 2 I Requesting
Authorization Manager (AM) Party
Id. define la. provision 2a. provision
policies AM location L'\ezsatoprce
I. authorize Host to trust AM on

Step |. User Introduces Host to AM

Rantiacte a A a
ep d A O

Authorizing User (user at browser or other user agent)

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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2¢. ask for access token, supplying claims as demanded

Requesting
Party

2a. provision
Resource
location

Id. define la. provision
policies AM location

| c. authorize Host to trust AM

Step |. User Introduces Host to AM

Step 2. Requester Gets Access Token

Authorizing User (user at browser or other user agent)

Author; Domenico Catalano, Sun Microsystems, Inc.; Eve L. Maler, PayPal, Inc.
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UMA — Authorization Manager

GGEIE Top Sites
um [i, @J |2/ Co to this address c Q- ) @J
(1 B¥ URLShortener Cull Apple (79)¥ Identity Manager Amazon eBay Yahoo! Notizie (393)v Safarl eBooks Eabel Fish
il Top Sites
CopMonkey protects your data
an UMA sample AM
Home User Profile Protected Resources | Policy Grant Access
Hello Alice, f )
login information, user settings [ & Share ] [ 7 Edit ]
Protected Resource 1‘-3 Add to Basket =
@ CV Professional May 4th, 2010 | &> Resource link A
at UnSeen University
Active not Shared
Purpose (empty) Edit
Feed Management (complete) Edit L

Sart End
W Periodvaiidity 05 /0472010 ® o7/04/2010 A
i Ask me for consent first
Q Notify me about data access
i Allow sharing with multiple requesters
Contract Type (empty)

Author: Domenico Catalano, Sun Microsystems, Inc.
© Aad van Moorsel, Macie] Machulak, Newcastle University, 2011
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UMA — Real-Time User Consent

>

ﬂ -l p
7 . 5 7 CopMonkey App

Online Consent
Sunday, August 24

Al ATET 7

Requester BigCo.Com »

Unseen University
You have an UMA consent Host/Basket iseen Univessily.
request message

Policy ApplydJob »

i e ]

Cancel Open
BigCo.Com is requesting to access
Unseen University host. According to

policy, you must express your consent.

- lide tc

O

Author: Domenico Catalano, Sun Microsystems, Inc.
© Aad van Moorsel, Maciej Machulak, Newcastle University, 2011
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UMA - Policies

Unilateral:
“Allow access for a week”
Claims-requiring:

“Allow access to anyone who agrees to my licensing
terms” (promissory statement)

“Allow access to someone who can prove themselves to be
bob@gmail.com” (affirmative statement)

“Allow access to anyone who says they’re 18 orolder” (self-asserted
affirmative statement)

N
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Demo - Architecture
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smartfs.
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Host

smartgallery.
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(Authorizing User)
I
Authorize

\
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Authorization
Manager

|
Enforce

\

Requester

s/,
smartfetch.
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UK government

o identity assurance programme + mydata programme,
both to finish in October

- to deal with

UK sensitivities:
this 1s not ID card

through the
back door

FIRST TIME
- register identity

access many public services.

A customer may use a single registration and a single, secure credential to J

SUBSEQUENTLY
- use security token to log on

[ e |
L ——

@

e ———
Glistomer Identity The ‘hub’ Public
Provider (managed service) Service Provider
Service that: A customer will be able to The Public Service Provider is

» Checks that an identity is
authentic and not fabricated by
checking customer's
biographic data is consistent
with different data sources
Verifies that the customer
‘owns’ the identity

+ ‘Binds' the customer to the
identity through a (secure)
credential e.g. password,
smart card, photo card etc

choose an Identity Provider
from a market of suppliers
accredited as meeting
Government standards.
Departments will connect to
the market of Identity
Providers through a single
interface to a ‘hub' through
which all customer identities
are verified.

© Aad van Moorsel, Macie] Machulak, Newcastle University, 2011

responsible for access control
and must be able to match
the trustworthy identity to the
correct customer account
securely and with a high level
of confidence.
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conclusion

UMA emerging as a proposed standard for sharing
data in Web 2.0 scenarios

UMA takes the user perspective

UMA is gaining a lot of attention, especially when
government is involved in services

at Newcastle: open source software available
(currently leeloo OAuth2.0, soon UMA)

commercial development
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