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Power Grid Infrastructures:  
The World’s Largest Cyber Physical Systems 
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Note: the underlying Smart Grid Architecture has been developed by EPRI/NIST. 
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1900                   1950                 2000   
      Electromechanical         Solid state      Digital 

           

(Tools have evolved from screwdrivers to laptops)   
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•  Supervisory Control and Data Acquisition (SCADA) 
–  Supervisory Control => Remote control of field devices 
–  Data Acquisition => Monitoring of field conditions 

•  SCADA System Components 
–  Master Station => System “nerve center” located in 

electric utility energy control center; Dispatchers use it to 
monitor and control the system 

–  Field Devices => Needed wherever there is data to be 
sent to master station (substations, lines or feeders)    

–  Communications => Links master station with field 
devices; Continuous 24 x 7 operation 

SCADA 
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•  Sensors measure the desired 
quantities – i.e. voltage and current 

•  These data are fed to a remote 
terminal unit (RTU) 

•  The master computer or unit 
resides at the control center EMS 

SCADA Architecture 
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Control Communication Architecture 

From a presentation by D. Whitehead, “Communication and Control in Power Systems”, TCIP summer school, June, 2008 
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Serial communication EIA-232, EIA-422/485  
Copper and Fiber Optics  
Data Rates as ranging from 300 to 115k BPS 

Legacy (older – in place) 

Ethernet   
Copper and Fiber Optics  
Data rates ranging from 10MBPS  to 1GBPS 

Modern  

Substation Communications 
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ASCII – Easy to convert to readable text. Slow.  
Modbus® – Originally designed to establish  
 communications between two PLCs.   
Modbus® Plus – Improvement on original.  
DNP3 – Popular in North America & Internationally; well 
supported.  
UCA/MMS - Utility Communications  Architecture. Used in 
the U.S. for  communications in power systems.  
IEC 61850  - New Standard. Popular  outside the US. Used 
for control and intra-substation data  exchange between 
IEDs.   
TASE.2/ICCP - Used for communication  between SCADA 
masters.  

From a presentation by D. Whitehead, “Communication and Control in Power Systems”, tcip summer school, June, 2008 

Communication protocols 
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Networks in the coming Smart Grid Infrastructure 
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Date Location Load Interrupted 

November 9, 1965 Northeast 20,000 MW 

July 13, 1977 New York 6,000 MW 

December 22, 1982 West Coast 12,350 MW 

January 17, 1994 California 7,500 MW 

December 14, 1994 Wyoming, Idaho 9,336 MW 

July 2, 1996 Wyoming, Idaho 11,743 MW 

August 10, 1996 Western Interconnection 30,489 MW 

June 25, 1998 Midwest 950 MW 

August 14, 2003 Northeast 61,800 MW 
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Electric System Working Group Nuclear Working Group Security Working Group

Joint U.S. - Canada Power System Outage Task Force

Investigate the  
cascading electrical  
failure. 

Review performance 
of plants and assess  
possibility of damage. 

Determine if failures 
were caused with 
malicious intent. 

Credit: Jeff Dagle 
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#%#"=*E(-%94"80<4%(&#D2%4.4=*E(0%'(&#.#D488:%-D0<4%$(&2#$#(

-%9"0$&":D&:"#$O(

–  K&%*)$C'0)"";3,6#8)3./'OB%D48;0$$-%=(;:).-D(0%'(%4%h;:).-D(

%#&?4"3$E(&2#(/80"&(7"-'(?-..("#d:-"#(-8;.#8#%&0<4%(0%'(80-%&#%0%D#(

49(0;;"4;"-0&#($#D:"-&*(0%'(0DD#$$(D4%&"4.$(&0-.4"#'(&4(&2#(%#&?4"3-%=(

0%'(D488:%-D0<4%("#d:-"#8#%&$(49('-o#"#%&(0;;.-D0<4%$E(0D&4"$(0%'(

'480-%$O'

a`(
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N-'#(C"#0(I#0$:"#8#%&(/*$&#8$(

•  G'9,-&'G$&#'P&#.;$&"&3%'!D.%&"'<9GP!>',.'6$;6,#2'

=)$'%1&'+$,-'

•  M3&'N&$D':$)",.,34'-#%#'.);$6&'=)$'9GP!/'

!D361$):1#.)$.'

–  7!/(D.4D3($*%D2"4%-b#'p(G0$&('0&0("0&#(q(`\($08;.#$c$#D(

–  !20$4"(I#0$:"#8#%&(g%-&(P!IgR(

•  E;%;$&'#::2,6#8)3.'*,22'$&2D')3'2#$4&'3;"A&$')='

(PQ.'&3N,.,)3&-'#6$)..'+$,-'<RSTTC>'

•  9GP!'7&.,43'#3-'7&:2)D"&3%';3-&$*#D/'K)$%1'

G"&$,6#3'!D361$):1#.)$'L3,8#8N&'h(P???X%0$;-X4"=R(

–  !"##$%"&$'"()h(H@BE(]BS5E(g<.-<#$E(i#%'4"$E(
54%$:.&0%&$(0%'(S#$#0"D2#"$(

–  *+,-.(/0(r('-$&"-):&#'E(?-'#h0"#0(%#&?4"3((

aa(
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•  Traditional SCADA data since the 1960’s 
–  Voltage & Current Magnitudes 
–  Frequency 
–  Every 2-4 seconds 

•  Phasor Measurement Units (PMU’s) 
–  Voltage & current phase angles 
–  Rate of change of frequency 
–  Time synchronized using GPS and 30 - 120 

times per second 
 

!Ig$(0%'(/*%D2"4;20$4"$(

aT(
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N2*('4(!20$#(C%=.#$(I0J#"_(

Wide-area visibility could have helped prevent August 14, 
2003 Northeast blackout   

Source: www.nerc.com
Angles are based on data from blackout analysis.
Angle reference is Browns Ferry.

aU(



tcipg.org 

!20$4"(C;;.-D0<4%(10j4%48*(

aV(



tcipg.org Source: NASPI aW(
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@>#">-#?(49(!Ig(/*$&#8$(0%'(H0&0(]#&?4"3$(

•  /:)$&0<4%($*$&#8$(0%'(%#&?4"3$(

–  !IgE("#.0*$E(D.4D3$E(B&2#"%#&c$-8-.0"E($?-&D2#$E("4:&#"$E((

•  g<.-&*h?-'#($*$&#8$(0%'(%#&?4"3$(

–  !20$4"('0&0(D4%D#%&"0&4"$E('0&0(2-$&4"-0%E($?-&D2#$E(
"4:&#"$E(8:.<;.#(%#&?4"3-%=(&#D2%4.4=-#$(

•  ]C/!6%#&($*$&#8$(0%'(%#&?4"3$(

–  !20$4"(=0&#?0*$E('0&0():$E(80%0=#8#%&($*$&#8$E(?-'#(
0"#0(D488:%-D0<4%($*$&#8$(

•  C;;.-D0<4%$(0%'(:$#"$ ((

– I4%-&4"-%=E(D4%&"4.E(;"4&#D<4%(

aY(
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l#*(5*)#"(/#D:"-&*(S#d:-"#8#%&$(

•  H0&0($#D:"-&*(

•  H#$-"#'(;"4;#"<#$+(D4%f'#%<0.-&*E(-%&#="-&*(0%'(0>0-.0)-.-&*(
•  12"#0&$+(#0>#$'"4;;-%=E(8#$$0=#(-%$#"<4%c84'-fD0<4%E(

'#%-0.h49h$#">-D#(

•  /*$&#8($#D:"-&*(

•  H#$-"#'(8#0$:"#$+(;"4&#D<4%E('#&#D<4%(0%'("#$;4%$#(

•  12"#0&$+(-%&":$-4%$E('#%-0.h49h$#">-D#E(80.?0"#E(-%$-'#"(

8-$:$#E(4&2#"$(

•  S#=:.0<4%(0%'(D48;.-0%D#(

•  ]BS5(56!(
•  S#D#%&(GBS5("#$;4%$#(&4(;#<<4%(0%'(-&$(-8;.-D0<4%$(94"(

D*)#"($#D:"-&*(49($*%D2"4;20$4"($*$&#8$(

T\(
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5:""#%&(C"D2-&#D&:"#(94"(!Ig(H0&0(/20"-%=(

Secure 
Network 

Apps 
 

Source: NASPI 
T[(
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B%>-$-4%#'(!Ig(H0&0(G.4?(-%(]C/!6%#&(

TL(
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@;;4"&:%-<#$(0%'(520..#%=#$(

•  M::)$%;3,8&.'

–  68;4"&0%&(0;;.-D0<4%$(#8#"=-%=(&20&("#d:-"#('0&0($20"-%=(

•  S#$#0"D2(-%&4(%#?(0;;.-D0<4%$(%##'#'(
–  /80"&(7"-'(6%>#$&8#%&(!"4="08(&4(9:%'('#;.4*8#%&(49(W\\s(!Ig$(

%0<4%h?-'#(

•  01#22&34&.',3'-#%#'.1#$,34'

–  H-$&"-):&#'(%#&?4"3(94"('0&0('#.->#"*(
–  1"0'#4o$()#&?##%(4;#"0<4%0.E("#=:.0&4"*(0%'():$-%#$$(0$;#D&$'

•  01#22&34&.',3'$&#2,U,34'KG!(L3&%'

[X  H-$&"-):&#'(?-'#h0"#0(%#&?4"3('#$-=%(

LX  ]#&?4"3(80%0=#8#%&(

`X  m:0.-&*(49(/#">-D#(0%'("#0.h<8#('#.->#"*(

aX  5*)#"($#D:"-&*(

–  !"4="#$$(4%(&2#$#(&4;-D$(80'#(-%("#D#%&.*("#.#0$#'(]C/!6%#&(

$;#D-fD0<4%('4D:8#%&(Pm:0%&0(1#D2%4.4=-#$R(

T`(
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[X(H-$&"-):&#'(N-'#hC"#0(]#&?4"3(H#$-=%(

•  /24:.'+(
–  Q#>#"0=#('0&0(.4D0.-&*(
–  Q#>#"0=#(&2#(#j-$<%=(2-#"0"D2*((

•  ;4?#"(="-'(4;#"0&4"$E(84%-&4"$(0%'("#=:.0&4"$(

–  C..4?(94"(-%D"#8#%&0.(="4?&2c94"80<4%(49(]C/!6%#&(

–  /-8;.-9*(&":$&(0%'(3#*(80%0=#8#%&(%##'#'(94"($#D:"-%=(

!Ig('0&0(

–  /-8;.-9*(%#&?4"3(80%0=#8#%&(?-&2(.4D0.-b#'(;"4>-'#"$(

–  /-8;.-9*(m4/(80%0=#8#%&(

Ta(
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LX(]#&?4"3(I0%0=#8#%&(

•  K&%*)$C'"#3#4&"&3%'=;368)3.'

–  !#"94"80%D#(

–  54%f=:"0<4%(
–  CDD4:%<%=(
–  G0:.&(80%0=#8#%&(

–  /#D:"-&*(80%0=#8#%&(

•  ]##'(94"(0;;"4;"-0&#($#">-D#$(-%(]C/!6%#&(0%'(8#0%$(&4(

D44"'-%0&#()#&?##%(4"=0%-b0<4%$(

TT(
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`X(m:0.-&*(49(/#">-D#(

•  m4/(=40.$(;#"('0&0(t4?(0"#(&4(8-%-8-b#(.0&#%D*E('#.0*E(n-J#"E(.4$$E(#""4"(

•  @>#"0..(m4/(=40.$(0"#(&4($:;;4"&('#'-D0&#'()0%'?-'&2E("#$4:"D#(

;"4>-$-4%-%=(0%'(0..4D0<4%E(0>4-'-%=(0%'(80%0=-%=(%#&?4"3(

D4%=#$<4%E($20;-%=(%#&?4"3(&"0uD(0%'(80%0=-%=(;"-4"-<#$((

•  C($:==#$&#'(0;;"40D2+(1#$223%$2/4)m@/(

TU(
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aX(5*)#"(/#D:"-&*(

•  14'0*^$(0;;"40D2v+(;2*$-D0.(0%'(#.#D&"4%-D(;#"-8#&#"(;"4&#D<4%E(

:%-94"8($#D:"-&*(.#>#.E(D40"$#h="0-%#'(0DD#$$(D4%&"4.E(0:'-<%=(

•  C''"#$$#$()0$#.-%#($#D:"-&*("#d:-"#8#%&$E(D4884%(&2"#0&$(0%'(

0J0D3(84'#$(

•  C.-=%#'(?-&2(D:""#%&("#=:.0&4"*("#d:-"#8#%&$(

•  N2#"#('4(?#(%##'(&4(=4_(

•  S-$3h'"->#%(="0'#'($#D:"-&*(.#>#.$E(="0%:.0"(0DD#$$(D4%&"4.E(D"4$$h

.0*#"($#D:"-&*('#$-=%$(

•  C''"#$$($4;2-$<D0&#'(0J0D3$E(;"4>-'#($&"4%=(0$$:"0%D#$(94"(

'#D-$-4%(803-%=(

•  6%(.-%#(?-&2("#=:.0&4"*(D20%=#$_(

•  S#D#%&(;"4;4$#'(56!(D20%=#$(;4-%&(&4?0"'$(="0'#'(

$#D:"-&*(.#>#.$(0%'(]6/1(W\\hT`($&*.#($#D:"-&*(D4%&"4.$(

* This is a generalization and not correct in all cases.  

TV(
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@:&.-%#(

•  ,0D3="4:%'+(
–  @>#">-#?(49(B.#D&"-D0.(!4?#"(/*$&#8(,0$-D$(

•  M,-=(N-"#O(

•  61(6%9"0$&":D&:"#(PMQ-J.#(N-"#OR(

–  61(6%9"0$&":D&:"#(12"#0&$(
•  S#$#0"D2(520..#%=#$+(

– N-'#(C"#0(I#0$:"#8#%&(/*$&#8$(

–  C'>0%D#'(I#&#"-%=(6%9"0$&":D&:"#$(PCI6R(

•  S#$#0"D2(H-"#D<4%$(
–  156!7(@>#">-#?(

TW(
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CI6+(@:&.-%#(

•  1#D2%4.4=*(@>#">-#?(
–  740.$(0%'(9#0&:"#$(
–  H#;.4*8#%&($&0&:$(

–  6%&"4':D<4%(&4(/80"&(8#&#"$(0%'(CI6(

– I0%:90D&:"#"$(

•  S-$3(C%0.*$-$(
–  i:.%#"0)-.-<#$(
–  68;0D&(

•  /#D:"-%=(CI6(

–  5:""#%&(#o4"&$(0%'(D20..#%=#$(
–  S#$#0"D2(&4;-D$(

TY(
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@I0VKMWM+X'

MHI5HLI9'

!0"&([c`(

U\(
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CI6(740.$(0%'(G#0&:"#$(

•  C:&480&#'(0%'("#84&#(8#&#"("#0'-%=(

–  1?4h?0*(D488:%-D0<4%$(

•  6%D"#0$#(="-'("#.-0)-.-&*(

–  @:&0=#('#&#D<4%(0%'(.40'(D4%&"4.(
–  /4.-'h$&0&#('-=-&0.(8#&#"$(

•  B%0).#$(<8#h49h:$#(0%'('#80%'h"#$;4%$#(P#%#"=*(0%'(D4$&(

$0>-%=$R(

–  G"#d:#%&($08;.-%=(?-&2(<8#h&0==#'($&4"0=#(

•  B8;4?#"(D:$&48#"$(

–  @:&0=#(%4<fD0<4%(
–  5:$&48#"(?#)(;4"&0.(

–  I#&#"$(;4&#%<0..*(:$#'(0$(=0&#?0*(&4(&2#(A48#(C"#0(]#&?4"3(

PAC]R(

U[(
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H#;.4*8#%&(/&0&:$(

•  g/(8#&#"('#;.4*8#%&(P#%'(49(L\[\R+((

–  L[(8-..-4%($80"&(8#&#"$(

–  14&0.(%:8)#"(49(8#&#"$+(`a\(8-..-4%+(LLL(8-..-4%(.#=0D*(8#&#"$(P0..(

$#D&4"$RE([[W(8-..-4%(0:&480&#'(PCIS(s(CI6R(

•  14&0.(;.0%%#'+(TVXY(8-..-4%(PY\(0D<>#(:<.-<#$R(

Smart Metering Projects Map on Google Map and http://meterpedia.com/ 

UL(
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C'>0%D#'(I#&#"-%=(6%9"0$&":D&:"#(PCI6R((

NC](
P!Q5(4"(7/IR(

]C](
PN-"#.#$$(8#$2(%#&?4"3R(

g<.-&*(

]#&?4"3(

5#..(

S#.0*(

IHI/(

54..#D&X(B%=-%#(

CDD#$$(!4-%&(

CDD#$$(!4-%&(

A#0'(B%'(

12-"'(!0"&*(

(

5:$&48#"(

G-#.'(5"#?(

LEGEND:  WAN: Wide Area Net., NAN: Neighborhood Area Net., 
                  PLC: Power Line Comm., MDMS: Meter Data Management System,  Smart Meter 

U`(



tcipg.org 

/80"&(I#&#"+(C%0&48*(PD4%&XR(

(Example from Texas Instrument) 

Ua(
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•  1#D2%4.4=-#$(K(!#"94"80%D#$+(

– I#&"4.4=*(

•  5!g+(.4?(;4?#"([Uh)-&(S6/5E(:;(&4(LT(I2b(

• I#84"*+(G.0$2E(:;(&4(LTU(l,(0%'(SCIE(:;(&4([U(l,(

–  C;;.-D0<4%(!"4D#$$4"+(
•  5!g+(`Lh)-&(CSI>V(P54"&#jhIRE(:;(&4([V\(I2b(

• I#84"*+(G.0$2E(:;(&4(LI,(

–  5488:%-D0<4%+(

•  AC]+(w-=)##E(N-f(

•  ]C]+(!"4;"-#&0"*(:%.-D#%$#'(?-"#.#$$(PY\\(I2bR(

• NC]+(7/IE(!Q5E(,Q!E(N-I0j((

/80"&(I#&#"+(C%0&48*(PD4%&XR(

UT(
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CI6(PD4%&XR(

•  5488:%-D0<4%(!"4&4D4.$(

–  0SYFYY+(D488:%-D0<4%(4>#"(0%*("#.-0).#(%#&?4"3(

–  0SYFSZ+(&0).#('0&0('#f%-<4%(
–  5[LXL[+(D488:%-D0<4%(4>#"(&#.#;24%#(84'#8(

–  5[LX[W+(;4-%&h&4h;4-%&(D488:%-D0<4%(4>#"(4;<D0.(D4%%#D<4%(

UU(
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I0%:90D&:"#"$(0%'(1#D2%4.4=-#$(

P#3;=#6%;$&$' G$61,%&6%;$&' 9GK' KGK' !&6;$,%D'($)N,-&$'

L%$)3' @;#%N0*(
7/IE(5HICE(

B&2#"%#&E(N-I0j(
SGQC](

5#"<D48(

6%':$&"-0.(H#9#%'#"(

I2.%&$' B%#"=*Cj-$( 5+*)$6("2'1) BCxQC](

W#3-,.[+D$' 7"-'/&"#08( 7"-'$&"#08(!Q5( 7"-'$&"#08(SG( S/C(

!&3.;.' G.#j]#&( G.#j]#&( G.#j]#&(SG(

+I'
C'>0%D#'(

H-$&"-):<4%(

6%9"0$&":D&:"#(

SGE(!Q5E(7/I(

UV(
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5L!\'GKGWX!L!'

!0"&(Lc`(

UW(
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CJ0D3(I4<>0<4%(

•  B%#"=*(9"0:'(
•  H#%-0.(49($#">-D#(

–  Bj&4"<4%(
•  !4?#"(H-$":;<4%(

–  @:&0=#$(0%'(-%$&0)-.-&*(
•  10"=#&#'("#84&#('-$D4%%#D&(

•  /&#0.-%=(;#"$4%0.(-%94"80<4%(

•  C):$#(49(D488:%-D0<4%(-%9"0$&":D&:"#(

•  Q4$$(49(D:$&48#"(&":$&(0%'(0'4;<4%(

UY(
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Bj08;.#(49(CJ0D3(/D#%0"-4$(

NC](
P!Q5(4"(7/IR(

]C](

g<.-&*(

]#&?4"3(

5#..(

S#.0*(

IHI/(

54..#D&X(B%=-%#(

Compromised Meter 
(key stolen and 
malware injected) 

CDD#$$(!4-%&(

CDD#$$(!4-%&(

A#0'(B%'(

12-"'(!0"&*(

(

5:$&48#"(

G-#.'(5"#?(

Self-propagation 
(remote exploit 
remote disconnect) 

Authentication 
(meter spoofing) 

Massive requests 
(denial of service) 

LEGEND:  WAN: Wide Area Net., NAN: Neighborhood Area Net., 
                  PLC: Power Line Comm., MDMS: Meter Data Management System,  Smart Meter 

V\(
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CI6(CJ0D3(i#D&4"$(

G]#6C'@&613,B;&.' G]#6C'0)3.&B;&36&.'

!"#$%&'()%*+&%*,-"(
5488:%-D0<4%(-%&#"D#;<4%(

0%'(&"0uD(0%0.*$-$(

6%&#="-&*(49(D4%f=:"0<4%(0%'("4:<%=(4;#"0<4%$(

6%D4%$-$&#%&(&"0uD(4"-=-%(4"('#$<%0<4%(

1"0uD(84'-fD0<4%E(-%n#D<4%E(

0%'("#;.0*(

6%&#="-&*(49(D488:%-D0<4%(&"0uD(

6..#=-<80&#($*$&#8(4"(%#&?4"3(4;#"0<4%$(

6%D4%$-$&#%&(&"0uD(4"-=-%(4"('#$<%0<4%(

./-#"*()%*+&%*,-"(

C:&24"-b0<4%(4"(0:&2#%<D0<4%(

>-4.0<4%(

6..#=-<80&#($*$&#8(4"(%#&?4"3(4;#"0<4%$(

6%D4%$-$&#%&(&"0uD(4"-=-%(4"('#$<%0<4%(

6..#=-<80&#(:$#(49(D"#'#%<0.$(

/;44f%=(49(:<.-&*($*$&#8(
6..#=-<80&#($*$&#8(4"(%#&?4"3(4;#"0<4%$(

6%D4%$-$&#%&(&"0uD(4"-=-%(4"('#$<%0<4%(

]4'#(D48;"48-$#E($;44f%=(49(

8#&#"-%=('#>-D#(

6%&#="-&*(49(%4'#($4e?0"#(4"(20"'?0"#(

6..#=-<80&#($*$&#8(4"(%#&?4"3(4;#"0<4%$(

6%D4%$-$&#%&(&"0uD(4"-=-%(4"('#$<%0<4%((

0"1,23(%4(."&5,6"(
S#$4:"D#(#j20:$<4%( g%"#$;4%$->#(%4'#$E(2-=2()0%'?-'&2(:$0=#(

/-=%0.(n088-%=( g%"#$;4%$->#(%4'#$E(2-=2($-=%0.(;4?#"(.#>#.(

!0D3#&('"4;;-%=( 6%&#="-&*(49(D488:%-D0<4%(&"0uD(

V[(
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/80"&(I#&#"(i:.%#"0)-.-<#$(

Replaced anti-tampering seal 

Password stored in clear in EEPROM 
 

78#'39/(4"&)-/(/0&$'"():/2'(6);()0</)+49$(1/4)7/0/&;(6).(=&$20&8108&/)
PL\[\RE(0%'(>(/&6?):</@);()0</)+49$(1/4)7/0/&;(6).(=&$20&8108&/)PL\\YR(

)*(/X(IDQ0:=2.-%(#&(0.X((

Password sent clear over optical port 
Usage data not integrity protected 

Replayed authentication and spoofed meter 

Encryption key derived from password 

VL(

•  5488:%-D0<4%(;"4&4D4.(>:.%#"0)-.-<#$(

–  S4:<%=(
–  54%f=:"0<4%(
–  ]08#($#">-D#(

•  /4e?0"#(0%'(f"8?0"#(>:.%#"0)-.-<#$(

•  A0"'?0"#(>:.%#"0)-.-<#$(
•  S#0'(0%'(?"-&#(0DD#$$(&4('0&0($&4"0=#(
•  CDD#$$(&4(#%D"*;<4%(3#*$(
•  N#03("0%'48(=#%#"0&4"(

•  Q0D3(49("#;.0*(;"4&#D<4%(
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/80"&(I#&#"(i:.%#"0)-.-<#$(PD4%&XR(

A"B3#/9/#)4/2;6()98#(/&$%;#;'/2);()B;&/#/22)1"(0&"#)2?20/C2)<$&4B$&/(PL\\YR(
0%'(-D*E)98#(/&$%;#;0?)"=)F3,0$1G)F;6%//(PL\[\R()*(1X(744'$;##'(#&(0.X(

Inject executable code 
Reverse engineer firmware 
Guess password by timing 

Sniff/inject frames on internal bus 
Replace firmware 

Jam the radio 
Enter a disabled bootloader 

Predictable keys can be exploited remotely 

•  5488:%-D0<4%(;"4&4D4.(>:.%#"0)-.-<#$(

–  S4:<%=(
–  54%f=:"0<4%(
–  ]08#($#">-D#(

•  /4e?0"#(0%'(f"8?0"#(>:.%#"0)-.-<#$(

•  A0"'?0"#(>:.%#"0)-.-<#$(
•  S#0'(0%'(?"-&#(0DD#$$(&4('0&0($&4"0=#(
•  CDD#$$(&4(#%D"*;<4%(3#*$(
•  N#03("0%'48(=#%#"0&4"(

•  Q0D3(49("#;.0*(;"4&#D<4%(

V`(
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Local variables promoted to global 
Vulnerable to buffer overflow 

Very small stack space, no memory protection 
Vulnerable to timing attacks 

“r/w” flag often disabled 

•  5488:%-D0<4%(;"4&4D4.(>:.%#"0)-.-<#$(

–  S4:<%=(
–  54%f=:"0<4%(
–  ]08#($#">-D#(

•  /4e?0"#(0%'(f"8?0"#(>:.%#"0)-.-<#$(

•  A0"'?0"#(>:.%#"0)-.-<#$(
•  S#0'(0%'(?"-&#(0DD#$$(&4('0&0($&4"0=#(
•  CDD#$$(&4(#%D"*;<4%(3#*$(
•  N#03("0%'48(=#%#"0&4"(

•  Q0D3(49("#;.0*(;"4&#D<4%(

/80"&(8#&#"(?4"8('#>#.4;#'(0%'(&#$&#'()*(6@CD<>#(P,.0D3A0&(L\\YR((

/#.9h"#;.-D0<%=(0%'($#.9h;"4;0=0<%=(D4'#(
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IEEM5@!'

!0"&(`c`(
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/#D:"-&*(54%&"4.$(

NC](
P!Q5(4"(7/IR(

]C](
PN-"#.#$$(8#$2(%#&?4"3R(

g<.-&*(

]#&?4"3(

5#..(

S#.0*(

IHI/(

54..#D&X(B%=-%#(

CDD#$$(!4-%&(

CDD#$$(!4-%&(

A#0'(B%'(

12-"'(!0"&*(

(

5:$&48#"(

G-#.'(5"#?(

LEGEND:  WAN: Wide Area Net., NAN: Neighborhood Area Net., 
                  PLC: Power Line Comm., MDMS: Meter Data Management System,  Smart Meter 

1) Authenticated and Authorized Access 
2) Communication integrity 

1) Network authentication 
(end-to-end auth. where 
possible) 

2) Data/comamnd integrity 
and confidentiality (end-
to-end where possible)  

Backhaul Comm.  
-Security 
-Availability 

Access Point and 
Meter Security and 
Availability (tamper 
resistance/detection) 
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S#D#%&(Bo4"&$(

•  ]6/1(
–  ]6/16S(VULW(

•  C(.4=-D0.(0"D2-&#D&:"#(?-&2(0D&4"$(-%(/80"&(7"-'(0%'(

-%&#"90D#$()#&?##%(&24$#(0D&4"$(-%D.:'-%=(94"(CI6((

•  A-=2h.#>#.($#D:"-&*("#d:-"#8#%&$(94"(&2#(-'#%<f#'(

-%&#"90D#$((-%D.:'-%=(94"(CI6(

•  A-=2h.#>#.("#d:-"#8#%&$(94"(3#*h80%0=#8#%&($*$&#8$(

94"(&2#(/80"&(7"-'(PCI6(-$(-8;.-D-&R ((

–  /76!h!C!\\+(I#&#"(g;="0'#0)-.-&*(/&0%'0"'(P)*(]BICR(

•  !"4>-'#$("#d:-"#8#%&$(94"($#D:"#.*(:;="0'-%=($80"&(

8#&#"(f"8?0"#((

VV(



tcipg.org 

S#D#%&(Bo4"&$(

•  C/C!h/7(
–  CI6(/#D:"-&*(!"4f.#(P94"(CI6h/B5(Pg5C6:=R(0%'(]6/1(

5/N7R(

•  !"4>-'#$(0("-$3(0$$#$$8#%&(0%'(0(D0&0.4=(49("#d:-"#'(

$#D:"-&*(D4%&"4.$(P)0$#'(4%(HA/(50&0.4=(49(54%&"4.(

/*$&#8(/#D:"-&*R94"(CI6($*$&#8$(0%'(-%&#"90D#$X((

–  /#D:"-&*(!"4f.#(94"(`"'(!0"&*(H0&0(CDD#$$(P94"(]6/1(5/N7(

0%'(/7(/#D:"-&*(N4"3-%=(="4:;(Pg5C6:=RR(

•  H#f%#$($#&(49($#D:"-&*hD#%&"-D(:$#hD0$#$(0%'(0'0;&$(
D4%&"4.$(94"8(HA/(50&0.4=(49(54%&"4.(/*$&#8(/#D:"-&*X(

(
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•  Q0"=#($#&(49($:==#$<4%$(K("#d:-"#8#%&$(0>0-.0).#(

–  ]6/16S(K(CI6h/B5+($#D:"-&*("#d:-"#8#%&$(94"(#>#"*(-%&#"90D#(

–  CD0'#8-D(;:).-D0<4%$(4%(CI6($#D:"-&*(

•  6$$:#$(0"#+(
–  /*$&#8($;#D-fD+(24?(&4(0;;.*($&0%'0"'$_((

–  @;<8-b0<4%+(24?(&4($#.#D&(&2#("-=2&(D4$&c$#D:"-&*(&"0'#4o_(

–  548;.#j-&*+(24?(&4(3##;($#D:"-&*(80%0=#0).#(0%'($4.:<4%$(

-%&#"4;#"0).#_(

•  68;4"&0%D#(49(0($#D:"-&*(;"4D#$$(0;;.-#'(&4(CI6(

–  H#f%-%=(&2#("-=2&($#D:"-&*(#%>-"4%8#%&(

–  68;.#8#%<%=($#D:"-&*()*('#$-=%(

–  54%$&0%&(84%-&4"-%=(0%'(>0.-'0<4%(49($#D:"-&*($4.:<4%$(
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•  ,0D3="4:%'+(
–  @>#">-#?(49(B.#D&"-D0.(!4?#"(/*$&#8(,0$-D$(

•  M,-=(N-"#O(

•  61(6%9"0$&":D&:"#(PMQ-J.#(N-"#OR(

–  61(6%9"0$&":D&:"#(12"#0&$(
•  S#$#0"D2(520..#%=#$+(

– N-'#(C"#0(I#0$:"#8#%&(/*$&#8$(

–  C'>0%D#'(I#&#"-%=(6%9"0$&":D&:"#$(PCI6R(

•  S#$#0"D2(H-"#D<4%$(
–  156!7(@>#">-#?(

W\(
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/80"&(7"-'(/#D:"-&*(Bo4"&$(y(6..-%4-$(

!""#$%#&'()$*)+',%+'-'./-+*)+'
0")1*+#1'2+#3'
!"#$%"&$'()*)+',-#$"(./)
0/12$./3)
)
•  456789):;<)=+>?)@A(%$(B))

•  C/3&)D/%)*)#"D)/EA$--/%)F$&G))
HIJ0I)&')-/1@'1,)2"#$%"&$'()
'@)0,"1&)K1$%)3L3&/,3)

•  +1$&$."#)M(@1"3&1A.&A1/)
N1'&/.&$'()O+MNPQ))-1/R"A%$&)
.G/.S)@'1).',-#$"(./)&')T>;+)
3&"(%"1%3)

•  N1/-"1/)@'1)T>;+)1/#$"D$#$&L)
.',-#$"(./)"A%$&3)

!"#$%#&4&'.#$5-6%+)'7389'
:#5#*-"'.1#)$1)&'()$*)+'
./-+*'2+#3'.;<6+%5+-/'
U4<78)/V'1&)J)7)L/"13)

(7(7!.'
C/3&D/%)

N1'%A.&3)&/3&/%)*)2"#$%"&/%)$()+W+WM0)
&/3&D/%Q)4<658)X:<Y)@A(%$(B)@1',)?T;)

=%+)-$'>-*#%$-"'./-+*'2+#3'
?)&*@)3'%$'A)B;'!&"-$39'

C'>)D':E0'EF1)'%,'0")1*+#1#*G'
.)1;+#*G'H+%B)1*&'D#*IJ'

N1'Z/.&3)$()8$.1'B1$%39)=>;39)
"(%)HWT3)

N1'Z/.&).'(./1($(B)&/3D/%)"(%)
.LD/1)3/.A1$&L)1/3/"1.G)O==0?0P)

?(!H2J'?+;&*D%+*IG'(G<)+'!$,+-&*+;1*;+)',%+'*I)'H%D)+'2+#3'

•  =1$2/)&G/)%/3$B()'@)"()1/3$#$/(&).LD/1)$(@1"3&1A.&A1/)/#/.&1$.)-'F/1)
FG$.G)'-/1"&/3)&G1'ABG)"&&".S3)

•  4<[6[)8)'2/1)\2/)L/"19)3&"1&/%)?.&6)<9)5Y<Y)
•  ]($26)M##$('$39)+'1(/##9)="1&,'A&G9)]6+6)="2$39)I"3G6)0&"&/)]($26)
•  XA(%/%)DL)=?>)"(%)=H0)
•  X'##'FR'()&')4^67)8)T0X))+LD/1C1A3&)+/(&/1)
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156!7(i-$-4%(K(S#$#0"D2(G4D:$(

K#&#%$Q)=1$2/)&G/)%/3$B()'@)"()"%"-&$2/9)1/3$#$/(&9)"(%)
&1A3&F'1&GL).LD/1)$(@1"3&1A.&A1/)@'1)&1"(3,$33$'()*)
%$3&1$DA&$'()'@)/#/.&1$.)-'F/19)FG$.G)'-/1"&/3)&G1'ABG)
"&&".S3)

L)&)-+1I',%1;&J';/3$#$/(&)"(%)0/.A1/)0,"1&)K1$%)0L3&/,3)
–  N1'&/.&$(B)&G/).LD/1)$(@1"3&1A.&A1/)
– 8"S$(B)A3/)'@).LD/1)"(%)-GL3$."#)3&"&/)$(@'1,"&$'()&')
%/&/.&9)1/3-'(%9)"(%)1/.'2/1)@1',)"&&".S3)

–  0A--'1&$(B)B1/"&#L)$(.1/"3/%)&G1'ABG-A&)"(%)&$,/#$(/33)
1/EA$1/,/(&3)@'1)(/_&)B/(/1"&$'()/(/1BL)"--#$."&$'(3)

–  `A"(&$@L$(B)3/.A1$&L)"(%)1/3$#$/(./)
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156!7((/&0<$<D$(

•  ,:-.'(:;4%(zVXTI(]/G(156!(5*)#"1":$&(5#%&#"(L\\ThL\[\(

•  z[WXWI(4>#"(T(*#0"$E($&0"<%=(@D&([E(L\\Y(

•  G:%'#'()*(H#;0"&8#%&(49(B%#"=*E(@uD#(49(B.#D&"-D-&*(0%'(

H#;0"&8#%&(49(A48#.0%'(/#D:"-&*(

•  T(g%->#"$-<#$(

–  g%->#"$-&*(49(6..-%4-$(0&(g")0%0h5208;0-=%(PL\(/#%-4"(

6%>#$<=0&4"$E(La(7"0':0&#($&:'#%&$R(

–  N0$2-%=&4%(/&0&#(g%->#"$-&*(PT(/#%-4"(6%>#$<=0&4"$E(`(7"0':0&#(

$&:'#%&$R(

–  g%->#"$-&*(49(50.-94"%-0(0&(H0>-$(PL(/#%-4"(6%>#$<=0&4"$E([(
7"0':0&#($&:'#%&R(

–  H0"&84:&2(54..#=#(PL(/#%-4"(6%>#$<=0&4"$E([(7"0':0&#($&:'#%&R(

–  54"%#..(g%->#"$-&*(P[(/#%-4"(6%>#$<=0&4"R(

W`(
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•  Clusters integrate work in specific technical areas over the life of 
the project: 
–  Trustworthy cyber infrastructure and technologies for wide-

area monitoring and control 
–  Trustworthy cyber infrastructure and technologies for active 

demand management 
–  Responding to and managing cyber events 
–  Risk and security assessment 

•  Cross-Cutting Efforts address issues that cross technical 
clusters: 
–  Education and workforce development 
–  Testbed and evaluation methodologies 
–  Industry interactions and technology transition 
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156!7(1#D2%-D0.(5.:$&#"$(0%'(12"#0'$(

02;.%&$.'

@$;.%*)$%1D'6DA&$'
,3=$#.%$;6%;$&'#3-'

%&613)2)4,&.'=)$'*,-&^#$&#'
")3,%)$,34'#3-'6)3%$)2'

@1$&#-.'

G$61,%&6%;$&.'-&.,43'#3-'
%))2.'=)$'*,-&'#$&#'

6)"";3,6#8)3'3&%*)$C.'

@$;.%',3'(PQ'K&%*)$C.'

@$;.%*)$%1D'6DA&$'
,3=$#.%$;6%;$&'#3-'

%&613)2)4,&.'=)$'#68N&'
-&"#3-'"#3#4&"&3%'

@1$&#-' G-N#36&-'")3,%)$,34'#3-'
6)3%$)2'=)$'-,.%$,A;8)3'

3&%*)$C.'

5&.:)3-,34'%)'#3-'
"#3#4,34'6DA&$'&N&3%.'

@1$&#-'
7&.,43')='.&",^#;%)"#%&-'
,3%$;.,)3'-&%&68)3'#3-'
$&.:)3.&'%&613,B;&.'

5,.C'#3-'.&6;$,%D'
#..&.."&3%'

@1$&#-.'

P)-&2^A#.&-'G..&.."&3%'
@))2.'

I_:&$,"&3%^A#.&-'
G..&.."&3%'@))2.'
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,"#0'&2(49(156!7(S#$#0"D2(CD<>-<#$(

)37-#"&8(9&7-#$%&#:/(6/;"&(
,14&2-#&76#7&"(21<(#"6:1%3%=,"-(4%&(
$,<">2&"2(*%1,#%&,1=(21<(6%1#&%3'

'
•  /#D:"#(N-'#hC"#0(H0&0(0%'(

5488:%-D0<4%(]#&?4"3$(94"(!Igh)0$#'(

!4?#"(/*$&#8(C;;.-D0<4%$(

•  S#0.h<8#E(/#D:"#E(0%'(54%>#"=#'(!4?#"(

7"-'(5*)#"(]#&?4"3$((

•  544;#"0<>#(54%=#$<4%(C>4-'0%D#(-%(

!4?#"(7"-'(]#&?4"3$(

•  H-"#D&(C;;.-D0<4%(49(!Ig(i0.:#$(-%&4(

!4?#"(G.4?(/4e?0"#(

•  (7"-'/&0&(I-''.#?0"#(5488:%-D0<4%(

G"08#?4"3+(C;;.-D0<4%(S#d:-"#8#%&$E(

I0%0=#8#%&(/#D:"-&*E(0%'(1":$&(

•  Q4$$.#$$(548;"#$$-4%(49(/*%D"24;20$4"(

I#0$:"#8#%&(H0&0(C"D2->#$((

•  H#D#%&"0.-b#'(/#%$4"(]#&?4"3-%=(I4'#.$(

0%'(!"-8-<>#$(94"(&2#(/80"&(7"-'(

)37-#"&8(9&7-#$%&#:/(6/;"&(
,14&2-#&76#7&"(21<(#"6:1%3%=,"-(4%&(
26?5"(<"*21<(*212="*"1#'

'
•  /80"&h7"-'hB%0).#'(H-$&"-):&#'(i4.&0=#(

/:;;4"&(

•  /;#D-fD0<4%h)0$#'(6H/(94"(/80"&(

I#&#"$(

•  H#>#.4;8#%&(49(&2#(6%94"80<4%(Q0*#"(

94"(&2#(iL7(G"08#?4"3(

68;.#8#%&0<4%(

•  ]4%h6%&":$->#(Q40'(I4%-&4"-%=((

•  C=#%&(1#D2%4.4=-#$(94"(CD<>#(54%&"4.(

C;;.-D0<4%$(-%(&2#(!4?#"(7"-'(

•  H#>#.4;8#%&(49(&2#(6%94"80<4%(Q0*#"(

94"(&2#(iL7(G"08#?4"3(

68;.#8#%&0<4%(

WV(
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,"#0'&2(49(156!7(S#$#0"D2(CD<>-<#$(

)37-#"&8(@"-+%1<,1=(#%(21<(
*212=,1=(6/;"&("5"1#-'

•  SSB+(C(708#h12#4"#<D(S#$;4%$#(0%'(

S#D4>#"*(B%=-%#(

•  C$$#$$8#%&(0%'(G4"#%$-D$(94"(Q0"=#h

/D0.#(/80"&(7"-'(]#&?4"3$(

•  544"'-%0<%=(,.0D3(/&0"&(@;#"0<4%$(

g$-%=(/*%D2"4;20$4"$(

)37-#"&8(@,-'(21<(-"67&,#/(
2--"--*"1#'

•  1":$&?4"&2-%#$$(B%20%D#8#%&(144.$(94"(

/5CHC(/4e?0"#(0%'(!.0{4"8$((

•  144.$(94"(C$$#$$8#%&(0%'(/#.9h0$$#$$8#%&(49(

w-=,##(]#&?4"3$(

•  C%0.*$-$(49(68;0D&$(49(/80"&(7"-'(S#$4:"D#$(

4%(BD4%48-D$(0%'(S#.-0)-.-&*(49(B.#D&"-D-&*(

/:;;.*((

•  i:.%#"0)-.-&*(C$$#$$8#%&(144.(g$-%=(I4'#.(

52#D3-%=(

•  1#$&h)#'hH"->#%(C$$#$$8#%&+(Bj;#"-8#%&0.(

i0.-'0<4%(49(/*$&#8(/#D:"-&*(0%'(S#.-0)-.-&*(

•  I4'#.-%=(I#&24'4.4=-#$(94"(!4?#"(7"-'(

54%&"4.(/*$&#8(B>0.:0<4%((

•  C:&480<D(i#"-fD0<4%(49(]#&?4"3(CDD#$$(

54%&"4.(!4.-D*(68;.#8#%&0<4%$(

•  m:0%<9*-%=(&2#(68;0D&$(4%(S#.-0)-.-&*(49(

54:;.-%=()#&?##%(!4?#"(/*$&#8(5*)#"(0%'(

!2*$-D0.(548;4%#%&$(

•  14?0"'$(S4):$&(!4?#"(/*$&#8(C;;.-D0<4%$(

WW(
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156!7(1#$&)#'(Bo4"&(

WY(

•  TCIPG testbed aims to: 
–  !"4>-'#(#j;#"-8#%&0.($:;;4"&(0%'(-%&#="0<4%(49(156!7(;"4n#D&$(

–  /#">#(0$(%0<4%0.("#$4:"D#(94"(#j;#"-8#%&0.(?4"3(-%(0%0.*$-$(49(;4?#"(

="-'($*$&#8("#$-.-#%D*(

•  Testbed capabilities: 
–  Bd:-;8#%&((

•  5488#"D-0.(A0"'?0"#(0%'(/4e?0"#(

•  1"0%$8-$$-4%E(H-$&"-):<4%E(7#%#"0<4%E(0%'(A48#(0:&480<4%c

D4%&"4.(

–  /D0.0).#($-8:.0<4%(0%'(#8:.0<4%(

•  /-8:.0<4%(49(;4?#"(=#%#"0<4%c&"0%$8-$$-4%E($-8:.0<4%c

#8:.0<4%(49(D48;:&#"(0%'(D488:%-D0<4%($*$&#8$(

–  54:;.-%=(
•  6%&#="0<4%(49($-8:.0<4%(49(#.#D&"-D0.($&0&#E("#0.(#d:-;8#%&(0%'(

D*)#"($-8:.0<4%c#8:.0<4%(49(4&2#"(="-'(D48;4%#%&$(
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156!7(N#)D0$&$+(1#D2%4.4=-#$(94"(0(S#$-.-#%&(!4?#"(7"-'(

•  !"#$#%&(&4;-D$(4%("#$#0"D2E(

'#>#.4;8#%&E(0%'('#$-=%(49(0(

$#D:"#(0%'("#$-.-#%&(;4?#"(="-'(

•  N#)D0$&$(0"#(4;#%(&4(&2#(;:).-D(

0%'(0J"0D&(0()"40'(0:'-#%D#(9"48(

-%':$&"*E(0D0'#8-0E(0%'(

=4>#"%8#%&((

•  N#)D0$&(f"$&(G"-'0*(49(#0D2(84%&2(

0&([+\\(;X8X(51(

•  /;#03#"$($4(90"+(

–  /#;&X+(I0%-80"0%(74>-%'0"0$:E(

64?0(/&0&#(

–  @D&X+(I0&2#?(Q:0..#%E(/;2`"`(

–  ]4>X+(C.0%(7"##%)#"=E(,4#-%=E(
K(I0"3(B%$&"48E(]#:$&0"(

–  H#DX+(S4)#"&(G4"8#"E(61S@](

Y[(
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•  ,0D3="4:%'+(
–  @>#">-#?(49(B.#D&"-D0.(!4?#"(/*$&#8(,0$-D$(

•  M,-=(N-"#O(

•  61(6%9"0$&":D&:"#(PMQ-J.#(N-"#OR(

–  61(6%9"0$&":D&:"#(12"#0&$(
•  S#$#0"D2(520..#%=#$+(

– N-'#(C"#0(I#0$:"#8#%&(/*$&#8$(

–  C'>0%D#'(I#&#"-%=(6%9"0$&":D&:"#$(PCI6R(

•  S#$#0"D2(H-"#D<4%$(
–  156!7(@>#">-#?(

YL(


