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Attack goals and scenarios

• Gain Access (GA)

• Privilege escalation
(PE)

• Information
Disclosure (ID)

• Denial of Service
(DoS)

• Compromise data
integrity (CDI)

• Web site
defacement (WD)

• Phishing (PH)

• …

Sc1: GA, ID, CDI
Sc2: GA, DW
Sc3: GA, AP, TV

Several possible instantiations  for each scenario

Attack Scenarios:
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WD
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PH
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Generation of attack campaign

Vulnerabilities  Goals
+ Dependencies

{V1,...,Vn}    {G1,..,Gm}

Attack cases: Sequence of
vulnerabilities instantiating
each scenario {S1, … Sk}

Definition of attack campaign

• Strategies: for each attack goal
• Test at least one

vulnerability
• Test all vulnerabilities, …
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V1 V2 V3 … Vn

G1: GA X X X

G2: VI X x

….

GOm:CI
D

X

WD

GA PE

CDI

ID

Abstract
Scenarios

S1: GA (V1), ID (V4), CDI (V6)
S2: GA (V2), ID (V4), CDI (V6)
S3: GA (V3), ID (V5), CDI (V6)
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Vulnerability Identification Algorithm

 input: injection point

 output: vulnerabilities associated to injection point

 Objective
– automate identification
– provide requests allowing exploitation of vulnerabilities
– focus on SQL injections at a first step

 open source vulnerability scanners: Skipfish, W3af, Wapiti
– http://code.google.com/p/skip1ish
– http://w3af.sourceforge.net
– http://wapiti.sourceforge.net



Vulnerability detection algorithms

 skipfish
– 3 requests for each injection point

r1 ’”    r2\’\”   r3 \\’\\”

– a vulnerability exists whenever the responses associated to r1 and r2
are different and the responses associated to r1 and r3 are different

– Similarity analysis: frequency of words

– Assumption
• Different invalid requests return similar error responses

 W3aF and Wapiti
– Pattern matching of MySQL error messages
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Proposed algorithm

 Find SQL injections that:
– would not generate error pages (MYSQL error, authentification error)
– would generate successful execution pages (successful

authentication, access to another page)

 Principle
– Build a reference model of error pages returned by the web site

• Generate (randomly) requests with invalid authentication data AND
Requests with syntactically invalid SQL injections

• Analyse responses  reference model for error pages
– Generate syntactically valid SQL injections
– Identify the responses that are distant from the reference

These responses are likely to be associated to valid SQL injections

 Hierarchical clustering algorithm
– Paired similarity analysis of response pages based on diff



Illustration

 Requests sent to the server through an injection point
– Rid : requests with invalid data
– Rii : syntactically invalid SQL injections
– Rvi : syntactically valid SQL injections -> generate execution pages

 Clusters with only syntactically valid
SQL injections identify successfull
injections

Cluster

Rid

Rii

Rvi

1st Cluster2nd Cluster

1st Cluster3rd Cluster 4th Cluster



Preliminary results

 Observation
– error pattern matching approach not efficient enough
– Skipfish approach needs to be improved

Vulnerability scanners
Skipfish W3AF Wapiti Our tool

v1 phpBB3    

v2 SecurePages    

v3 HardwareStore    

v4 HardwareStore    

v5 HardwareStore    

v6 HardwareStore    

v7 HardwareStore _ _ _ 

v8 Kereval    

v9 DVWA   _ 

Number of detections 5 4 3 9

Vu
ln

er
ab

ili
tie

s

GA

ID{v4}
{v7}

: non detected  : detected — : non tested injecGon point



Perspectives

 Algorithm
– a more through experiment is need to validate the preliminary

conclusions including also other vulnerability scanners
– Investigate applicability to other types of vulnerabilities

 Goal-driven attack strategy
– Formalisation and implementation of the approach to generate

automatically attack scenario and different possible instantiations
of these scenarios

 Experimental assessment of the two intrusion detection
techniques developed in the project


