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III Some Facts about Taiwan’s IT Industries

> Land Area % A major procurement center for glok
36,188 KM? IT companies
» Population

22 8 million - & % World Class IT Players

(78% resided in metropolita
areas) o

» Household
7.3 million

> per capita jncom
US$ 15,67¢

» PC penetration (

basis)

74.3%

» CATV home pass
84.8%

» Mobile phone penetratior
103.82%

— Ranked first in market share for >
products

— Dominates IT production in
mainland China

% Largest LCD industry and 3th larges
semiconductor industry in the world
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II Boosting Taiwan IT Industry

“ E-Taiwan Project
— Broadband wired communication industry
— PC/Laptop industry

L)

» M-Taiwan Project

)

— Broadband wireless (e.g. WiFi, WiMax) industry
— Mobile/smart phones/PDA/PND industries
“ U-Taiwan Project
— WiMax
— Digital Life & Intelligent Living Environment
— Remote health/mental care
— Telmatcis & Intelligent Transport Systems
— Social Networks
— IT Enabled Services (ITeS)
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llI's Mission: _ __ - /

Advance
& Industry

Think Tank

R&D

Promote
Grow IT

Strengthen Taiwan as Applications
a World Leading IT-ready Country

/

Foster ICT ' Expand ICT

Infrastructure

International

Cooperation

Professionals
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ﬁ R&D Focus — Ubiquitous Network Services

“ IT Enabled Services
— Web 2.0, Web 3.0
— RFID, NFC, micropayment
< Digital Life/Intelligent Living Environment
— Device 2.0, Fiber broadband buildings, IPTV
“ Intelligent Transport System/Telematics
— Intelligent GPS
— LBS for pedestrians, hikers, bicyclers, etc
“» Broadband wireless communication

— Multimodal communication (e.g. WiFi, WiMax, LTE)
seamless roaming

— Fast speed vehicle/train/boat
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III Taiwan’s ICT Prospect — Create Digital Life

Digital Life
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e — Taiwan’s ICT Prospect (Con.)-
III Establish_Intelligent Living Environment

outdoor

Content & application
service provider
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Telematcis

e

DSRC — A Multihop Ad Hoc Network

% DSRC is a natural Solution for fast, interactive and reliable communications (V2V & V2I)

— Ad Hoc vs Infrastructure, V2V at Rural Area
% Accurate & fast vehicle positioning sensing, in part with help from Roadside Infrastructure

% A Disruptive Technology Makes Paradigm Change Feasible
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II Dependability Challenges in UNS

X4

L)

Client device dependability
— Using software to extend battery life
— Recover broken or lost devices
— Internal security for mobile devices

L)

*

User/device generated contents

)

— Trust, security, privacy, availability and selectivity

L)

*

Complexity and diversity
— Multimodal communications (3G, WiFi, WiMax, LTE)

— Heterogeneous devices (MID, smart phones, UMPC, PND, e-
PC)

Mobility
— Speed (>70 miles/hour)
— Seamless service roaming (WiFi/3G/WiMax/LTE)

o

L)
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ﬁ Examples

“* Mtube
— A next generation handheld UMPC
“ Crystal Vulnerablility Scanner (CVS)

— Automatically scan vulnerability of web services
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III MTube
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Dependability Research:
Extending battery life with software
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m MTube - Hybrid Architecture

FrameBuffer

X86 Subsystem

(Windows or Linux)

ARM Subsystem

( Android )

WIMAX | HSDPA

\{I’ube Dual System Architecture
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‘I""'I"" MTube User Interface

“» Seamless user experience

Seamless user experience of dual system

Innovation Compassion Effectiveness 14 © 2008 Institute for Information Industry



P - Hybrid Architecture
III To Reduce Power Consumption

m ST RER
Configuration Power (W) 1% 1% nHRRGER - HE
% m lfr#Femail
ARM +x86+LCD+WiFi 16 u HES Ry
. m iR E
ARM+x86 (S)+LCD+WiFi 4.2
) u R
ARM+x86 (H)+LCD+WiFi 4 m SR EEERYY)
mEBEE SR IB(INEWS -~ Blog)
ARM+x86 (S)+WiFi 29 "IN IERE RS - B
m B SRR R
ARM+x86 (H)+WiFi 2 » FHtise:
ARM+x86 (S) 05 s I::;x
i
ARM+x86 (H) 0.3 w iR PN
TRERE
s HAth,

Power Profilel : (16*0.2+4*0.6+2%0.2)*2+0.3*10=15.33 wh
Power Profile2 : (16*0.2+4*0.6+2*0.2)*4+0.3*8=27.2 wh
Power Profile3 : (16*0.2+4.2*0.6+2.2*0.2)*4+0.5*8=28.64 wh
Power Profile4 : (16*0.2+4.2*0.6+2.2*0.2)*6+0.5*6=40 wh
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CVS Product Positioning

An intelligent network security assessment system which can :

Perform vulnerability and port scan, along with automated penetration test (PT)

Support distributed scanning and multiple payload testing

Create exploit profile based on test policy and attack taxonomy

Generate PT scripting scenario with drag-and-drop interface

| Agent Management | Network Mapping Policy | ¥ulnerability Scan Policy Peneration Test Policy

[[] Avoid destructive attacks [

5dd External Excploit | [

Update Metasploit ]

Select exploits:
[] 14% exploits

ras_ms06_025
mras_ms06_025_rasman

&
&%
&%
&%
4% ms05_039_pnp
&
&
40% netapi_ms06_040

¢ $NENEERERER

‘DDD”EEE'TEE'

Al

180% solaris
160% irix
1805 max_osx
== @ Penetration Test in progress
Module name: | Microsoft Message Queueing Service MSO5-017 | Payload Name |
Descriptions : Target OS: Mapping ¥ ’ ’ 5 -
This module exploits a i+ - ~ | |DEFAULT 18021 # J;
Micmsoftn}-\l{tehg RPCQun:::f:;e to the | 16027 Network Map Vulnerability Scan Penetration Test
s :]he °f§s§;§dﬂ:nm g Agent :10.50.0.55 Target :172.16.3.208
z:t;l;v:ide;)v};me Lo Recent Status Penetration Testing 46% [(WNNNNNNNNNNNNNNN
HNAME | Complete exploit/Total exploits: 35/76
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ﬁ System Architecture & Major Features

With distributed architecture, the system provide assessment
controller to remotely collect the scanning and testing results
from agents and generate reports.

® Network configuration auto-analysis ﬁ@ Assessment Controller
o I i i Assessment Results
POlICy settlng wizard Ag?c;[ri:;rﬁi%rgess Gathering and
() Mu|t|p|e AgentS Report s Integration
® Build-in Exploit Database Secure Connection < =  © o < -
® User exploit plug-in ' Agents N
agu, = .- g Investlgate Live Host and Vulnerability 4 @
® Found Vulnerabilities Verified by PT VTSt Sean | )
Network Information Vulnerability
® Safe mode of Penetration Test | oabese
. Tvc\)lip;smg)gs?; T round Verified Vulnerabilities
® Multiple Payload support AL Vulnerabiiies
.- .. Exploit/
® PT Scripting & agent chaining Vilheability | o
. Co-relati
® \Web Component-based Analysis (CBA) Multiple Payload St ot
Database
® Pre-defined exploit profiles Penetration
. . Script PT scenario Test

® Multi-format Reporting based on tester -

) on-line design Exploit 1
® Host Group Editor Resuls =
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Multiple Agent & Layer Scanning

Web Applications / Database

| Web Servers

Network Services

, ‘ Operating Systems
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