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Issues Exciting to Theoretical Cryptographers

Primes 2 P?                       // yes [AKS02]

(Extended) Riemann Hypothesis

P = NP?

Factoring ·p RSA?
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Issues Exciting to Practical Cryptographers

Key Distribution

Factoring 2 P?

Secure hashing

Fast Crypto

Crypto for Constrained Environments
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Key Distribution

Chicken and Egg

– If we had a secure infrastructure, we could distribute keys
securely

Would solve a lot of major problems
– ARP and DNS poisoning

– SSH/SSL/IPSec

CA structure is far from ideal trust model

– DDoS attacks

Though privacy types would protest if we traced every IP packet

Is the crypto fast enough for this (more later)
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Factoring 2 P?

Efficient factoring breaks RSA (and others)

Twinkle

– Spinning Mirrors

Integer Factorization Circuits, TWIRL

– 512-bit RSA modulus: 10 mins, $10K

– 1024-bit modulus: < 1 yr, $10M

Quantum Computers
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Secure Hashing

Important, useful objects

Thin theoretical foundations
– Blockcipher-based methods from 80’s

– Few proofs

Differential attacks [Wang et al, 2004]
– SHA-0, MD5, and others “broken”

SHA-1 appears safe still [Rijmen05]
– Can break 53-round SHA-1 with < 280 work



T   A << 5  +  gt (B, C, D)  + E + Kt + Wt

SHA-1

...M1
 M2 Mm

for i = 1 to m do
Wt =

{
t-th word of Mi                                             0   t   15

( Wt-3 © Wt-8 © Wt-14 © Wt-16 )  << 1         16   t   79

A  H0
i-1;      B  H1

i-1;      C  H2
i-1;     D  H3

i-1;     E  H4
i-1

for t = 1 to 80 do

E  D;     D  C;     C  B >> 2;    B  A;  A  T

H0
i  A + H0

i-1;      H1
i  B + H1

i-1;      H2
i  C+ H2

i-1;

H3
i  D + H3

i-1;      H4
i  E + H4

i-1

end

end

return H0
m   H1

m H2
m  H3

m   H4
m 

512 bits

160 bits

To obtain SHA-0, 

remove this
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Fast Parallelizable Crypto

Slow and serial crypto is an impediment
– High-end web servers

– Routers

Recent research has sought to find fast (and
parallelizable, often) algorithms

– AES is much faster than DES was

– HMAC, UMAC, Poly1305

– Many AE schemes (OCB, CWC, EAX, etc)

Proof-of-correctness now a requirement
– Some are skeptical about the value of this, but none suggests

it’s better than no proof at all



The Heart of the UMAC algorithm

£32

M1 K1

+16

16 16

M2 K2

+16

M3 K3

+16

M4 K4

+16

M5 K5

+16

M6 K6

+16

M7 K7

+16

M8 K8

+16

£32 £32 £32

16

16

+32

32-bit result

The above represents three MMX instructions (2 paddw’s and a pmaddwd)
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Crypto in Constrained Environments

We can do standard crypto on a laptop

– But a cell phone has a lot fewer cycles to spare
Indeed, they’ve blown it a few times already

– Sensor nodes have ever fewer (and radio
constraints)

– RFIDs present an extreme challenge

We need simple algorithms, even if they don’t
provide industrial-strength cryptography

– TinySec [KSW04] is a start
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And What Virtually No
Cryptographers Find Exciting…

Software Engineering and Education

– In my opinion, where a lot of security problems start

Software Engineering:

– Security was not “built in” from the start
More examples than non-examples

– Software not built according to “best practices”

Every vulnerability is a bug, so security is really a quality

problem

Code is not agile, so when something breaks (eg, PKCS
#1) it’s hard to plug in something new
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Education

Students emerge with a degree in Computer Science
with little to no training in security

– Not a standard part of most curricula

– Not enough knowledgeable people available to train students

On the crypto side, two important themes

– 1) Don’t create your own crypto; you’ll get it wrong

Example: Internet Chess Club

– 2) Perfectly good crypto primitives get misused and are
rendered worthless

Example: MS Office
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Internet Chess ClubInternet Chess Club

Over 30,000 members

Pay Site ($60/year)

Madonna, Nicholas Cage, Will Smith, Sting,
even Kasparov

Best choice for online chess

Written by and run by a CMU CS Professor

– Specializes in theory, interested in cryptography



Basic IdeaBasic Idea

ICC Server

Chess Client 1 Chess Client 2

Client 1 Move

Enforce Chess

Rules, Manage

Clocks

Client 1 Move



Block CipherBlock Cipher

64 Bit Key

64 Bit Input x

32 MSB = L0 32 LSB = R0

f

R1L1

16 Rounds
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Mode of OperationMode of Operation

Pad formed by XOR of two LCGs

xn+1 =   3xn + 1 mod 43060573

yn+1 =  17yn      mod 2413871

pad  =  xn    yn    (just low byte)

• Given 10 pad bytes, we get the rest

• 1.1 secs on Martin’s laptop
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Key ExchangeKey Exchange

Seeds for symmetric keys exchanged in the clear!!!

We sniff the connection (pcap) and read all the traffic
trivially

– Get CC #s

– Get usernames and passwords

Active attacks would be even MORE damaging
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MS Office

Office 95

– Just xor’ed password with plaintext over and over

Later RC4 employed, but exportable versions
forced to use 40-bit key

– Easily broken by brute-force

Office 2000, XP, 2003 use 128-bit RC4

– But use the same IV (seed) each time
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Closing Example: Pedagogy





Encryption Algorithm (Cont)            [ZA 2002]
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Moral

Security Education is sorely inadequate

Even if we did more, there would still be
vulnerabilities, but it wouldn’t be nearly this bad


