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Kinds of AttacksKinds of Attacks

Infrastructure attacksInfrastructure attacks

OS/local machineOS/local machine

Web serverWeb server

Network protocolsNetwork protocols

Some techniques becoming more prevalentSome techniques becoming more prevalent

SQL injections, cross-site scriptingSQL injections, cross-site scripting

Rooted in poor development practicesRooted in poor development practices

Building Building hitlistshitlists from Google & other public from Google & other public
sourcessources

Better saturation of vulnerable hostsBetter saturation of vulnerable hosts

WeWe’’re re notnot hearing about attacks on custom hearing about attacks on custom
applications (if itapplications (if it’’s happening its happening it’’s quiet)s quiet)
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Attack Goals ShiftingAttack Goals Shifting

WeWe’’ve seen a dramatic shift in theve seen a dramatic shift in the
past 12-18 months in the goal ofpast 12-18 months in the goal of
these attacksthese attacks

Used to be malicious behaviorUsed to be malicious behavior

Now itNow it’’s financials financial

Exploits are used to install Exploits are used to install BotsBots
Or the info is sold for $$$Or the info is sold for $$$

Networks of controlled exploitedNetworks of controlled exploited
machines (machines (BotNetsBotNets) are then sold) are then sold

SpammersSpammers

Organized crimeOrganized crime
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TerminologyTerminology
BotBot

Application that performs action on behalf of a remoteApplication that performs action on behalf of a remote
controllercontroller

Installed on a victim machine (zombie)Installed on a victim machine (zombie)

Most are open-sourceMost are open-source

Modular (plug in your functionality / exploit / payload)Modular (plug in your functionality / exploit / payload)

BotNetBotNet
Linkage of Linkage of ““ownedowned”” machines into centrally controlled machines into centrally controlled
armiesarmies

Literally, Literally, roBOTroBOT  NETworksNETworks

Control ChannelControl Channel
Method for communicating with an armyMethod for communicating with an army

HerderHerder

a.k.a. a.k.a. BotBot herder, controller, pimp herder, controller, pimp

Owns control channel, commands Owns control channel, commands BotNetBotNet army army

Motivations Motivations –– money, power money, power



29-JAN-200529-JAN-2005 47th Meeting of IFIP WG 10.447th Meeting of IFIP WG 10.4 66

Bots & Bots & BotNetsBotNets

Bots are prolificBots are prolific
EarthlinkEarthlink claims 20% of machines have bots and/or spy- claims 20% of machines have bots and/or spy-
wareware

May account for 1/3 of all email traffic from May account for 1/3 of all email traffic from comcast.netcomcast.net

SpamSpam
Bots sent 66% of all SPAM traffic on the InternetBots sent 66% of all SPAM traffic on the Internet

Bots are rented to spammersBots are rented to spammers

Provide mass mailing and anonymityProvide mass mailing and anonymity

Identity theftIdentity theft
Some versions include scanners for Some versions include scanners for SSNsSSNs and credit and credit
card informationcard information

DDoSDDoS / Extortion / Extortion
Used for sustained Used for sustained DDoSDDoS attacks attacks

Used for online extortion against Internet merchantsUsed for online extortion against Internet merchants

Infringement/License violationsInfringement/License violations
Scanners for CD keys and contentScanners for CD keys and content
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Monetizing Monetizing BotNetsBotNets

First large-scale monetization doneFirst large-scale monetization done
with with MyDoom.AMyDoom.A

Eight days after Eight days after MyDoom.AMyDoom.A hit the hit the
Internet, somebody scanned millions ofInternet, somebody scanned millions of
IP addresses looking for the back doorIP addresses looking for the back door
left by the wormleft by the worm

The attackers searched for systems withThe attackers searched for systems with
a Trojan horse called a Trojan horse called MitgliederMitglieder installed installed

Then used those systems as their spamThen used those systems as their spam
enginesengines

Millions of computers across theMillions of computers across the
Internet were now for sale to theInternet were now for sale to the
underground spam communityunderground spam community
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3.6 cents per 3.6 cents per BotBot week week

6 cents per 6 cents per BotBot week week

2.5 cents per 2.5 cents per BotBot week week
September 2004 postings to September 2004 postings to SpecialHam.comSpecialHam.com, , Spamforum.bizSpamforum.biz

>20-30k always online SOCKs4, url is de-duped and updated every 
>10 minutes. 900/weekly, Samples will be sent on request. 
>Monthly payments arranged at discount prices.

>$350.00/weekly - $1,000/monthly (USD) 
>Type of service: Exclusive (One slot only)
>Always Online: 5,000 - 6,000
>Updated every: 10 minutes

>$220.00/weekly - $800.00/monthly (USD)
>Type of service: Shared (4 slots)
>Always Online: 9,000 - 10,000
>Updated every: 5 minutes

BotNetBotNet Spammer Rental Rates Spammer Rental Rates
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Current situationCurrent situation

BotNetsBotNets themselves unseen; uses are noticed themselves unseen; uses are noticed

Spam relaysSpam relays

Identity theft, credit cards, keystrokes, other PIIIdentity theft, credit cards, keystrokes, other PII

DDoSDDoS attacks attacks

Ease of writing, deploying Bots is increasingEase of writing, deploying Bots is increasing

GUIs driven by script kiddies (13 year olds)GUIs driven by script kiddies (13 year olds)

Many donMany don’’t know how to program t know how to program ––  ““personalizedpersonalized”” bots bots

Automatic scanning for vulnerable machinesAutomatic scanning for vulnerable machines

Threat is escalatingThreat is escalating

Low profile (vs. Slammer / Low profile (vs. Slammer / MyDoomMyDoom /  / phishingphishing, etc.), etc.)

Financial opportunity driving activityFinancial opportunity driving activity

Model is maturing into tiers Model is maturing into tiers –– herders, service providers herders, service providers

Numbers are increasingNumbers are increasing

BotBot technologies are getting better technologies are getting better
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BotBot Pedigree Pedigree

Relatively few Relatively few ““familiesfamilies”” of Bots of Bots

Based on open source Based on open source BotBot collaboration collaboration
effortsefforts

BerbewBerbew, , GaobotGaobot, , ……

Custom variants aboundCustom variants abound

Typically see 3 to 5 new variants perTypically see 3 to 5 new variants per
weekweek

Have seen as many as 50 per dayHave seen as many as 50 per day
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BotNetBotNet use: Data Theft use: Data Theft

Bots often have built-in functionality to stealBots often have built-in functionality to steal
Documents or data from an infected computerDocuments or data from an infected computer

Computer passwords, IRC passwordsComputer passwords, IRC passwords

Bank account numbers and passwordsBank account numbers and passwords

PayPalPayPal account info account info

Credit card dataCredit card data

Keystroke loggersKeystroke loggers

http://http://www.lurhq.com/phatbot.htmlwww.lurhq.com/phatbot.html
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Botnet use: ExtortionBotnet use: Extortion

Small-scale:Small-scale:  Even small Even small BotNetsBotNets (a few (a few
hundred machines) can extort onlinehundred machines) can extort online
businesses for money.businesses for money.

Small site in Kentucky taken down for a weekSmall site in Kentucky taken down for a week
because they refused to pay $10kbecause they refused to pay $10k

http://www.courier-journal.com/business/news2004/05/10/F1-scam10-8568.htmlhttp://www.courier-journal.com/business/news2004/05/10/F1-scam10-8568.html

Large-scale: Crime rings extorting businessLarge-scale: Crime rings extorting business
for "protection moniesfor "protection monies““..

A number of UK gambling sites have beenA number of UK gambling sites have been
offered protection for $50k/yearoffered protection for $50k/year

  http://www.rense.com/general44/hack.htmhttp://www.rense.com/general44/hack.htm
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Attack TrendsAttack Trends

From isolated to networkedFrom isolated to networked
Attacker is on the Attacker is on the ““outsideoutside””

From programs to servicesFrom programs to services
Unconstrained inputUnconstrained input

From multi-user to single user to multi-userFrom multi-user to single user to multi-user
““User as adminUser as admin”” problem problem

From asynchronous to mass malwareFrom asynchronous to mass malware
Asymmetry favors attackerAsymmetry favors attacker

From vandalism to for profitFrom vandalism to for profit
More dedicated attackersMore dedicated attackers

From specific to general to specificFrom specific to general to specific
Value will draw more sophisticated adversariesValue will draw more sophisticated adversaries
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PhishingPhishing Attacks Attacks

Much more than a nuisanceMuch more than a nuisance
Hotmail is blocking ~3B pieces of spam perHotmail is blocking ~3B pieces of spam per
day, much of it day, much of it phishingphishing attacks attacks

Most people (>60% of the American public)Most people (>60% of the American public)
have inadvertently visited a fake orhave inadvertently visited a fake or
spoofed site.spoofed site.

Over 15% of respondents admit to havingOver 15% of respondents admit to having
provided personal data to a spoofed site.provided personal data to a spoofed site.

Trending upward: more fake e-mails,Trending upward: more fake e-mails,
spoofed Web sites and phishing scams.spoofed Web sites and phishing scams.

Most vulnerable targets: banks, credit cardMost vulnerable targets: banks, credit card
companies, Web retailers, online auctionscompanies, Web retailers, online auctions
(E-bay) and mortgage companies.(E-bay) and mortgage companies.
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Losses from Losses from PhishingPhishing

Estimated economic losses:Estimated economic losses:

Small number of people (slightly moreSmall number of people (slightly more
than 2%) affected, with an average costthan 2%) affected, with an average cost
of $115 dollars/victim.of $115 dollars/victim.

Extrapolating to the entire U.S.Extrapolating to the entire U.S.
population, economic impact of fraudpopulation, economic impact of fraud
close to $500M.close to $500M.
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Defensive TechniquesDefensive Techniques

Automated patchingAutomated patching

Development toolsDevelopment tools

Run-time techniquesRun-time techniques

Leveraging automated feedback fromLeveraging automated feedback from
customerscustomers
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First, Some NumbersFirst, Some Numbers
656.5M PCs run Windows Client656.5M PCs run Windows Client
worldwideworldwide

OEMs shipped 115.4M Windows PCs inOEMs shipped 115.4M Windows PCs in
20042004

MS Malicious Software Removal ToolMS Malicious Software Removal Tool
Released 1/11/05 Released 1/11/05 –– targets 8 families of targets 8 families of
malwaremalware

As of 1/27/2005As of 1/27/2005

Run over 104M timesRun over 104M times

Over 177K infected hosts cleanedOver 177K infected hosts cleaned

MS Anti-MS Anti-SpywareSpyware Beta Beta
Over 3M downloads in <2 weeksOver 3M downloads in <2 weeks
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Automatic PatchingAutomatic Patching

Windows Update services 190M PCsWindows Update services 190M PCs

140M PCs use Automatic Updates to140M PCs use Automatic Updates to
stay current with patchesstay current with patches

Time to update 95% of XP PCs with aTime to update 95% of XP PCs with a
patch via Automatic Updatepatch via Automatic Update

<14 days<14 days
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Vulnerability TimelineVulnerability Timeline

Undiscovered

Vulnerability 

Correction

Component 

Packaging

Customer Fix

Module Gap

Customer Testing /

Deployment

Actual Vulnerability To Attack

Responsible

Disclosure

Experimentation

VulnerabilitySoftware Ship Fix Deployed

Early 

Disclosure

Few discoveredFew discovered

RarelyRarely
discovereddiscovered

Attacks occur hereAttacks occur here
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Development ToolsDevelopment Tools

Source code defect detection toolsSource code defect detection tools
PREfix PREfix & & PREfast PREfast (C/C++)(C/C++)

Detects defects like bounds violations,Detects defects like bounds violations,
resource exhaustion, memory managementresource exhaustion, memory management
errors, format string errors, etc.errors, format string errors, etc.

FXCop FXCop (MSIL -- .NET managed code)(MSIL -- .NET managed code)

Detects defects in these categories: LibraryDetects defects in these categories: Library
design, Localization, Naming conventions,design, Localization, Naming conventions,
Performance, SecurityPerformance, Security

Developers run versions of these toolsDevelopers run versions of these tools
before checking code into a product tree.before checking code into a product tree.

We also integrate the tools directly into theWe also integrate the tools directly into the
build process for automatic scans & bugbuild process for automatic scans & bug
reportingreporting
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Run-time TechniquesRun-time Techniques

Dynamic input scanningDynamic input scanning

Ex: URL filteringEx: URL filtering

Middleware-based isolationMiddleware-based isolation

JVM, CLR, other host-based JVM, CLR, other host-based VMsVMs

OS virtualizationOS virtualization

VMWare/Virtual PC/XenVMWare/Virtual PC/Xen

Hypervisors Hypervisors (IBM (IBM sHypesHype, Intel VT), Intel VT)
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Leveraging Customer FeedbackLeveraging Customer Feedback

MS Online Crash AnalysisMS Online Crash Analysis

Mechanism for reporting errors back toMechanism for reporting errors back to
Microsoft, along with some debugging &Microsoft, along with some debugging &
tracing information (tracing information (““minidumpsminidumps””))

OCA reports are bucketed byOCA reports are bucketed by
application/module offset informationapplication/module offset information

Minidump Minidump analysis identifies likelyanalysis identifies likely
buffer overruns & other issuesbuffer overruns & other issues

Potential code defects automaticallyPotential code defects automatically
flagged for developer reviewflagged for developer review
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SummarySummary

Attack frequency Attack frequency 

Spyware Spyware 

Vandalism Vandalism  monetary objectives monetary objectives

Patch reverse engineering time Patch reverse engineering time 
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Blatant Workshop PlugBlatant Workshop Plug

DIMACS Workshop on Security of WebDIMACS Workshop on Security of Web
Services & E-CommerceServices & E-Commerce

May 5-6, 2005May 5-6, 2005

DIMACS Center, Rutgers Univ.DIMACS Center, Rutgers Univ.
Piscataway, NJPiscataway, NJ

CFP deadline: February 11, 2005CFP deadline: February 11, 2005

http://http://dimacs.rutgers.edudimacs.rutgers.edu/Workshops/Commerce//Workshops/Commerce/
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Questions?Questions?


