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Findings
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? Deeper: complexity-related, hackers



Challenges
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1> Co-design of human activity and system

> Absence of exploitation of findings by cognitive ergonomists
1> From task allocation to reciprocal monitoring and recovery

1> Diversity

> Decreasing natural robustness of hw and sw — fragility of systems
based on uniform solutions

1> Revisiting diversity at all system levels

1> Composability of dependability (logical) properties

> Performed on a largely ad-hoc basis
1> Formalisation for transferability, durability, scalability

1> Metrology

> Prerequisite for substantiating current and future research (current
gaps? expected future threats?, identified from exploitation of
measurement trends)

1> Need for widely accepted basis for data collection and measurements
of accidental and malicious events



Survey on computer damages in France
» Year 2000
» Representative sample of 450 organizations (size, activity domains)
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